LY THUYET MANG MAY TiNH

COMPUTER NETWORKS HANDBOOK

Tang cac ban sinh vién yéu quy cua toi

N6i dung tai liéu nay dudc téi bién soan nhu la ban tém tit rit ngin gon céc kién thic co ban v& mang mdy tinh — phén
16n tt khéa hoc “CCNA: Introduction to Networks” ctia ® 2025 Cisco tai dia chi: https://www.netacad.com/courses/ccna-
introduction-networks?courseLang=en-US.

Néu ban thiy tai liéu nay hitu ich cho viéc hoc tip, hiy dong vién toi bing cich cai va danh gia (vote, rate, com-
ment trén Google Play Store) — cif ddnh gid that (x x x x x thi tbt ma = ciing khéng sao ®), khéng cin khen qua miic,
ung dung nay cua t6i nhé: https://play.google.com/store/apps/details?id=com.ngohaianh.memoryv2 < Link taiapp © © © © ©

App nay toi viét hoan toan mién phi, khéng c6 quang cdo — chi 1a mét thi vui viét code lic ranh ri ctia toi, nhung
viéc dugc tai vé& nhiéu va cé nhidu danh gia tich cuc trén Play Store ciing 14 niém vui tinh than rat 16n gép phan lam t6i ¢6 cam
hiing day hay hon — truc tiép hay gian tiép déu c6 Igi cho cdc em. Do vdy ngoai viéc cai trén thiét bi c4 nhan thi cic em c6 thé
chia sé app nay cho cic ban cliing trudng, ngudi quen. .. d€ cai gitip t6i nita nhé, game nay chdi gii tri ciing thi vi d6 © ® ®


https://play.google.com/store/apps/details?id=com.ngohaianh.memoryv2

Muc luc

1 Mang may tinh ngay nay

L1 Gidithi€u . . . . . . o
1.2 Mang anh hudng déncudc sbngchingta. . . . . . ... ... ... ... ... .. ... ... ..
121 Kéetnbichingta . . . . ... .. vt i i it
1.22  Khongbién giGi . . . . . . . . . e e
1.3 CécthanhphAnclamang . . . . . . . . ..o v v vttt e
1.3.1 Vaitroctathiétbidducudi . . . .. . . . . . . .
1.3.2  Mang ngang hang (Peer-to-Peer) . . . . . . .. .. ... o oo
133 Thiétbidaucubi . . . . ... ... .
1.3.4 Thiétbitrung gian . . . . . . . . . L
1.3.5 Phuongtiéntruyéndin . . . . . . . .. .. ...
14 Bi€udifn vAtopomang . . . . . . . ... e
141 Biudinmang . . . . . . .. ... e
142 SOAOTOPO .« v v o e e
1.5 Cécloaimang phdbién . . . . . . . . . . ..
1.5.1 Mang véinhidu quy mO . . . . . . ...
1.52 Mang LANvVaWAN . . . . ..
153 Internet . . . . . . . e e e e e e e
1.54 Mangndibdvangoaibd . . . . . . . .. ...
1.6 Kétndilnternet . . . . . . . . . . . . ..
1.6.1 CoéngnghétruycapInternet . . . . . . . . . . . L
1.6.2 Két nbi Internet cho gia dinh va vin phongnhd . . . . . . ... ... ... ... ... ..
1.63 ManghQitu . . . . . . . . e e e
1.7 Mang dang tin CAY . . . . . . . . . o i i e e e e e e
171 Kiéntricmang . . . . . . ..ot
1.7.2  Mang chiu 16i (Fault Tolerance) . . . . . . . . . . v v v vttt e e
1.7.3 Kha nang mé rong (Scalability) . . . . . .. ... .. ... ...
1.7.4 Chéatluong dich vu (Q0S) . . . . . . . o
1.7.5 Baomitmang (Security) . . . . . . . . . . .. e e e e e
1.8 ThultngicAnnhd . . . . . . . . . .. .

2 Céu hinh c6 ban cho switch va thiét bi dau cudi

2.1 GiGithi€u . . . . . .
2.2 Téng quan vé truy cap v thao tdc trong IOS . . . . . . . . . ...
22.1 Cacphuongthictruy Cap . . . . . . . o o v it e e e e e
222 CacchéddtrongIOS . . . . . . . . ..
223 DAnhubng vatro giup . . . . . . . o oo

O O © O © O ®

18
19
19
19
19
19



23

24

2.5

2.6

2.7

2.8
29

224 TaptincAuhinhvaluutrd . . . . ... .. ... ... .. ...

Cauhinhcobancho Switch . . . . . . . . . . . . . .. .
23.1 Pbitténthiétbivathongtincoban . . . . . . .. ...
232 Baomatcacch@dOtruy CAp . . . . . . . .
233 BatSSHvangusidungcuchd . . . . . . . . . . L
2.3.4 Chu hinh dia chi IP quan tri cho Switch (SVI) . . . . . . ... ... ... ... ......
235 Luucduhinhvakiémtra . . . . . .. . . . ...
Céhu hinh thiét bj ddu cubi (PC) vakiémtrakétndi . . ... . . ... ... ... ... .. ....
24.1 DatdiachiIPchoPC . . . . . . . . . ... e
242 KimtracoOban . . . . . . . .
Dinhdanh vathong diéphéthdng . . . . . . ... .. ... .. ... ...
251 Quyudcdatténthibtbi. . . . . . . ... ...
2,52 Bannercanhbdo . . . . . .. . . . ... e
Baomittruy cApcoban . . . . . . ... e
2.6.1 Nguyéntictbithifucanlam . . . . . . ... ... ... ... ...
2.6.2 Taikhoancucbdvachinhsach. . . . .. ... ... .. ... .. .. ... ... . ...,
Saolwu vakhdiphuccAuhinh . . .. . ... ...
271 LuuvasaochépcAuhinh. .. .. ... ... ... ... ... .. ... ...
272 Khoiphucvémicdinh . . . . ... ...
Khiacphucsucodban diu . . . . . . ... ... ...
Thudtngd cAnnhd . . . . . . . . . .

Cac Giao thire va Mo hinh

3.1 GiGithi€u . . . . .
3.2 CacGiaothic vaChuln . . . . . . . . . ot
32.1 Giaothiclagi? . . . . . . ...
322 Tinhndngcuagiaothic . . . . . . . . . . .. .. ...
3.23 Chuinhéavatdchicqudcté . . . . . . . . . . . . ...
33 MOhinhOSI . . . . . e
33.1 GiGithitumohinhOST. . . . . . . . . . . ... e
332 Chicnang tingIop . . . . . . . . . e
34 MOhInhTCP/IP. . . . . . . L
341 GiGithitumdhinh TCP/IP . . . . . . . . . . . e e
342 Sosanh OSIVaTCP/IP . . . . . . . . e e
3.5 Qua trinh truyén dif liéu va boc/dd (en/de-capsulation) . . . . . . ... ... ... ... ...
35.1 Encapsulation . . . . . . . ... e e
3.5.2 De-encapsulation . . . . . . ... e e e e e
3.6 CacloaitruyenthOng . . . . . . . . . o ot
3.7 BaitdpChuong3 . . . . . . . .
3.8 ThuatngicAnnhd . . . . . . . . . . ...
Tang Vat Iy
4.1 GiGithi€u . . . . . . e
42 Mucdichclatng VAtLy . . . . . . . . . . ..
42.1 Cacchicnangchinh . . . . . . .. . ... e
422 Bingthong, thongluong vadotre . . . . . . . . . .. ...
4.3 Phuong tiéntruyen dan . . . . . ... ...

431 CApdONg . . . . ..

19
20
20
20
20
21
21
21
21
21
21
21
22
22
22
22
22
22
22
22
24

26
26
27
27
27
27
27
27
28
28
28
28
29
29
29
29
30
32



432 CApquang . . . ..
433 Truyéndinkhdng diy . . . . . . . . . ...
44 Tieuchudn héatdng VALLY . . . . . . . . . ...
45 Baitdp Chuong 4 . . . . . . . e e
4.6 Thuatng@cAnnhG . . . . . . . . . ...
He théng sb
S50 Gibithi€u . . . . .. o
52 HEThapphln . . . . . . . . e
53 HENhiphln . . . . . . . .
54 HEéThaplucphan . . . . . . . . . e e
5.5 Chuyén d6i gittacaché thdng s . . . . . . . . . o oot
5.5.1 Thapphan—Nhiphan . . . . . . . ... ...
5.5.2 Thapphan—Thaplucphan. . . . . . . . . . ... .
5.53 Nhiphan—Thaplucphan . . . . . . . . . . . .. . e
56 Ungdungtrongdiachimang . . . . . . . ... ... ... ...
S5.6.1 IPVA . .
562 IPVO . . .
5.63 DiachiMAC . . . . . . .
5.7 BaitdpChuong S . . . . . . . . e e e e e
5.8 Thudtngli cAnnhG . . . . . . . ...

Tang Lién két dit liéu

6.1
6.2

6.3
6.4

6.5
6.6

6.7
6.8
6.9

GiGithiu . . . . . .
Chiic niing clia tAng lien kétdit liéu . . . . . . . .. .. .. ... ... .. ... ... ...
6.2.1 Doénggdidiliéu . ... ... ...
6.22 Didukhintruy Cap . . . . . . . e
623 Diachihéadtanglienkét . . . . . . . . . . ...
Chutrickhung dB U . . . . . . . . . . .
Céac phuong thic truy8n . . . . . . . . . . . .ot
6.4.1 K&t nbi difm-difm (Point-to-Point) . . . . . . o v i
6.4.2 Kétnbida truy nhdp (MUlacCeSS) . . . . . o o o v v v e
6.4.3 Truyénsong cong (DUplex). . . . . . . . .ot
TAng LLCVAMAC . . . . . . . e
Tang lien két trong LAN VAWAN . . . . .. ... ... ..
6.6.1 LAN . . . . e
6.6.2 WAN . . . e
Topologicvavatly . . . . . . . . . . .
Baitdp Chuong 6 . . . . . . . . . L
Thuatngd cAnnhG . . . . . . . . . . e

Chuyén mach Ethernet

7.1
7.2

1.3

GiGithiu . . . . . . o
Nguyén ly hoat ddong cua Ethernet . . . . . . . . .. ... .. ... ... . ... ...
7.2.1 Chutrickhung Ethernet . . . . . .. . . .. .. ... ...
722 DiachiMAC . . . . . .
Chuyénmach Ethernet . . . . . . . . . . . .. . ..
7.3.1 Switchvabang MAC . . . . . . . . L

40
40
40
41
41
41
41
41
41
41
41
41
42
43
44

46
46
46
46
47
47
47
48
48
48
48
48
48
48
48
48
49
50



7.3.2 Quatrinhaging . . . . . . . ... 53

733 Chuyéntiépkhung . . . . . ... . . ... 53
74 Miénxung dot vamidn quang ba . . . . . . ... L 53
7.5 Chédosongcong vatde dd . . . . . . o o 54
7.5.1 Half-duplex . . . . . . . . . 54
7.5.2 Full-duplex . . . . . . . e 54
7.5.3 Auto-negotiation va Auto-MDIX . . . . . . . . ... 54
7.6 Baitdp Chuong 7 . . . . . . . e e 55
7.7 Thudtngl cAnnhG . . . . . . e 56
T?lng Mang 58
8.1 GiGithi€u . . . . . . . . e 58
82 Chicning clatANg MANG . . . . . . o o ottt i e e e e e e e e e 59
8.2.1 Dinhdiachilogic. . . . . . . . . . . 59
822 Kétnbikhonghudngkétnbi . . . . . . . . . ... 59
8.2.3 Dichvubest-effort . . . .. .. . . . . ... 59
824 Tinhdoclapchaphuongtién . . . . . . . . . .. . . . 59
83 CAutrdc g6ilP . . . . . . . . . 59
83.1 IPv4Packet . . . . . .. . . e 59
832 IPv6Packet . . . . . ... 60
8.4 Router vVachuyén tiép @0i . . . . . . . . .. 60
8.4.1 Chlicnadng clarouter . . . . . . . . . . o i i ittt it e e e e e e 60
842 Quatrinhdinhtuyén . . ... ... ... . ... 60
8.5 Bangdinhtuyén . . . . . . . . .. 60
8.6 Dinhtuyéntinhvadong . . . . . . . . . . . ... 60
8.6.1 DBinhtuyéntinh . . . . . . ... ... 60
8.6.2 DPinhtuyénddng . . . . . . . . ... 61
8.7 BaitdpChuong 8 . . . . . . . . 62
8.8 Thuatnglican nhG . . . . . . . . . . . . . e 63
Phén giai dia chi 65
9.1 GiGithibu . . . . . .. . e 65
9.2 Phangididiachitrong IPv4. . . . . . . . . L 65
921 ARP . . e 65
922 Bang ARP . . . . .. 66
9023 VANAEDAOMAL . . . . . o 66
9.3 PhangidgidiachitrongIPv6. . . . . . . . . . . . . . e 66
9.3.1 Neighbor Discovery (ND) . . . . . . . . ... 66
9.3.2 SLAACvVvaDHCPVO . . . . . . . 66
9.4 Phangidi tBnmien . . . . . . . ... .. 67
9.4.1 DNS & . e 67
942 Quytrinhtruy vAnDNS . . . . . ... 67
9.5 ChpphatdiachiIPdOng . . . . . . . . . . ittt 67
9.51 DHCPchoIPv4. . . . . . . . e 67
052 DHCPVO . . . .. o e 67
9.6 BaitapChuong9 . . . . . . . . . . 68
9.7 Thudtngli cAnnhG . . . . . . . . e 69



10 CAu hinh co ban cho Router

10.1
10.2
10.3

10.4
10.5
10.6
10.7
10.8

GIGLTIEU .« « o o v v e e e e e e e
Truy cAp CLICUATouter . . . . . . . . . it e e e e e e e e e e e e e e
Ciuhinhcobanchorouter . . . . . . . . . . . ... . .
10.3.1 Pittén,bannervamatkhdu . . . . . .. ...
10.3.2 Matkhauconsole VA VLY . . . . . . oo e
ChuhinhdiachiIPv4 . . . . . . . . . . e
CauhinhdiachiIPv6 . . . . . . . . . .
Chu hinh default Gateway . . . . . . . . ..ttt
Kiémtravaxdcminh . . . . . .. . ... ...
ThudtngdcAnnhG . . . . . . . . . . .

11 Dia chi IPv4

11.1
11.2
11.3

11.4
11.5

11.6
11.7

11.8
11.9

GiGIthiu . . . . . . o e
Céu triic dia chi IPv4 (IPv4 Addressing) . . . . . . . . . . i i
PhianloaidiachiIPv4 . . . . . . . . . . . e e
11.3.1 Diachiunicast . . . . . . . . . . . . e
11.3.2 Diachibroadcast . . . . . . . . . . . . . . e
11.3.3 Diachimulticast . . . . . . . . . . . . e e e
11.3.4 DPiachidacbi€t . . . . . . . . . . e
Piachicongcong vadiachiriéng . . . . . . . . . . . . ...
Subnetting . . . . . .. L. e e e
1151 Khaini@m . . . . . . . . .. e e
11.52 Tinhtodncadban . . . . . . . . . . . . e e e e
11.53 Vidu . . . o
CIDRVAVLSM . . . . . e e e e
Ciuhinh dia chi IPv4 trén thiétbi . . . . . . . . . . . . .
11.7.1 Trénrouter hodc switchlayer3 . . . . . . . . . . . . . ... ... ... . . ... .....
11.7.2 Trén PC (WIndows) . . . . . . . o o o e e e e e e e e e e e e e e
Baitdp Chuong 11 . . . . . . . . e
ThudtngfcAnnhd . . . . . . . . . ...

12 Dia chi IPv6

12.1
12.2
12.3

12.4
12.5

12.6
12.7
12.8

GiGithi€u . . . . . . .
Chutric dia chiIPV6 . . . . . . . . .
CacloaidiachiIPvO . . . . . . . . . . e e e
12.3.1 Unicast . . . . . o oo e e e e
12.3.2 Multicast . . . . . . . e e e e e e e e e e
12.3.3 Anycast . . . . ... e e
1234 Diachidachi€t . . . . . . . . . . . e
Tientd vasubnet IPVO . . . . . . . . ..
CauhinhdiachiIPV6 . . . . . . . . . . . . ..
12.5.1 ThUCONG . . . . o o o o
1252 Tud0ng . . . . . . oo e
Neighbor Discovery vaICMPv6 . . . . . . . . . . . . e
Baitap Chuong 12 . . . . . . . .
ThuatngcAnnhd . . . . . . . . . . ..

7
71
71
)
)
)
72
72
)
73
74

76
76
77
77
77
77
77
77
77
78
78
78
78
78
79
79
79
80
81



13 Giao thitc diéu khién thong diép Internet (ICMP)
13.1 GiGithi€u . . . . . . .
13.2 ICMPVA . . .
13.2.1 Cacloaithongdiépchinh . . . . . . .. .. ... . ...
13.2.2 Ping v6i ICMPV4 . . . . . . . . e
13.2.3 Traceroute v6i ICMPv4 . . . . . . . . . . . e
133 ICMPVO . . . o o e
13.3.1 Cacloaithongdiépchinh . . . . . ... .. ... . . ... ... . ... ..
13.3.2 Pingvatraceroute vVGi ICMPvO . . . . . . . . . . ...
13.4 Sy khéc biét gita ICMPv4 vaICMPv6 . . . . . . . . . .. .
13.5 Baitap Chuong 13 . . . . . . o o e e
13.6 ThudtngcAn nhd . . . . . . . . . . .

14 Tang Van chuyén
14.1 GiGithi€u . . . . . . .
142 Chicning cliating vanchuyén . . . . . . . . . . . . . .. ...
143 TCP . . .
143.1 Pacdiém . . . . . . .
1432 Quytrinhbattaybabudc . . . . . . . . .. ..
1433 Cochd ddmbao dOtin CAY . . . . . . . o o i
144 UDP . . . .
1441 Picdifm . . . . . . ...
1442 Ungdung . . . . . o oo
14.5 Portnumber . . . . . . ... e e
14.6 Sosanh TCPva UDP . . . . . . . . .
14.7 Baitdp Chuong 14 . . . . . . . .
148 ThuatngicAnnhd . . . . . . . . . . . . e

15 Tﬁng fjng dung
15.1 Giithi€u . . . . . . . o e
15.2 Mo hinh client-server vaP2P . . . . . . . . .. .
15.2.1 CHent-server . . . . . . . . o v v v vttt e e e e e e e e e
1522 Peer-to-peer . . . . . . . ... e e e
15.3 Cacgiaothicdichvuphdbién . . . . . . . . ... . ... ...
15.3.1 Web: HTTPvaHTTPS . . . . . . . . .
1532 Ténmién: DNS . . . .. ...
1533 Cipphatdiachi: DHCP . . . . . . .. .. .. ...
153.4 Truyéntép: FTP . . . . . . . . .
15.3.5 Email: SMTP, POP3,IMAP . . . . . . . . . . . .
154 Ungdungvacongdichva . . . . . . .. . . . .
155 Baitap Chuong 15 . . . . . . . L
15.6 Thuat ngli cAn NG . . . . . . . e e

16 Cic nguyén tic co ban vé an ninh mang
16,1 GIGHNIBU .« « « o o o oo e e
162 Nguyen tic CIA . . . . . .
163 Cacmbidedoa vatAncong . . . . . . . . . . . ..
16.3.1 Malware . . . . . . e

89
89
89
89
90
91
91
91
91
91
92
93

95
95
95
96
96
96
96
97
97
97
97
97
98
99

101
101
101
101
102
102
102
102
102
102
103
103
104
105



16.3.2 Tancong DoS/DDOS . . . . . . . e 108

16.3.3 Spoofing vaphishing . . . . . . . . ... 108
16.3.4 Social engineering . . . . . . . . . .. e e e e e 108

164 Biénphdpbdomatcoban. . . . . . . . . . L 108
16.4.1 TuonglGava ACL . . . . . . . . . . . e 108
1642 Mahoéava VPN . . . . . . e e e e 108
1643 Xacthucvamatkhdu. . . . . . . . . . ... . 108

16.5 Baomatco ban trén thibt bi Cisco . . . . . . . . . 109
1651 CAuhinh matKh&U . . . o o o oot e e 109
16.52 Bannercanhbdao . . . . . . . . . . ... 109
1653 BatSSH . . . . . . . 109

16.6 BaitAp Chuong 16 . . . . . . . . . . o e 110
16.7 Thuat nglf cAn NG . . . . . . . e 111
17 Xay dung mét mang nho 113
17.1 GiGithi€u . . . . . . . e e 113
17.2 Cécthanh phanciamdtmangnhd . . . . . . . . . . .. ... .. ... 113
17.2.1 Thibtbi dAu cubi . . . o o o oo oo e 114
17.2.2 Thiétbitrung gian . . . . . . . . . .. .. 114
17.2.3 Phuong tién truy@n . . . . . . . . . o i i 114
17.2.4 Dich vu mang (Network Services) . . . . . . . . . . .. . . 114

17.3 Thiétké vadiachihéamangnhd . . . . . . . .. . .. .. .. ... ... ... ... 114
17.3.1 KéhoachdiachiIP . . . . . . . . . . . . . 114
1732 DiachiIPvO . . . . . . . . e 114
1733 SOAOMANG . . . . . . 115
1734 Cannhac VEDAOMAL . . . . . o . o 115

17.4 Chuhinh thiétbitrongmangnhd . . . . . . . ... . ... ... ... ... 115
17.4.1 CAuhinhrouter . . . . . . . . . . . it 115
17.42 Chuhinhswitch. . . . . . . .. . . . . 115
1743 Chuhinh thiétbi dAu cUB . . . . o o oo e e 115
1744 KENSIKRONG AAY -« o o o oo e e e e 115

17.5 Kiém tra va khic phucsucdtrongmangnhd . . . . . . ... ... 116
17.5.1 Caclénhki€mtracoban . . . . . . . . . . . . .. 116
17.52 Cacbudckhicphucsucd . . . . . . it 116
1753 Congcuhdtro . . . . . . . . e 116

17.6 BAitAp ChUONE 17 .« o o o v oo e e e e e e e e 117
17.7 Thuatng@ cAnnhG . . . . . . . .o 118
A Baikiém trasb 1 120
B Bai kiém tra s6 2 134

C Bai kiém tra tong hop 147



Chuong 1

Mang may tinh ngay nay

Muc tiéu

Sau khi hoan thanh chuong nay, ban sé c6 thé trd 16i cdc cAu hdi sau:

Mang 4nh huéng nhu thé ndo dén cudc sdng hang ngay ctia chiing ta?

Thiét bi dau cudi va thiét bi mang dudc st dung ra sao?

Biéu dién mang 12 gi va chiing dudc st dung nhu thé nao trong cic so do topo?

Dic diém cia cdc loai mang phd bién 1a gi?

LAN va WAN két ndi Internet nhu thé nao?

Bén yéu cau co ban clia mot mang dang tin cay 1a gi?

Céc xu huéng nhu BYOD, cdng tic truc tuyén, video, va dién toan dam may thay ddi cach ching ta tuong tic

ra sao?

Mot s6 mdi de doa bio mat co ban va giai phap cho mang 1a gi?

C6 nhting c¢d hoi viéc 1am nao trong linh vuc mang?

Thuat ngu chinh

Chuong nay st dung cac thuat ngit quan trong sau:

May cht (server)

May khach (client)

Thiét bi dau cubi (end device)

Thiét bi trung gian (intermediary device)
Topo (topology)

Mang van phong nhé hodc gia dinh (SOHO net-

work)

Mang cuc bd (LAN)

Mang dién rong (WAN)

Internet

Mang ndi b (intranet)

Mang ngoai b (extranet)

Nha cung cép dich vu Internet (ISP)
DPuong thué bao s6 (DSL)

Két nbi di dong (cellular connection)

Ké&t nbi vé tinh (satellite connection)



Chuong 1 — Mang mdy tinh ngay nay Ngé Hdi Anh

+ Két ndi quay sb (dial-up)  Tinh toan ven (integrity)

* Mang di liéu hoi tu (converged data network) « Tinh sin sang (availability)

» Mang chiu 16i (fault-tolerant network) » Mang thiét bi ca nhan (BYOD)

* Mang c6 kha niang md rong (scalable network) * Dién toan dam may (cloud computing)

* Chét luong dich vu (QoS) * Mang qua dudng dién (powerline networking)

* Tinh bdo méit (confidentiality) + Nha cung cip dich vu Internet khong day (WISP)

1.1 Giéi thiéu

Xin chiic miing! Chuong nay sé khéi dau cho con dudng su nghiép thanh cong cda ban trong linh vuc cong nghé
thong tin bang cach cung cip cho ban nén tang kién thiic vé cach tao 1ap, van hanh va duy tri cdc mang mdy tinh.

1.2 Mang anh huéng dén cudc sbng chiing ta

Mang mdy tinh hién dién & khip noi. Chiing cung cép cho chiing ta phucng tién d€ giao tiép, chia sé thong tin va tai
nguyén v6i nhiing ngudi & cuing vi tri hoic trén toan thé gi6i. D€ dap ing dudc diéu nay, mang can dén mot tap hop
rong 16n cac cong nghé va quy trinh c6 kha niing thich dng nhanh chéng véi cdc diéu kién va yéu ciu khac nhau.

1.2.1 Két ndi chiing ta

Trong tit c4 nhiing nhu cau thiét yéu ctia con ngudi, nhu cau dudc tuong tic véi ngudi khic chi diing ngay sau nhu
cAu dudc duy tri su séng bang khong khi, nuéc, thiic dn va noi 6. Trong thé gidi ngay nay, nhd c6 mang, chiing ta
dugc két ndi nhiéu hon bao gid hét. Nhitng ngudi 6 ¥ tudng c6 thé tifc thdi trao ddi véi ngudi khac dé bién y tudng
thanh hién thuc. Cac su kién thdi su va kham ph4 khoa hoc dudc lan truyén trén toan cau chi trong vai gidy. Ngay

ca nhiing c4 nhin & cach nhau nita vong trdi dt ciing c6 thé két nbi va cling choi trod chai truc tuyén.

1.2.2 Khong bién gidi

Nhiing tién bo trong cong nghé mang c6 1& 1a mot trong nhiing thay ddi quan trong nhét trong thé gidi ngay nay.
Ching dang gép phan kién tao mot thé gidi noi bién gi6i quéc gia, khoing cach dia 1y va gidi han vat 1y dan tré nén

it quan trong, khong con 1a nhiing rio cin 16n trong két ndi va hop tic toan cau.

1.3 Cac thanh phan caia mang

D& mot mang c6 thé cung cip dich vu va tai nguyén, can c¢6 nhiéu thanh phan khic nhau cting phéi hgp hoat dong.
Céc thanh phan nay 1am viéc véi nhau d€ ddm bao tai nguyén dugc phan phdi hidu qua dén ngudi dung can chiing.
1.3.1 Vai tro cha thiét bi dau cudi

Néu ban mudn tham gia vao mot cong dong truc tuyén toan ciu, mdy tinh, mdy tinh bang hoic dién thoai thong
minh ctia ban trude tién phai dugc két ndi vaio mot mang, va mang d6 phai két nbi véi Internet.

Thiét bi dau cudi c6 thé ddm nhan mot trong hai vai tro:

 May khach (Client): st dung phan mém dé yéu cau va nhan dich vu (vi du: trinh duyét web, ting dung email).
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« May cht (Server): chay phan mém chuyén dung dé cung cAp dich vu cho nhiéu méy khach (vi du: may cht
email, mdy chd web, may chu file).

Mot mdy tinh ciing c6 thé dong thai chay nhidu loai phadn mém may khach khac nhau, ching han nhu vita duyét
web, vira kiém tra email, vira trd chuyén truc tuyén.

Internetwork

Messages can take

alternate routes

Hinh 1.1: Ludng di liéu di qua mang.

Mot thiét bi dau cubi c6 thé 1a ngudn gii hoic dich dén ctia mot thong diép dugc truyén qua mang, nhu minh
hoa trong Hinh 1.1, trong d6 dif liéu tit mot thiét bi dau cudi sé di qua mang d€ dén dich 12 mot thiét bi dau cudi
khéc.

1.3.2 Mang ngang hang (Peer-to-Peer)

Trong mé hinh ngang hang, mot mdy tinh c6 thé vita déng vai trd mdy khdch, vira 1a mdy ch.
Uu diém:

« Dé thiét 1ap, it phc tap

+ Chi phi thip, khong can thiét bi mang chuyén dung

« Phu hop cho céc tic vu don gian nhu chia sé file, in 4n
Nhugc diém:

¢ Khong c6 quan ly tip trung

* Khong an toan

¢ Khong md rong dugc

+ Khi mot thiét bi vira 1a may khach vira 1a mdy chi, hiéu ning c6 thé giam

1.3.3 Thiét bi dau cudi

Thiét bi dau cubi la nhitng thiét bi quen thudc nhit d6i véi ngusi ding, chang han nhu mdy tinh, dién thoai thong
minh, mdy in mang. Mbi thiét bi diu cudi c6 mot dia chi duy nhét d€ phan biét va giao tiép. Trong qu4 trinh truyén
thong tin, mot thiét bi dau cudi c6 thé 1a nguﬁn hoac dich cuia thong diép.

AnhNH54 @fe.edu.vn Trang 10



Chuong 1 — Mang mdy tinh ngay nay Ngé Hdi Anh

1.3.4 Thiét bi trung gian

Thiét bi trung gian két ndi cac thiét bi dau cudi véi nhau hoic két nbi nhiéu mang lai v6i nhau. Chiing thuc hién cic
chic nang nhu:

* Dinh tuyén dit liéu dén ding dich

* Quan ly ludng thong tin

* Bao maét va loc dit liéu

+ Khuéch dai hoic tai tao tin hiéu truyén thong

Vi du: Router, Switch, Firewall.

1.3.5 Phuwong tién truyén din

Thong tin trong mang dudc truyén qua moi trudng truyén dan. C6 ba loai chinh:
« Day dong (cap xofn déi, cap dong truc): di liéu duoc md héa thanh tin hiéu dién.
+ Cap quang: dif liu dugc ma héa thanh xung 4nh sang truyén qua sdi thly tinh hodc nhya.
. Truyén din khéng day: dit liéu dugc truyén bang séng dién tlf trén cac tan s6 nhét dinh.

Mai loai méi trudng cé dic tinh va uu diém riéng, phit hop véi nhitng muc dich st dung khic nhau.

1.4 Biéu dién va topo mang

Co s6 ha tAng mang thudng dugc mo ta bang céc ky hiéu chuin dé€ biéu dién thiét bi va bang cdc so dd dé thé hién
su két ndi giita ching. Viéc hiéu 16 cac ky hiéu va so dd nay 12 mot phan quan trong d€ nim bat cach thiic truyén
thong trong mang.

1.4.1 Biéu dién mang

Céc kién tric su va quan tri vién mang can c6 kha ning trinh bay mang ctia ho mot cach truc quan. Ho phai dé dang
thiy dudc thiét bi nao két ndi véi thiét bi ndo, vi tri ctia ching, va cach ching két ndi v6i nhau.
Trong so d6 mang, c4c ky hiéu thuong dudc st dung dé biéu dién:

* May tinh cd nhan (PC), mdy cht (Server)
o Thiét bi mang nhu Router, Switch, Access Point
+ Két ni mang (cap hoic két ndi khong day)

Céc so dd nay gitp viéc thiét ké, quan ly va xit ly su c6 mang trd nén dé dang hon.

1.4.2 Sc do Topo

So do topo la tai liéu bat budc dbi véi bit ky ai lam viéc véi mang. Chiing cung cip ban do truc quan vé cach mang
dudc két ndi. C6 hai loai chinh:

* S¢ dd topo vat Iy (Physical topology): minh hoa vi tri vt ly cla thiét bi trung gian, vi tri dit cap, va bd tri
trong phong.
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* So dd topo logic (Logical topology): minh hoa céch dit liéu di chuyén trong mang va céch cac thiét bi “nhin
thiy” nhau vé mit két nbi logic.

Céc so dd nay 1a nén tang gitp hiéu ciu triic mang tlf mic co ban dén phc tap. Néu ban tim kiém trén Internet
cum tif “network topology diagrams” (dic biét c6 thém tif “Cisco”), ban sé& thiy nhiéu vi du st dung cac biéu tugng

quen thudc trong nganh.

1.5 Cac loai mang phé bién
Mang c6 thé dudc phan loai theo nhiéu cach, bao gdm kich thuéc, vi tri dia ly, hoic chiic ning. Du 1a loai nao, cic
nguyén tic cd ban vé mang déu dugc dp dung chung.
1.5.1 Mang véi nhiéu quy mé
Mang c6 nhiéu kich thuéc khac nhau, tit don gian chi c6 hai mdy tinh dén phiic tap véi hang triéu thiét bi két ndi.
¢ Mang gia dinh nho: cho phép chia sé may in, tai liéu, hinh anh, nhac.

* Mang SOHO (Small Office/Home Office): cho phép nhan vién lam viéc tai nha hodc van phong ti xa, phuc
vu thuong mai nho, trao d6i vdi khach hang.

» Mang vira va 16n: cung cAp luu trit tip trung, email, nhan tin nhanh, cong tic trong doanh nghiép; két ndi ra
Internet d€ cung cip san pham/dich vu cho khach hang.

« Internet: mang 16n nhét, ding nghia 1a “mang cla cidc mang” (network of networks), két ndi vo s mang

cong cdng va riéng tu.
Trong mdt s6 mang nhd, thiét bi c6 thé vira lam may khach vira 1am mdy chi, goi 12 mang ngang hang (peer-to-

peer).

1.5.2 Mang LAN va WAN

* LAN (Local Area Network): mang cuc bd, trong mot pham vi nhd nhu van phong, trudng hoc, gia dinh.
LAN thudng do mét t§ chifc hodic c4 nhan sé hitu, quén ly, toc do cao.

« WAN (Wide Area Network): két ndi nhiéu LAN trén pham vi rong (gitta thanh phd, qudc gia, chau luc).

WAN thuong do nhiéu nha cung cip dich vu van hanh, toc d6 thuong cham hon LAN.

1.5.3 Internet

Internet 12 tap hop toan cu ctia cic mang lién két (LAN va WAN). N6 dudc van hanh nhd sy hop tic clia nhiéu t&
chiic chuin héa va quan 1y, bao gom:

* IETF (Internet Engineering Task Force)
e ICANN (Internet Corporation for Assigned Names and Numbers)

¢ JAB (Internet Architecture Board)
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1.5.4 Mang noi bo va ngoai bo

+ Intranet: mang riéng cia mot t6 chiic, két ndi cac LAN/WAN ndi bo, chi cho phép nhan vién hodc ngudi

dugc ty quyén truy cép.

+ Extranet: md rong tif intranet, cung cip quyén truy cip an toan cho nhitng ngudi ngoai td chifc nhung c6 nhu
cAu, vi du nhu nha cung cip hoic dbi tac kinh doanh.

1.6 Keét noi Internet

Thiét bi ddu cubi nhu may tinh va dién thoai thong minh c6 thé két ndi vao mang theo nhiéu cach khic nhau, bao
gdm ca c6 day va khong day. Cac kiéu két nbi nay ciing dudc dung dé két ndi cac thiét bi trung gian v6i nhau.
1.6.1 Cong nghé truy cap Internet

Ngudi dung gia dinh, nhan vién 1am viéc tlf xa va cdc viin phong nhé thudng can két ndi v6i nha cung cép dich vu

Internet (ISP). C4c lya chon phd bién gom:
+ Két ndi bing thong rong bing cap (Cable broadband)
+ Két ndi bing thong rong DSL (Digital Subscriber Line)
* Mang WAN khong day
« Dich vu di dong (3G/4G/5G)

Doanh nghiép thudng can két ndi tbc do cao va dang tin cay, vi du: Business DSL, leased line, Metro Ethernet.

1.6.2 K&t ndi Internet cho gia dinh va viin phong nhé

« Cable: st dung cung loai cdp v6i dich vu truyén hinh cép, cung cip bing thong cao, d9 sén sang cao, két ndi

lu6én md.

 DSL: cung cip bing thong cao, chay trén dudng day dién thoai. Thuong dung loai bat dbi xting (ADSL) véi
tdc do tai xudng nhanh hon tii Ién.

* Cellular: st dung mang di dong, chi can c6 séng di dong 1a c6 thé truy cap Internet. Hiéu ning phu thudc

thiét bi va tram phat séng.
« Satellite: phit hop & viing xa x6i, cAn chio vé tinh véi dudng truyén thing dén vé tinh.

+ Dial-up: ré, dung dudng day dién thoai dé két ndi, téc do thip.

1.6.3 Mang héi tu

Trudc diy, cac mang dif liéu, mang thoai va mang video ton tai tach biét. Mbi loai mang st dung cong nghé, quy
tac va tiéu chudn riéng. Ngay nay, tit cd dugc hop nhét thanh mot mang héi tu, c6 kha ning truyén tai nhiéu loai
dich vu trén cling co s ha tang.

1.7 Mang dang tin cay

Mang 12 mot nén tang d€ phan phdi nhiéu loai dich vu cho ngudi ding theo céch ddng tin ciy, hiéu qua va an toan.
Khi hang ty ngudi trén thé gidi dua vao mang d€ 1am viéc va hoc tip, do tin cay tré thanh yéu cau bat budc.
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1.7.1 Kién tric mang

Khéi niém kién tric mang bao gom ha tang vat ly (thiét bi, cap), cong nghé hd trg, va céc giao thic diéu khién
viéc truyén di liéu. Ngay nay, mang khong chi truyén dif liéu, ma con két ndi con ngudi, thiét bi va thong tin trong
mot modi trudng hdi tu phong phu.

1.7.2 Mang chiu 16i (Fault Tolerance)

Mot mang chiu 16i 12 mang c6 thé han ché s lugng thiét bi bi anh hudng khi x4y ra su ¢ va phuc hdi nhanh chéng.

Pic diém chinh:
+ C6 nhiéu duong truyén giita nguon va dich (redundancy).
+ Néu mot dudng truyén bi 16i, dit liéu dudc tu dong dinh tuyén qua dudng khéc.
* St dung cong nghé chuyén mach géi (packet switching), trong d6 géi tin c6 thé di qua cac tuyén dudng khac
nhau d€ dén ciing mot dich.
1.7.3 Kha nang mé rong (Scalability)
Mang c6 kha ning mé rong c6 thé nhanh chéng hd trg thém ngudi ding va tng dung ma khong dnh hudng dén hiéu
ning hién tai. Nhd tudn thi cic tidu chudn va giao thifc, cac nha san xuét phan cting/phan mém c6 thé phat trién san
phdm mdi ma van tuong thich.
1.7.4 Chét lugng dich vu (QoS)
QoS dam bao rang nhiing loai dit liéu quan trong nhu thoai, video truc tuyén dudc wu tién xi ly, trong khi dit liéu it
quan trong hon dudc xi 1y sau. Diéu nay gitip trdi nghiém ngudi dung 6n dinh va déng tin cay.
1.7.5 Bao mat mang (Security)
Mang phai dam bédo an toan cho:
* Ha tang mang: bdo vé thiét bi vat 1y, ngin chin truy cap trdi phép vao phan mém quan 1.
+ Thong tin: bio vé dif liéu luu trit va truyén trén mang khéi bi danh cip hoic sita doi.

Bao mat 1a mot trong nhing yéu t6 then chdt clia mang ddng tin cdy, ci trong moi trudng ca nhan lan doanh

nghiép.

Tém tat
+ Mang 12 mot phan thiét yéu trong cudc séng hién dai, cho phép moi ngudi giao tiép, hoc tip, lam viéc va giai
tri.
+ Mang c6 thé & quy mo nhé (mang gia dinh) hodc 16n (mang doanh nghiép, mang toan ciu).
» Internet két ndi hang triéu mang nh lai, trd thanh ha tang thong tin toan cau.

* Cic thiét bi mang bao gom: thiét bi dau cudi (end devices), thiét bi trung gian (intermediate devices) va

phuong tién truyén (media).

« Kién triic mang hién dai dua trén cac nguyén tic: kha niang chiu 18i, kha ning m rong, bio mat, va cung cip
dich vu chét lugng.
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* Cac xu huéng méi nhu BYOD, dién toan dam miy, mang xa hdi, IoT dang dinh hinh cdch mang dugc st
dung.

Cau hoi 6n tap
1. Ba cach mang anh huéng dén cudc sdng hang ngay:
* Gitip lién lac dé dang qua email, chat, goi video.
* Cho phép hoc tip va 1am viéc truc tuyén.
* HO trg giai tri qua phim, nhac, trd choi truc tuyén.
2. Khac biét gitta mang gia dinh va mang doanh nghiép:

» Mang gia dinh: nh, it thiét bi, chii yéu d€ truy cap Internet, chia sé file va giai tri.
» Mang doanh nghiép: quy mo 16n, hd trg nhiéu ngudi ding, c6 mdy chi, bao mat, dich vu phiic tap, do
tin cay cao.

3. Internet va mang ndi bo:
+ Internet: mang toan cau, két ndi hang triéu mang con, ai ciing c6 thé truy cap.
» Mang néi bd (LAN/Intranet): chi ding trong mdt tS chic hodc khu vuc, thudng bao mat hon va khong
cong khai.
4. Pac diém giip mang hién dai manh mé va dang tin ciy:
* Kha ning chiu 16i.
* Kha nidng md rong.

Chét lugng dich vu (QoS).

* Bao mat dif liéu va quyén truy cip.
5. Vi du IoT thay ddi cach con ngudi tuong tic véi cong nghé:

e Nha thong minh: diéu khién den, diéu hoa, khéa cia bﬁng dién thoai.

+ Thiét bi deo thong minh: dong hd theo ddi siic khde, giii di liéu 1én ting dung.

1.8 Thuét ngit can nhé

Mang (Network) Tap hop céc thiét bi két ndi v6i nhau dé chia sé dif liéu, tai nguyén (mdy in, Iuu tri¥), dich vu

(web, email) va tng dung.

Thiét bi dau cubi (End Device/Host) Diém tao ra hoic tiéu thu dit liéu trén mang, vi du: PC, laptop, smartphone,
mdy in mang, camera IP. Mdi host thudng c6 dia chi IP riéng.

Thiét bi trung gian (Intermediary Device) Thiét bi chuyén tiép, didu khién hoiic loc luu lugng giita cc host/mang:

switch, router, firewall, access point, modem, load balancer.

Phuong tién truyén (Network Media) Con dudng vt ly/vo tuyén dé dit liéu di chuyén: cap ddng xoin doi (UTP/STP),
cap quang, séng vo tuyén (Wi-Fi, 4G/5G).

Giao dién/ Cong (Interface/Port) Diém két ndi logic hodc vat 1y trén thiét bi mang (vi du GigabitEthernet0/1);

dung dé€ gin cap, cAu hinh dia chi va truyén khung/goi.
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Dia chi IP (IP Address) Pinh danh logic ctia thiét bi trong mang 16p 3 (IPv4 32-bit, IPv6 128-bit); cho phép dinh
tuyén g6i tin dén diing dich.

Cong miic dinh (Default Gateway) Dia chi IP ciia router ma host giti goi khi dich nim ngoai mang con cuc bd.

DNS (Domain Name System) Hé thong phan giai tén mién (vi du www . example . com) thanh dia chi IP tuong ting
dé uing dung c6 thé két ndi.

DHCP (Dynamic Host Configuration Protocol) Giao thiic tu dong cip phat dia chi IP, subnet mask, default gate-
way, DNS cho host, giam 18i cAu hinh thd cong.

Géi tin (Packet) Pon vi dif liéu & ting Mang (L3) gdm header (dia chi IP ngudn/dich, TTL, ...) va payload; c6 thé

bi phan manh/dinh tuyén qua nhiéu mang.

Khung (Frame) Don vi dif liéu & tang Lién két dit liéu (L2) dugc truyén trén mdi trudng; chia dia chi MAC
nguon/dich, FCS/CRC dé€ phat hién 16i.

Giao thite (Protocol) Tap quy tic dinh nghia cach thiét bi giao tiép (dinh dang ban tin, thi ty trao ddi, xi ly 16i),
vi du: HTTP, TCP, 1P, 802.11.

Bo giao thitc TCP/IP (TCP/IP Protocol Suite) Tap hop cic giao thic chudn cong nghiép van hanh Internet, gdom
cac 16p: Truy cip mang, Internet (IP), Van chuyén (TCP/UDP), Ung dung.

Mang LAN (Local Area Network) Mang pham vi nhd (nha, phong ban, tdoa nha), bing thong cao, do tré thip,
thuong do mét 6 chic quan tri.

Mang WAN (Wide Area Network) Két nbi cac LAN céch xa vé dia ly (qua nha cung cip dich vu), bing thong da
dang, chi phi theo thué bao/dudng truyén.

Internet “Mang clia cic mang” — ha ting toan cu két n6i hang triéu mang con dua trén TCP/IP; cung cip cic
dich vu web, email, DNS, ...

Intranet Mang riéng ndi bo clia t6 chiic (dua trén cong nghé Internet/TCP-IP) khong cong khai ra ngoai, diing cho
ung dung, dir liéu ndi bd.

Extranet Phin md rong c6 kiém sodt clia intranet cho d6i tic/khach hang/nha cung cép truy cip, thong qua co ché
bao mat (vi du VPN, céng ident).

ISP (Internet Service Provider) Nha cung cip dich vu két ndi Internet/dudng truyén (cap quang, DSL, cdp dong
truc, di dong) cho c4 nhan/t§ chiic.

Bing thong (Bandwidth) Kha ning mang di liéu t6i da ctia dudng truyén (bit/s). Bang thong ly thuyét # thong
luong thuc té do overhead, tranh chép, 16i.

Théng luong (Throughput) Lucng dit lidu hitu ich truyén thanh cong mdi don vi thdi gian (bit/s), phan dnh higu
ning thuc té quan sat dudgc.

Do tré (Latency) Thai gian tré tit khi giii dén khi nhén; bi anh hudng béi truyén dén, xi ly, hang doi, lan truyén
duong dai.

QoS (Quality of Service) Co ché vu tién va ddm bao hiéu ning cho luu lugng quan trong (thoai/video) qua xép

loai (classification), danh dau (marking), xép hang (queuing), shaping/policing.

Kha ning chiu 16i (Fault Tolerance) Tinh chit mang tiép tuc hoat dong (di suy giam) khi mot phan ha ting gip
su ¢d, nhd du phong (redundancy) va hoi tu nhanh.
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Kha niang mé rong (Scalability) Mang c6 thé ting quy mé ngudi dung/thiét bi/dich vu ma van duy tri hiéu ning
va tinh quan tri hgp ly.

Bao mit (Security) Bdo vé tinh bi mét (confidentiality), toan ven (integrity), kha dung (availability) cia di
liéu/dich vu; ap dung kiém sodt truy cip, ma héa, tudng Iira, IPS/IDS, chinh sach.

BYOD (Bring Your Own Device) Xu huéng ngudi dung dung thiét bi c4 nhan truy cip tai nguyén doanh nghiép;
yéu cau chinh séch truy cap, tich ving, NAC, MDM/MAM.

Dién toan dam may (Cloud Computing) Mo hinh cung cAp tai nguyén CNTT qua mang; md hinh dich vu: IaaS
(ha tang), Paa$S (nén ting), Saa$S (ing dung); mo hinh trién khai: public/private/hybrid.

IoT (Internet of Things) Mang cac thiét bi cdm bién/diéu khién két nbi (nha thong minh, cong nghiép, y té); yéu
cau két n6i khong day, dia chi héa 16n (IPv6), bao mat dau-cubi.

Mang hoi tu (Converged Network) Két hop thoai, video, dif liéu trén cling ha ting IP thay vi cidc mang tach roi;
cin QoS va ning luc xit Iy phu hop.

SOHO (Small Office/Home Office) Mang quy mo nhd (vin phong nhé/nha), thiét bi hop nhit (router Wi-Fi,
switch tich hop), tip trung vao don gian, chi phi thap.

So do/ To-pd mang (Topology) B cuc két ndi gitta cac thiét bi; vat Iy (cach di day) va logic (cich di liéu/ludng
phat tan).

Dién luc hoa mang (Powerline Networking) Tan dung day dién AC hién hitu d€ truyén dit liéu trong gia dinh (can
adapter chuyén dung); tién trién khai nci khé di diy mang.

Piém truy cap khong day (Access Point/AP) Thiét bi ni cac client Wi-Fi vao mang c6 day; c6 thé két hop router,
switch, tudng Iia trong thiét bi SOHO.

Firewall (Tuong lita) Thiét bi/phan mém loc luu lugng theo chinh sich (stateful, ing dung), ngin truy cap tréi
phép, tao ranh gidi trust (perimeter/segment).
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Chuong 2

Cau hinh co ban cho switch va thiét bi dau

cuoi

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
* MO t4 cdc cach truy cép thiét bi Cisco IOS (Console, AUX, VTY/SSH).
« Phan biét cic ché dé lam viée ctia I0S (user EXEC, privileged EXEC, global configuration, mode con).
* St dung céc Iénh ¢6 ban d€ din hudng, tra ciiu trg gidp, va chinh stia trong CLI.
* Dat tén thiét bi, cAu hinh banner, password, bit service password-encryption, va luu ciu hinh.
+ CAu hinh dia chi IP cho thiét bi diu cubi (PC) va SVI trén switch; dit default gateway cho quan tri tir xa.
» Thiét lap truy cAp tir xa an toan bing SSH trén switch/router; so sanh SSH véi Telnet.
* Xéc minh hoat dong mang véi ping, traceroute, va cac Iénh show.

+ Ap dung cic thue hanh bao mat co ban dé bio vé thiét bi va truy cap.

Thuat ngu chinh
e Cisco IOS * Banner (MOTD, login)
* Console * Running-config / Startup-config
* VTY * NVRAM /RAM / Flash
* SSH/ Telnet » Service password-encryption
» User EXEC / Privileged EXEC » Enable secret / enable password
* Global Configuration * Line console / line vty
* Subconfiguration Mode » Username / local database
e Hostname e Interface VLAN 1 (SVI)
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* Default gateway * ICMP ping / traceroute

e DHCP/ tinh (static) * show / debug (gidi thiéu)

2.1 Gidi thiéu

Chuong nay hudéng dén cdc bude khéi tao va cAu hinh cd ban cho switch va thiét bi du cubi d€ mot mang nhé c6
thé hoat dong: dit tén, bio mat truy cap, cAu hinh dia chi IP, bat quan tri tf xa va kiém tra két ndi. Phan I6n thao tic
dudc thuc hién trén CLI cua Cisco 10S.

2.2 Téng quan vé truy cip va thao tac trong I0S

2.2.1 Cac phuong thic truy cap

« Console: két ndi truc tiép cdng console clia thiét bi bang cap console; hoat dong ké ca khi thiét bi chua c6
dia chi IP. Thudng diing cho cAu hinh ban dau hoic khdi phuc.

» VTY (Telnet/SSH): truy cap tlf xa qua mang IP. SSH 12 Iva chon khuyén nghi vi ma ho4 luu lugng; Telnet
gti thong tin dang r6, khong an toan.

» AUX (néu c6): cong du phong qua modem/quay sb (it diing trong mang hién dai).

2.2.2  Cic ché db trong I0S
» User EXEC (Switch>) — thao tac quan sat c¢d ban, 1énh show giGi han.
* Privileged EXEC (Switch#) — quyén cao hon, c6 thé dung show, copy, debug, reload. Vao bé“mg enable.
* Global Configuration (Switch(config)#)— céu hinh toan cuc. Tir ddy vao cic ché d6 con nhu (config-line)#,
(config-if)#, (config-vty)#, v.v.
2.2.3 Dan huéng va trg giip
« DAu héi 7: trg gidp theo ngti canh. Vi du show 7 liét ké cac tu khoa hgp 1€ sau show.
* Hoan thanh Iénh: g& mot phan rdi nhén Tab.

« Phim tit hitu ich: Ctr1+A/E di vé dAu/cudi dong; Ctr1+U/W xo4d dong/tlt; Ctrl+Z quay lai EXEC; Up/Down
duyét lich st 1énh.

« Déu gach chéo / va diu cach dé nap dbi s6. Dau ? c6 thé dit 6 giita d€ xem goi y tiép theo.

2.2.4 Tap tin chu hinh va luu trix
* running-config: ciu hinh dang chay trong RAM. Mit khi khdi dong lai.
« startup-config: cAu hinh khéi dong trong NVRAM. Giit lai qua lan khéi dong.
* flash: Iuu image IOS va c6 thé chia tap tin khac.

* Lénh thuong dung: copy running-config startup-config, show running-config, show startup-config,

erase startup-config (thin trong).
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2.3 Chu hinh c6 ban cho Switch

2.3.1 PDit tén thiét bi va thong tin co ban

Switch> enable

Switch# configure terminal

Switch(config)# hostname SW-Floor-1

SW-Floor-1(config)# no ip domain-lookup

SW-Floor-1(config)# service password-encryption

SW-Floor-1(config)# banner motd #Truy cdp dudc giam sat. Ngudi khong phan sy cim vio.#

* hostname gitip dinh danh thiét bi trong so dd va nhat ky.
e no ip domain-lookup tranh DNS lookup gay tré khi go sai 1énh.
* service password-encryption mi hod mic co bin cdc mat khiu dang password trong running-config

* banner hién thi théng diép phdp ly/cdnh bdo trudc khi ding nhap.

2.3.2 Bao mit cic ché dé truy cap

SW-Floor-1(config)# enable secret <MATKHAU_MANH>
SW-Floor-1(config)# line console 0
SW-Floor-1(config-line)# password <MATKHAU_CONSOLE>
SW-Floor-1(config-line)# login
SW-Floor-1(config-line)# logging synchronous
SW-Floor-1(config-line)# exec-timeout 10 O
SW-Floor-1(config-line)# exit
SW-Floor-1(config)# line vty O 15
SW-Floor-1(config-line)# transport input ssh
SW-Floor-1(config-line)# login local
SW-Floor-1(config-line)# exec-timeout 10 O

* enable secret (dugc bam MDS5) bao vé truy cdp privileged EXEC
* line console 0: dit mat khiu console, ddng bd nhat ky va tu déng xuét sau thoi gian rbi.

e line vty O 15: chi cho phép ssh; dung login local d€ xdc thuc theo tai khodn cuc bd.

2.3.3 Bat SSH va ngudi dung cuc bo

SW-Floor-1(config)# ip domain-name example.local
SW-Floor-1(config)# username admin secret <MATKHAU_MANH>
SW-Floor-1(config)# crypto key generate rsa modulus 2048
SW-Floor-1(config)# ip ssh version 2

+ Cin hostname va ip domain-name trudc khi tao khoa RSA.
* username ... secret tao user/password cho login local.

» Ding ssh -1 admin <ip_svi> tif PC d€ quan tri.
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2.3.4 Céu hinh dia chi IP quan tri cho Switch (SVI)

SW-Floor-1(config)# interface vlan 1

SW-Floor-1(config-if)# ip address 192.168.10.2 255.255.255.0
SW-Floor-1(config-if)# no shutdown

SW-Floor-1(config)# ip default-gateway 192.168.10.1

* SVI VLAN 1 dung cho qudn tri switch qua mang.

* ip default-gateway d€ luu lugng quén tri di ra ngoai subnet.

2.3.5 Luu cAu hinh va kiém tra

SW-Floor-1# copy running-config startup-config
SW-Floor-1# show running-config
SW-Floor-1# show ip interface brief

SW-Floor-1# show version

2.4 Céu hinh thiét bi dau cudi (PC) va kiém tra két nbi

2.4.1 Dat dia chi IP cho PC

Trén hé diéu hanh (hoic trong cong cu md phdng), ciu hinh:
* IP address: 192.168.10.10
* Subnet mask: 255.255.255.0
* Default gateway: 192.168.10.1

» DNS server: tuy moi trudng (c6 thé 1a 192.168.10. 1 hoidc ciia ISP)

2.4.2 Kiém tra co ban
* ping 192.168.10.2 (PC — SVI switch) phai thanh cong.
» ping 192.168.10.1 (PC — gateway) dé x4c minh dudng ra.
* ssh admin@192.168.10.2 d€ kiém tra truy cAp tif xa an toan.

* Néu ping lan dau time-out, thit lai do ARP chua c6 cache (ARP warm-up).

2.5 Dinh danh va thong diép hé thong
2.5.1 Quy udc dit tén thiét bi
Tén nén:
* Phan anh vi tri/chiic nang (SW-F1, RTR-EDGE, ACC-BLDG-A).

+ Khong dung khoang trang/ky tu dic biét; théng nhét viét hoa/thudng.
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2.5.2 Banner canh bao
* MOTD/Login banner dung cho muc dich canh bdo phap ly: “Chi ngudi dugc phép méi dugc truy cap”.

* Tranh 10 thong tin ndi bo (phién ban, don vi) trong banner.

2.6 Bao mat truy cap co ban

2.6.1 Nguyén tic toi thiéu can lam
* Dung enable secret thay cho enable password.
* Bit service password-encryption (bdo vé muc cd ban).
« Khod console, vty bang login va mat khau manh/login local.
* Chi cho transport input ssh, v0 hiéu Telnet.

* Dit exec-timeout dé tu diing xuat phién rdi.

2.6.2 Tai khoan cuc bd va chinh sach
* Tao ngudi dung cd nhan, tranh dung chung admin.

* Gin privilege phit hop néu can, hoic d€ mic dinh va bdo vé bing enable secret.

2.7 Sao luu va khéi phuc ciu hinh

2.7.1 Luu va sao chép ciu hinh

copy running-config startup-config
copy startup-config running-config
copy running-config tftp:
copy startup-config tftp:

Luu y: kiém tra két n6i TFTP trudc khi sao luu.

2.7.2  Khéi phuc vé miic dinh

erase startup-config

reload

Thao tic ndy xod cAu hinh khéi dong va tai khdi dong thiét bi; chi thuc hién khi da sao luu.

2.8 Khac phuc su co ban dau
« Cap/két nbi: kiém tra 1ink, dén LED, c8ng ding chuén (cdp thing/chéo trén thiét bi cii).

 Trang thai interface: show ip interface brief, show interface status.

Dia chi IP/mask/gateway: dim b&o ciing mang; xem show running-config.

« VLAN va cong truy cap: PC 6 VLAN dung; show vlan brief.
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* SSH: khod RSA, ip domain-name, username, line vty, transport input ssh.

+ Luu lugng bi chin: kiém tra ACL (néu c6), tinh niing bio mat cdng.

Tém tat

Thiét bi Cisco I0S dudc truy cip qua console va SSH; Telnet khong an toan.

« Nim viing ché dé I0S, cic 1énh show, copy, va trg gitp 7.

+ CAu hinh coban gébm: hostname, banner, enable secret,line console/vty,service password-encryption.
* Dit IP quan tri trén SVI, ip default-gateway; cAu hinh IP cho PC.

» Bat SSH, tao ngudi dung cuc bd, gidi han transport input chi ssh.

* Xdc minh bing ping, ssh, va cdc 1énh show.

Cau hoi 6n tap
1. Muc dich caa lénh no shutdown:
» Kich hoat c6ng mang trén switch hoic router.
 Néu khong dung 1énh nay, cdng van & trang thai administratively down va khong truyén dit liéu.
2. Ly do can dat mat khiu cho console, vty va enable secret:
* Ngin truy cip trai phép va bao vé thiét bi mang.
+ Console: bao vé quyén truy cp truc tiép bang cap console.
» VTY: bdo vé quyén truy cap tir xa (Telnet/SSH).
+ Enable secret: bdo vé ché do diic quyén (privileged EXEC).
3. Y nghia cua Iénh copy running-config startup-config:
e Luu cu hinh hién tai (RAM) vaio NVRAM.
» Gilip giif cAu hinh khi thiét bi khdi dong lai.
4. Y nghia céc thong sb khi cAu hinh dia chi IPv4 cho PC:
* Dia chi IP: dinh danh logic cta thiét bi trong mang.
+ Subnet mask: x4c dinh phan mang va phan host ctia dia chi.
+ Default gateway: dia chi router dé két n6i ra ngoai mang cuc bd.
» DNS server: phan giai tén mién thanh dia chi IP.
5. Lgi ich cua SSH so véi Telnet:
+ SSH ma héa toan bd dif liéu truyén, bao gdm mat khiu va lénh.
+ Telnet gti dif liéu dang vin ban thuin, dé bi nghe 1én.

+ Do d6 SSH an toan hon va dudc khuyén khich st dung trong quén tri mang.
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2.9 Thuit ngit can nhé

Switch Thiét bi mang ting Lién két dif liéu (Layer 2) dung dé két ndi nhiéu thiét bi dau cudi trong ciing mot mang
LAN, chuyén tiép khung dua trén dia chi MAC.

Router Thiét bi mang ting Mang (Layer 3) c6 chiic ning dinh tuyén, két ndi nhiéu mang khic nhau va quyét dinh
dudng di tot nhat cho géi tin.

CLI (Command Line Interface) Giao dién dong 1énh d€ quan tri va cAu hinh thiét bi mang Cisco; ngudi ding
nhap 1énh truc tiép thay vi dung giao dién dd hoa.

User EXEC Mode Ché do EXEC ngudi dung trén thiét bi Cisco, cho phép thuc hién mot s6 1énh co ban dé kiém
tra trang thai nhung khong thay d6i cAu hinh (Router>).

Privileged EXEC Mode Ché do EXEC dic quyén, cho phép thuc hién cic 1énh nang cao nhu kiém tra chi tiét

hoic truy cip cAu hinh (Router#).

Global Configuration Mode Ché d6 ciu hinh toan cuc, ndi ngudi quén tri thay d6i cAu hinh chung cho toan bo
thiét bi (Router (config)#).

Interface Configuration Mode Ché do ciu hinh giao dién, cho phép thiét 1ap thong s (IP, trang thdi) cho tliing
cong mang cu thé (Router (config-if)#).

Line Configuration Mode Ché do ciu hinh cho céc dudng truy cip (console, VTY), dung dé kiém soat viéc ding

nhap va céc thiét 1ap bdo mat lién quan.
Hostname Tén gan cho thiét bi mang, dung d€ dé nhan dién trong qu4 trinh quén tri (vi du: Switchi1, RouterA).

Banner Message Thong diép hién thi khi ngudi dung truy cap thiét bi, thuong 1a thong bdo canh bao an ninh hoic
ndi quy st dung.

Password (Enable/Console/VTY) Chudi ky ti bio mat dugc ciu hinh dé ki€ém sodt quyén truy cép:

* Console password: bdo vé truy cap qua cdng console.
» VTY password: bao vé truy cip ti xa qua Telnet/SSH.

+ Enable secret: mat khiu ma héa diing dé€ vao ché do EXEC dic quyén.

Saves Configuration Luu ciu hinh hién tai tit RAM vio NVRAM bing lénh copy running-config startup-config,
dam bao thiét bi khéi dong lai van gitt ciu hinh.

Running-config CAu hinh hién dang hoat dong trong RAM ctia thiét bi; moi thay d6i khi go 1énh sé tac dong ngay

dén running-config.
Startup-config Ciu hinh dugc luu trong NVRAM, sé dudc thiét bi tai 1én khi khéi dong.
IP Address Dia chi logic dugc gin cho giao dién ctia thiét bi, dung d€ dinh danh va giao tiép trong mang IP.

Subnet Mask Mt na mang xic dinh phan nao ciia dia chi IP thudc mang, phan nao thudc host; cin thiét d& phan

biét mang con.
Default Gateway Dia chi IP clia router trong mang LAN, noi host giii géi tin khi dich nim ngoai mang con cuc bo.

ICMP Echo Request/Reply Thong diép ICMP dung trong 1énh ping, dé€ kiém tra kha ning két ndi gitta hai thiét
bi.
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Show Commands Cic 1énh hién thi trang thai cAu hinh va hoat dong, vi du: show running-config, show ip

interface brief, show version.
Ping Lénh kiém tra két n6i IP bang céach giii g6i ICMP Echo Request va nhan Echo Reply tir dich.

Traceroute Lénh xac dinh dudng di ctia g6i tin dén dich, hién thi cdc router trung gian ma géi di qua.
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Chuong 3

Cac Giao thuc va Mo hinh

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ Gidi thich ly do vi sao mang can céc giao thitc vd m6 hinh tham chiéu.
* MO ta cac 16p trong mo hinh OSI va md hinh TCP/IP.
* So sanh md hinh OSI va TCP/IP, néu céc diém tuong dong va khéc biét.
+ Trinh bay céc chiic ning co ban ctia tiing 16p trong giao tiép mang.
* Hiéu khai niém encapsulation, PDU va cach dit liéu di chuyén qua céc 16p.
* Xic dinh vai tro clia chuéin héa (IETF, IEEE, ITU, ISO).

» Lién hé céc giao thifc phd bién (HTTP, TCP, IP, Ethernet, v.v.) v4i cc 16p trong md hinh.

Thuat ngu chinh
¢ Protocol ¢ Flow control
* Encapsulation  Unicast / Multicast / Broadcast

¢ PDU (Protocol Data Unit
(Protoco iy * Application, Transport, Internet, Network Access

e OSI model
e IETF, IEEE, ISO, ITU
» TCP/IP model

L ¢ Port number
¢ Standardization

* Segmentation * Addressing

* Reliability  Data link frame

3.1 Gidi thiéu
Céc thiét bi mang can c6 ngén ngit chung dé giao tiép. Ngon ngit nay dudc tao thanh tir giao thite, quy dinh cich

thic dit liéu duge déng goi, truyén tai, dinh dia chi va gidi ma. Cac md hinh tham chiéu nhu OSI va TCP/IP giiip
hinh dung qua trinh truyén dit liéu phiic tap thanh céc 16p dé hi€u va quan ly.
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3.2 Cac Giao thitc va Chuan

3.2.1 Giao thuc la gi?

Mot giao thite (protocol) 1a tap hdp cdc quy tic xac dinh cach thic hai hay nhiéu thiét bi trao d&i thong tin. Giao
thic dinh nghia:

* Dinh dang du liéu
 Thai gian gii va nhian

» Phuong thiic b4o hiéu két thiic, 161, x4c nhan

3.2.2 Tinh nang cua giao thitc
Giao thifc c6 thé cung cip céc tinh ning nhu:
* Dia chi héa ngudn va dich
* Phan manh di liéu thanh géi nhd hon (segmentation)
* Phat hién va stia 16i
+ Kiém sodt ludng (flow control)

+ Cd ché bat tay (handshake) dé dam bao két ndi

3.2.3 Chuén héa va té chirc qubc té

Su hgp tac toan cau yéu cau cic chuin chung. Mot sb t6 chiic chinh:

IETF (Internet Engineering Task Force): phat trién chuén Internet (TCP/IP).

IEEE: dinh nghia Ethernet, Wifi (802.x).

* ISO: phit trién mo hinh OSL

ITU-T: chuén vién thong toan cau.

3.3 Mo hinh OSI

3.3.1 Gigi thiéu mo6 hinh OSI
M6 hinh OSI (Open Systems Interconnection) c6 7 16p:
1. Application — cung cp dich vu mang cho ting dung (HTTP, SMTP)
2. Presentation — dinh dang, ma hoa, nén du liéu
3. Session — quén ly phién lam viéc (duy tri, dong bo, két thiic)
4. Transport — van chuyén dif lidu, cung cip do tin cdy (TCP, UDP)
5. Network — dinh dia chi va dinh tuyén (IP)
6. Data Link — déng géi khung (frame), dia chi MAC, kiém sodt truy cip

7. Physical — truyén bit qua mdi trudng vat ly (cp, séng)
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3.3.2 Chirc nang turng 16p
» MGi 16p phuc vu cho 16p phia trén va nhan dich vu tif 16p phia du6i.

» MGi 16p thuc hién chic ning riéng biét, doc 1ap.

3.4 Mo hinh TCP/IP

3.4.1 Gigi thieu mo hinh TCP/IP

M0 hinh TCP/IP thuc té dudc dung trong Internet, gdm 4 16p nhu trong Hinh 3.1

TCP/IP Layers

Mame Host Email File Web and )

System Caonfig Transter Web Senace

DN DHCPvd SMTP FTP HTTP
—| D D D G B

= TCP/IP Protocols

Transport Layer
Intemet Protocol Messaging Routing Protocols
ntemet Layer | | (D
-
Address Resolution Data Link Protocolks
MNetwork Access

Hinh 3.1: Céc giao thic chinh trong md hinh TCP/IP.
Cic giao thic phd bién & ting 16p gdm:
1. Application: két hgp Application, Presentation, Session cia OSI (HTTP, DNS, FTP, SMTP).
2. Transport: TCP, UDP.

3. Internet: IP, ICMP.

4. Network Access: Ethernet, PPP, Frame Relay, Wifi.

3.4.2 So sanh OSI va TCP/IP

Hai m6 hinh OSI va TCP/IP dudc mo ta ngin gon trong Hinh 3.2, mot s& diém chi y:
e OSI c6 7 16p, TCP/IP c6 4 16p.
» TCP/IP thuc té hon, OSI mang tinh 1y thuyét, nhung gidp hoc dé hon.

* Nhiéu giao thiic dugc dnh xa tit TCP/IP sang OSI dé€ giai thich.
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A networking model is only a
reprasentation of a network operation.
The modeal is not the actual network.

051 Model TCP/IP Protocol Suite TCP/IP Model

Application

" OIS, BHER FTE Appiication
—————————————
—_— —_—
fenuen i

o IPv4, IPvG
1 4 3 : Internet
s s

Data Link
—_—_—

Ethernat, WLAN, SONET, SDH Network Access

Hinh 3.2: Hai m6 hinh OSI va TCP/IP.

3.5 Qua trinh truyén du liéu va boc/do (en/de-capsulation)
3.5.1 Encapsulation
Dit liéu di xubng céc 16p, mdi 16p thém header riéng:

* Transport: thém TCP/UDP header — segment

* Network: thém IP header — packet

¢ Data Link: thém MAC header/trailer — frame

« Physical: chuyén thanh bit truyén qua cip hoic séng
3.5.2 De-encapsulation

Khi t6i dich, cdc header bi loai bé dan theo chiéu ngugc lai, cho dén khi dit liéu gbc dudc chuyén cho ing dung.

3.6 Cac loai truyen thong
« Unicast: mot gti dén mot.
+ Multicast: mot giii dén nhiéu, chi nhiing ai quan tam.

* Broadcast: mot giii dén tit ca trong cing mang LAN.
Tom tat
+ Giao thiic quy dinh céch thiic trao d6i dit liéu, gdm dinh dang, thdi gian, kiém sodt 16i, xac nhan.
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Mang toan cau yéu cau chuén héa (IETF, IEEE, ISO, ITU).
Mo hinh OSI ¢6 7 16p, md hinh TCP/IP c6 4 16p; ca hai déu dugc dung dé giang day va trién khai.
Dit lidu dugc dong géi thanh PDU & mdi 16p: segment, packet, frame, bit.

C6 3 loai truyén thong chinh: unicast, multicast, broadcast.

Cau hoi 6n tap

1.

3.7

Tai sao cAn mé hinh phén 13p trong truyén thong mang?
* Gitp chia nho qud trinh truyén thong phic tap thanh nhiéu phan dé quén ly.
+ Chuén héa cich céc thiét bi va phan mém ctia nhiéu nha san xuit khic nhau hoat dong ciing nhau.
* Cho phép thay d6i, nang cip & mot 16p ma khong anh hudng dén céc 16p khéc.
Khac biét gitra mo hinh OSI va TCP/IP la gi?
* OSI ¢6 7 tang: Vat ly, Lién két dit liéu, Mang, Van chuyén, Phién, Trinh bay, Ung dung.
* TCP/IP c6 4 ting: Truy cdp mang, Internet, Van chuyén, Ung dung.
* TCP/IP dugc trién khai thuc té, con OSI chd yéu mang tinh tham chiéu, gidng day.
Chitc niing chinh ctia ting van chuyén la gi?
+ Dam béo di liéu tir tién trinh ngudn dén tién trinh dich chinh x4c.
+ Cung cip cd ché phan chia (segmentation), kiém soat ludng, kiém tra 15i va tai sap xép dif liéu.
Tai sao lai can cic chuén giao thirc?
+ Dam béo thiét bi ctia cac hang khic nhau cé thé giao tiép dugc v6i nhau.
* Gitp Internet md rong va phat trién dong nht.
+ Giam chi phi, tranh phu thudc vao nha cung cip duy nhat.
Cho vi du vé giao thitc va 16p ma né thude vé.
* HTTP - Ting Ung dung.
+ TCP — Ting Van chuyén.
+ IP — TAng Mang (Internet trong TCP/IP).

» Ethernet — Tang Lién két di liéu.

Bai tap Chuong 3

. Mot géi dit liéu & ting Ung dung c6 kich thuée 1.000 byte. Header ctia TCP 1a 20 byte, header ciia IP 1a 20

byte, header ctia Ethernet 1a 18 byte. Hiy tinh kich thu6c toan bo frame khi truyén trén mang LAN.
Kich thudce frame Khi truyén trén LAN
Dt liéu ung dung: 1000 B; TCP header: 20 B; IP header: 20 B; Ethernet header: 18 B.

Kich thudc frame = 1000 +20 + 20 + 18 =| 1058 byte
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2. Mot mdy chi can gi 10 MB dit liéu cho client. Néu méi segment TCP chiia téi da 1.460 byte dif lieu (MTU
= 1.500 byte, trit IP 20 byte va TCP 20 byte), hdy tinh s6 segment TCP dudc tao ra.

S6 segment TCP cho 10 MB dir liéu (MTU 1500, payload TCP ti da 1460 B)

Gid dinh: 1 MB =220 B = 1,048,576 B.
Téng dit lidu: 10 x 1,048,576 = 10,485,760 B.
M&i segment chd tdi da 1460 B = sb segment

10,485,760 |
N = [1460—‘ =|7183 segment

(7182 full + 1 segment cubi ~ 40 B).

3. Gia st mot mang LAN c6 5 mdy tinh can giao tiép truc tiép theo md hinh peer-to-peer. Hay tinh s phién két
ndi t6i da c6 thé hinh thanh dong thdi (theo cong thiic nn — 14}2).

4. Mot frame Ethernet cé payload 1.500 byte va overhead cla cac header/tailer 1a 38 byte. Tinh ty 1 overhead

S6 phién P2P tbi da véi 5 may

so vGi toan bd frame.
Ty 1€ overhead cta frame Ethernet

Payload: 1500 B; Overhead: 38 B = t&ng 1538 B. Ty 1& overhead:

1228 ~0.0247 =

5. Mot hé théng gti 1.000 géi tin, mbi gbi c6 header téng cong 58 byte (TCP + IP + Ethernet). Néu payload méi
g6i 1a 1.000 byte, hay tinh t6ng dung lugng overhead dudgc truyén trén mang.

Tong overhead khi giri 1000 géi, mbi géi header 58 B, payload 1000 B

Téng overhead = 1000 x 58 =| 58,000 byte | ~ 56.64 KiB

(T6ng dif lidu nguidi dung: 1000 x 1000 = 1,000,000 B).

6. Khi encapsulation, dit liéu 2.000 byte tif ting Ung dung dugc phan manh thanh 3 segment TCP (mbi segment
chiia t6i da 800 byte dit liéu). Vi header TCP = 20 byte, IP = 20 byte, Ethernet = 18 byte, hdy tinh t&ng sb
byte dudc truyén di.

Encapsulation cho 2000 B itng dung, chia thanh cac segment 800 B
[2000{}800 =3 (1an lugt 800, 800, 400 B).

|

Mbi g6i ¢6 overhead: TCP 20 + IP 20 + Eth 18 = 58 B.

Téng byte truyén:
2000+3 x 58 =| 2174 byte

7. Gia stt mot host can m& 200 két n6i TCP ddng thdi t6i nhiéu server khac nhau. Néu mbi két nbi chiém trung

S6 segment:

binh 80 byte thong tin diéu khién (control info) trong bo nhd, hiy tinh tdng dung lugng bd nhé can thiét.
Bo nhé diéu khién cho 200 két n6i TCP, méi két ndi 80 B

200 x 80 =| 16,000 byte | ~ 15.625 KiB

AnhNH54 @fe.edu.vn Trang 31



Chuong 3 — Cdc Giao thiic va M6 hinh Ngé Hdi Anh

8. Mot frame Ethernet gtii qua dudng truyén 100 Mbps. Kich thudce frame = 1.538 byte. Tinh thdi gian truyén
(transmission time) cia frame nay (theo micro gidy).

Thoi gian truyén mot frame 1538 B trén duong 100 Mbps
Kich thudc: 1538 x 8 = 12,304 bit. Toc do: 100 Mbps = 100 x 10° bit/s.

12,304 4
t= m s=1.2304 x 10 s=[123.04 us

9. Mot mang ¢6 50 host, mdi host cin giao tiép vdi tht ca host khic. Hay tinh tdng s6 két ndi can thiét néu dung:

(a) Mang peer-to-peer, (b) M6 hinh client-server (1 server trung tdm + 49 client).
S6 két ndi véi 50 host
* (a) Peer-to-peer full-mesh: 2% = | 1225 |,

* (b) Client-server (1 server + 49 client): mdi client 1 két ndi t6i server = .

10. Mot ting dung giii file 8 MB qua TCP. Néu mdi segment chita 1.460 byte dit liéu va 40 byte header (IP +
TCP), hay tinh: (a) Sb segment can gti. (b) Tong s6 byte header dugc truyeén.

Guri file 8 MB qua TCP (payload 1460 B/segment, header (IP+TCP) = 40 B)
Gid dinh: 1 MB =220 B = 8 MB = 8,388,608 B.

(a) S6 segment:
8,383,608 |
N = {1460—‘ =| 5746 segment
5746 x40 =| 229,840 byte | ~ 224.06 KiB

(b) Tong byte header:

3.8 Thuat ngur can nhé
Protocol Bo quy tic xdc dinh cich thifc dif liéu dugc dinh dang, truyén tai va xi ly trong mang. Gom cic thanh
phan: ci phdp (format), ngit nghia (¥ nghia trudng thong tin), va thai gian (thd tu, dong b).

Protocol Suite Tip hop nhiéu giao thifc hoat dong cling nhau d€ thuc hién day dui chiic ning truyén thong. Vi du:
bd giao thiic TCP/IP bao gébm IP, TCP, UDP, HTTP, FTP, DNS, v.v.
Encapsulation Qua trinh déng g6i dii liéu khi truyén qua céc tang: tang trén thém thong tin diéu khién (header/trailer)
va giao xudng ting dudi. Dif liéu tang trén trd thanh payload ctia tang du6i.
De-encapsulation Qua trinh & phia nhan: mdi ting bd phan header/trailer tuong ting dé€ chuyén payload 1én tang
trén cho dén tng dung.
PDU (Protocol Data Unit) Pon vi dit liéu é méi tang:
» Tang Ung dung: Data
+ Tang Van chuyén: Segment (TCP) hoic Datagram (UDP)
+ Tang Mang: Packet
* Tang Lién két dif liéu: Frame
+ Tang Vit ly: Bits

OSI Reference Model Mo hinh tham chiéu chuin g6m 7 tﬁng: Vit ly, Lién két dit liéu, Mang, Van chuyén, Phién,
Trinh bay, Ung dung. Muc dich: chun héa, phéan 16p, thuan tién cho hoc tp va phén tich.
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TCP/IP Model M6 hinh giao thic Internet gdm 4 tang: Truy cap mang (Network Access), Internet, Van chuyén
(Transport), Ung dung (Application). Day 12 mo hinh thuc té trién khai trén Internet.

Application Layer (TCP/IP) L6p cao nhét trong TCP/IP, gdm cic giao thic dich vu ting dung nhu HTTP, DNS,
FTP, SMTP. N6 dinh nghia céch ting dung giao tiép v6i mang.

Transport Layer Pam béo truyén thong dau cudi — diu cubi (end-to-end). TCP cung cip két nbi tin ciy, UDP

cung cip dich vu khong tin cdy nhung nhanh. Cung cip co ché phan manh dit liéu va kiém sodt 15i.

Internet Layer Chiu trach nhiém dinh tuyén g6i tin tif nguon dén dich qua nhiu mang. Giao thiic chinh: IPv4,
IPv6, ICMP.

Network Access Layer (con goi la Link Layer) K&t hop chiic ning cla tang Vat ly va Lién két dit liéu trong OSI.
Dinh nghia céch dif liéu truyén qua phuong tién vt 1y, dia chi MAC, kiém sodt truy cap moi trudng.

Standards Organization Céc t§ chic xay dung tiéu chuin mé cho mang mdy tinh: IEEE (chuén Ethernet 802.3,
Wi-Fi 802.11), IETF (chudn TCP/IP, RFC), ISO (md hinh OSI).

IETF (Internet Engineering Task Force) TS chifc phat trién cac chudn md ciia Internet, cong bd dusi dang RFC
(Request for Comments). Vi du: chuin héa TCP/IP, HTTP, IPv6.

IEEE (Institute of Electrical and Electronics Engineers) T6 chic ban hanh cdc chuidn mang tang thip, vi du:
Ethernet (802.3), Wi-Fi (802.11), Bluetooth (802.15).

ISO (International Organization for Standardization) TS chiic quoc té xdy dung chudn OSI, dit nén ting ly
thuyét vé phan 16p giao thiic.

Interoperability Kha ning cic thiét bi va phan mém tif nhiéu nha san xuét khac nhau hoat dong ciing nhau nho
tuén thi céc chuén chung.

Segmentation Qua trinh ting Van chuyén chia dit lidu 16n thanh cdc phan nho (segment) dé dé dang truyén tai, sau
d6 tai 1ap ghép & dau nhan.

Multiplexing Ky thuit tang Van chuyén cho phép nhiéu ing dung chia sé cling mot két ndi mang vét ly. Thuc hién

nhd cic sb6 cong (port number).

Well-known Ports Cic cdng tif 0-1023 danh cho céc dich vu mang chudn: HTTP (80), HTTPS (443), FTP (21),
SSH (22), SMTP (25), DNS (53).

Port Number S6 hiéu dinh danh ting dung hoic tién trinh giao tiép. Vi du: port 80 cho web, port 25 cho email.
Flow Control Co ché ting Van chuyén diéu chinh toc do6 gitii dit liéu d€ tranh tran bd dém phia nhan.

Reliability Dic tinh truyén thong tin cdy (nhu TCP) nhd cic co ché: danh s6 thi tu, ACK (acknowledgment),
retransmission (truyén lai).

IP Address Dia chi logic 6 ting Mang d€ dinh danh host. IPv4 dai 32 bit, IPv6 dai 128 bit.
MAC Address Dia chi vat Iy gin cho card mang, dai 48 bit (theo chuin IEEE). Pudc dung & ting Lién két dit liéu.

Default Gateway Router trong cling mang LAN ma host giii géi tin dé ra ngoai mang con cuc bo.
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Tang Vat Iy

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ MO ta vai tro clia tAng vat ly trong md hinh OSI.
» Liét ké cac chiic ning chinh ctia tang vat ly: ma hoéa tin hiéu, téc d bit, topo vat ly.
+ Phan biét céc loai phuong tién truyén din: cdp dong, cap quang, khong day.
« Trinh bay vu va nhudc diém ciia tiing loai moi trudng truyén.

* Hiéu cich tiéu chuin héa (IEEE, ISO, TIA/EIA) ddm bdo tinh tuong thich.

Thuat ngu chinh
* Physical layer * Latency
* Encoding » Copper cabling

* Signaling UTP, STP, Coaxial

* Bandwidth * Fiber-optic
* Throughput ¢ Wireless LAN, Bluetooth, Cellular
* Goodput » Topology

4.1 Giéi thiéu
Tang vat ly 1a tAng thip nhit trong m6 hinh OSI. N6 dinh nghia cch dit liéu dugc truyén dudi dang tin hiéu dién,

anh sang hoic séng v tuyén. Ting vat Iy khong quan tim ndi dung dit liéu, chi quan tam dén cdch biéu dién bit
va truyén ching qua mdi trudng.

4.2 Muc dich cta tang vat Iy

4.2.1 Cac chic nang chinh

 Ma héa tin hiéu: bién dif liéu nhi phan thanh tin hiéu dién/tin hiéu quang/séng vo tuyén.
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* Toc dd bit: xdc dinh s lugng bit truyén trong mot gidy (bps).

+ Dinh nghia topo vat ly: b6 tri cap va thiét bi.

« Tiéu chuin héa: quy dinh dau ndi, dién ap, budc séng, tan sb.
4.2.2 Bing thong, thong lueng va dd tré

 Bandwidth: dung lugng tdi da ly thuyét clia duong truyén (bps).

+ Throughput: tbc do thuc té dat dugc.

+ Goodput: toc d6 dif liéu hitu ich, loai bé overhead va géi 16i.

« Latency: do tré tir khi glii dén khi nhan.

4.3 Phuong tién truyén dan

4.3.1 Cap dong

— If F’;
/\

Unshielded Twisted-Pair (UTP) Cable Shielded Twisted-Pair (STP) Cable

Coaxial Cable

Hinh 4.1: Cic loai cdp dong.
Cé ba loai chinh nhu Hinh 4.1
+ UTP (Unshielded Twisted Pair): phd bién nhét, gia ré, d& lap dit, d& bi nhiéu dién tir (EMI).
+ STP (Shielded Twisted Pair): c6 16p chin chéng nhiéu, dat hon, khé thi cong.
* Coaxial: 16i dong, dung trong truyén hinh cdp, it dung cho LAN hién dai.

Chuin cap UTP: TIA/EIA 568A va 568B quy dinh thit tu mau day.
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4.3.2 Cap quang

Truyén dit liéu bing xung anh sang, c6 bing thong va khoang cach rét 16n.
» Single-mode fiber (SMF): 16i nho, truyén xa (hang chuc km), ding trong ISP v mang dudng truc.
+ Multimode fiber (MMF): 15i to hon, truyén ngan (dudi 2 km), dung trong LAN, data center.

Uu diém: mién nhiém EMI, bdo mat t6t. Nhugc diém: chi phi cao, 1ap dit kho.

4.3.3 Truyén din khong day

St dung séng dién tit dé truyén dif liéu:
* Wi-Fi (IEEE 802.11): LAN khong day.
* Bluetooth: két ni tAm ngan giita thiét bi ca nhan.
* Mang di dong (3G/4G/5G): vung phu rong.

Uu diém: tién 10i, di dong. Nhugc diém: dé bi nhiéu, suy hao tin hiéu, cAn ma héa bdo mat.

4.4 Tiéu chuin héa tang vat Iy
Mot s6 6 chiic chinh:
 IEEE: chuin Ethernet (802.3), Wi-Fi (802.11).
* TIA/EIA: chuin cip xoan doi (UTP).
* ISO/IEC: tiéu chudn héa toan cau.

Tiéu chuén gitp céc thiét bi tif nhiéu hing c6 thé tuong tac.

Tom tat
« Tang vat ly dinh nghia cich truyén bit qua méi trudng truyén.
+ Chiic ning chinh: ma héa tin hiéu, tbc dd bit, dinh nghia topo, chuin giao tiép.
* Céc khai niém quan trong: bandwidth, throughput, goodput, latency.
+ C6 ba loai phuong tién truyén: cap dong, cip quang, khong day.

+ Tiéu chuin héa ddm bao tinh tuong thich va tuong tac thiét bi.

Cau hoi 6n tap
1. Chifc niing chinh ctia ting Vat Iy la gi?

+ Chuyén ddi dif liéu thanh tin hiéu dién, quang hoic séng vo tuyén dé truyén qua mdi trudng vat ly.

* Xéc dinh céc dic tinh vé dién ap, tan sd, toc do truyén, loai dau nbi, chuin cap.

2. Ba loai phuong tién truyén din phé bién trong mang 1a gi?
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+ Cap xoan doi (UTP/STP).
» Cap quang (fiber optic).

* Séng vo tuyén (wireless).
3. Uu di€m va nhuge diém cta cap xoan déi (UTP) so véi cap quang?

 UTP: gid ré, dé 1ap dit, phd bién nhung khoéng cich han ché, d& bi nhiéu.

+ Cap quang: tc do cao, khoing cach xa, chéng nhiéu tét nhung chi phi cao, lap dit phic tap.
4. Muc dich ciia chuéin héa (standards) & tang Vat Iy la gi?

+ Dam bio thiét bi ctia cac hing khic nhau c6 thé hoat dong cling nhau.

» Gilip trién khai mang ddng nhét, gidm chi phi va ting tinh tuong thich.
5. Tin hiéu s6 khac gi tin hiéu tuong tu trong truyén dit liéu?
« Tin hiéu s6: biéu dién dit liéu biing cdc mic rdi rac (0 va 1), d& phat hién 15i, it nhiéu.

+ Tin hiéu twong tu: biéu dién di liéu bang séng lién tuc, dé bi suy hao va nhiéu.

4.5 Bai tap Chuong 4

1. Mot frame Ethernet c¢6 kich thuéc 1,538 byte dudgc truyén trén dudng truyén 100 Mbps. Hay tinh thdi gian

truyén (transmission time) ctia frame nay.
12,304

Dap an: 1538 x 8 = 12,304 bit. Thoi giant = —————
ap an x , i iglant = -o-—5s

=1.2304 x 107 s = 123.04 us.

2. Mot dudng truyén 1 Gbps c¢6 dd tré lan truyén 5 us/km. Tinh do tré lan truyén trén dudng cap quang dai 200
km.

Pap an: Do tré = 200 x 5 = 1000 ws = 1 ms.

3. Mot tin hiéu c6 bing thong 5 MHz. Theo dinh 1y Nyquist, tc do dif liéu tdi da 13 bao nhiéu khi dung 4 miic
tin hiéu M = 4)?
Pap an: Cong thic: C = 2x B xlog,M. C =2 x5x10° x1log,4 = 107 x 2 = 20 Mbps.

4. Mot dudng truyén c6 bing thong 1 MHz va ti s6 tin hiéu/nhiéu (SNR) = 20 dB. Tinh dung lugng kénh theo

dinh ly Shannon.

P4p 4n: SNRjinear = 10°°0'% = 100. € = Bx log, 1 + SNR = 106 x log, 101 » 10 x 6.658 = 6.658 Mbps.

5. Mot dudng truyén téc do 100 Mbps, do tré lan truyén 200 ps. Hay tinh delay-bandwidth product (kich thuéc
dudng 6ng bit).
Pap an: 100 x 10° x 200 x 1076 = 20,000 bit = 2.5 KB.

6. Mot cap UTP loai Cat5e hd trg toc do 1000 Mbps. Néu chiéu dai cap 1a 80 m, vé6i téc do truyén anh séng
trong cap 1a 2 x 108 m/s, tinh do tré lan truyén.

., 80 7
Papan: ¢ = X108 =4x107"s=0.4 us.
7. Mot frame 1500 byte dudc truyén qua dudng 10 Mbps. Hay tinh thdi gian truyén frame.
12,000
Pap an: 1500 x 8 = 12,000 bit. t = — =1.2x1073 s = 1.2 ms.
10 x 10°
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8. Mot tin hiéu sb c6 téc do baud 1a 2,400 baud. Néu mdi symbol mang 8 bit thong tin, hdy tinh tdc do di liéu.
Pap an: R = 2400 x 8 = 19,200 bps.

9. Mot dudng truyén c6 bing thong 2 MHz, SNR = 30 dB. Hay tinh dung lugng kénh tbi da theo dinh ly
Shannon.

PAp an: SNR e = 10707 = 1000. € = 2 x 10° x log, 1001 ~ 2 x 106 x 9.967 = 19.934 Mbps.

10. Mot frame c6 kich thudc 1200 byte. Trén dudng truyén 1.5 Mbps, hdy tinh thdi gian truyén frame.
9600

m =6.4x 1073 s = 6.4 ms.

Dap an: 1200 x 8 = 9600 bit. 7 =

4.6 Thuit ngit can nhé

Physical Layer (Tang Vat Ij) Tang thip nhit trong md hinh OSI, chiu trach nhiém truyén cdc bit 0/1 duéi dang tin

hiéu dién, quang hoic vo tuyén qua phuong tién vat ly.

Encoding Qua trinh chuyén ddi ddy bit thanh tin hiéu cu thé (dién dp, 4nh sdng, séng) d€ c6 thé truyén di trén
dudng truyén vat ly.

Signaling Phuong phép biéu dién va truyén cdc bit trén phuong tién truyén: tin hiéu s6 (digital) hoic tin hiéu tuong
tu (analog).

Bandwidth Dai tan s6 hoic dung lugng t6i da ma dudng truyén c6 thé hd trg, dnh hudng dén toc do dit lidu.

Throughput Toc d6 dit lidu thuc t& dat dugc trén dudng truyén sau khi tinh dén nhiéu, tranh chip va cic yéu td
han ché khac.

Goodput Tbc do dit liéu hitu ich dén dudc ng dung cudi, khong tinh phan overhead (header, trailer) hodc g6i bi
16i.

UTP Cable (Unshielded Twisted Pair) Loai cip dong xoin ddi khong boc chng nhiéu, phd bién trong Ethernet

LAN. Gom 4 cip day xoan dé giam nhiéu chéo.

STP Cable (Shielded Twisted Pair) Cép xoan doi c6 boc kim loai chéng nhiéu, dung trong méi trudng nhiéu
nhiéu dién tu.

Fiber-optic Cable Cip soi quang ding 4nh sdng dé truyén tin hiéu. Uu diém: téc do cao, khodng cach xa, mién
nhiém nhiéu dién tu.

Wireless Media Phuong tién truyén vo tuyén dung song radio, hdng ngoai hoic vi ba. Vi du: Wi-Fi, Bluetooth,
4G/5G.

EMI (Electromagnetic Interference) Nhiéu dién ti gdy anh huéng dén tin hiéu truyén trén day cdp dong.

RFI (Radio Frequency Interference) Nhiéu tin sb vo tuyén do cac ngudn phat séng radio gay ra, 1am suy gidm
chét lugng tin hiéu.

Crosstalk Hién tugng nhiéu chéo gitta cdc cip diy trong cing mot b cdp, 1am sai 1&ch tin hiéu.

Straight-through Cable Loai cdp UTP c6 diu nbi theo chuén giébng nhau & hai dau, dung dé két ndi cac thiét bi
khac loai (PC < switch, switch < router).

Crossover Cable Loai cap UTP c6 dau nbi dao ngugc mot sb cip day, dung dé két ndi cac thiét bi cung loai (PC
« PC, switch < switch).
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Rollover Cable Cip dung dé két ndi PC v6i cong console cta thiét bi mang d€ ciu hinh, con goi 1a console cable.
Pinout So d6 xac dinh chiic ning ctia tiing chan (pin) trong dau ndi cap, vi du: chuin TS68A, T568B cho RJ-45.

T568A/T568B Hai chuin bim diy phd bién cho céap Ethernet. Straight-through diing ciing mot chuén & hai dau;
crossover ding mot dau TS68A, mot dau TS68B.

Data Rate Toc do dit liéu (bit/s) ma dudng truyén c6 thé dat dudgc, phu thudc vao phuong tién truyén va cong nghé

ma héa.
Latency Do tré khi dif liéu di tif ngudn t6i dich, bao gdm thdi gian xii ly, truyén dan va lan truyén.
Physical Topology Cach bb tri két n6i vat Iy (hinh sao, bus, vong, lu6i) giita cac thiét bi mang.
Hub Thiét bi tAng vat ly, nhan tin hiéu tif mot cong rdi phat lai ra tit ca cac cong khéc, khong phan biét dia chi.

Bit Don vi dif liéu nho nhit trong may tinh, chi c6 gid tri 0 hodc 1; 14 thong tin co ban ma tang VAt 1y truyén tai.
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Hé thong so

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
» Giai thich ly do tai sao cAn nhiéu hé thdng s6 trong mang may tinh.
* Chuyén d6i gilta hé thap phan, nhi phan va thap luc phan.
« Biéu dién dia chi IPv4, IPv6 va dia chi MAC bing nhiéu hé théng sé.

* Hiéu cdch may tinh xit 1y dit liéu dang bit va byte.

Thuat ngu chinh

* Decimal (thap phan) * IPv4, IPv6

* Binary (nhi phén)
* MAC address
» Hexadecimal (thdp luc phan)

* Bit, Byte, Nibble * Conversion (chuyén d6i)

51 Gidi thiéu
My tinh va thiét bi mang Iuu trit va xi 1y dit liéu bang hé nhi phan. Con ngudi lai quen 1am viéc v6i hé thap phan.
D& két ndi hai thé gidi nay, ta phai biét cdch chuyén ddi gitta cdc hé théng sd: nhi phan, thap phan va thap luc phan.
5.2 Heé Thap phan

*+ Co sb: 10

* Céc chit s6: 0-9

* Vi du: 247 trong thap phan = 2 x 10% +4 x 10" + 7 x 10°
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Ngé Hdi Anh

5.3 Heé Nhi phan
* Cosb:2
* Céc chit s6: 0 va 1
* Moi chit s6 goi 1a mot bit (binary digit).
* 1 byte = 8 bit, 1 nibble = 4 bit.

e Vidu: 1101 trong nhi phian = 1 x23+1x22+0x 2! + 1 x2° = 13 thap phén.

5.4 Heé Thap luc phan
e Cosb: 16
* Céc chir s6: 0-9 va A-F (A=10, B=11, ..., F=15)

« Vi du: Ox2F (hex) = 2 x 16! + 15 x 16° = 47 thap phan.

5.5 Chuyén ddi gitta cac hé thong s6
5.5.1 Thap phan — Nhi phan
* Vidu: 10 thap phan = 1010 nhj phén.

+ Ciach lam: chia lién tiép cho 2, 1y phan du, doc ngudgc.

5.5.2 Thap phan — Thap luc phan
* Vidu: 255 thap phan = FF hex.

+ Ciach lam: chia lién tiép cho 16, 1y phan du, doc ngudc.

5.5.3 Nhi phan - Thap luc phan
* Nhom 4 bit = 1 ky tu hex.

e Vidu: 1111 1111 (binary) = FF (hex).

5.6 Ung dung trong dia chi mang
5.6.1 1Pv4

+ Pudc viét theo dang thap phan chim (dot-decimal).

* Vidu: 192.168.1.1 trong nhi phan 1a 11000000.10101000.00000001.00000001

5.6.2 IPvé6
* DPugc viét & dang thap luc phan, gdm 8 nhém 16 bit (4 ky tu hex).
* Vi du: 2001:0db8:0000:0000:0000:f00:0042:8329

€,

* C6 thé riit gon bing cach bé s6 0 & dau hoic thay chudi cac nhém 0 bang “::”.

AnhNH54 @fe.edu.vn

Trang 41



Chuong 5 — Hé thong sé Ngé Hdi Anh

5.6.3 Dia chi MAC
* Viét bing hex, 6 byte (48 bit).

* Vidu: 00-1A-2B-3C-4D-5E

Tom tat
» May tinh st dung hé nhi phan d€ luu trit dif liéu.
» Ngudi ding thudng st dung thap phan; hex dudc dung d€ rit gon nhi phan.
+ Can thanh thao chuyén ddi giita ba hé s& nay dé doc va phan tich dia chi mang.

» IPv4 dung thap phan chdm, IPv6 va MAC dung hex.

Cau hoi 6n tap
1. Tai sao k§ su mang can hi€u cac hé thong s6?

* Dia chi IP, dia chi MAC, mit na mang va nhiéu gia tri cAu hinh dugc biéu dién bang hé nhi phan hoic

thap luc phéan.

* Hiéu hé sb gitip phan tich, chuyén ddi va xit ly di liéu mang chinh xéc.
2. Su khac nhau ¢ ban gitra hé thap phéan, nhi phan va thap luc phan la gi?
+ Thap phan (Decimal): co s6 10, ky s6 0-9.
+ Nhi phan (Binary): co s6 2, ky s6 0 va 1.
* Thap luc phan (Hexadecimal): co s6 16, ky s6 0-9 va A-F.
3. Chuyén ddi sb nhi phan 110101 thanh sb thap phan.

¢ 1101015 =1x25+1x2*+0x23+1x22+0x21 +1x20
¢« =324+164+0+4+0+1=53
* Vay 110101, = 53

4. Chuyén sb thap phan 255 sang hé nhi phan va thip luc phan.

e Nhi phan: 25519 = 11111111,
* Thap luc phan: 25519 = FFie

5. Tai sao dia chi IPv6 thuong viét bang thip luc phan thay vi nhi phan?

* Dia chi IPv6 dai 128 bit — néu viét nhi phan sé rit dai va kho doc.

« Thap luc phan rit gon, dé biéu dién va dé quan ly hon.
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5.7 Bai tap Chuong 5

1.

Chuyén s6 nhi phan 11010101, sang thap phan va thap luc phan.

Dap an:

Thap phan: 1-27+1-2640-2°+1-24+0-23+1-22+0-2! +1-2° =213y,
Thap luc phan: nhém nibble 11010101, = D54¢.

Chuyén 345 sang nhi phan va thap luc phan.

Dap an:

Nhi phan: 345 =256+64+16+8+1 = 101011001, = 101011001,.

Thap luc phan: chia 101011001 = 001010110001, = 0x161 (hodc tinh truc tiép: 345{}16 =21du9, 21{}16 =
1dus, 1{}16 =0du 1= 0x159).

Luu y: Cach chia nhi phan & trén bi 1éch; lam lai theo phép chia 16 ding: 345=16-21+9,21=16-1+5
= |34510 = 0x159 | Kiém tra: 1-256+5-16+9 =256 + 80 +9 = 345.

Viét dia chi IPv4 192.168.14.200 & dang nhi phan (theo tiing octet).

Pap an:

192 = 11000000, 168 = 10101000, 14 = 00001110, 200 = 11001000.

=| 11000000.10101000.00001110.11001000 \

Cho nhi phan 10110110,. Hay d6i sang thap luc phan va gidi thich cach nhém nibble.
Pap an:

Nhoém nibble ti trai: 10110110 = B61g vi 1011, = B, 0110, = 6.

=[0xB6]

Biéu dién sb thap phan —37 bang bu hai (two’s complement) trén 8 bit.

Dap an:

3710 =00100101, (8 bit). Bao bit: 11011010. Coéng 1: 1101 1011.
=|11011011; |

Cho s6 thap luc phan 0xCAF 3. Hay chuyén sang nhi phan va thip phan.

Dap an:

Nhi phan: C = 1100, A =1010, F =1111,3=0011 =|11001010111100115 |
Thap phan: C- 163 +A-162+F-16+3 = 12-4096+ 10-256 + 15-16 +3

=49,152+2,560+240+3 =|51,9551¢ |.

Mot subnet /27 ¢6 bao nhiéu dia chi host kha dung? Viét subnet mask dang thap phan chim.

Dap an:
S bit host = 32 -27 = 5 = tdng dia chi 25 = 32, host kha dung = 32-2 =[30]
Subnet mask: /27 = 255.255.255. 11100000, =[ 255.255.255.224

. D&i 100111010110, sang thap luc phan va thip phan.

Dap an:
B& sung 0 cho di boi s6 4: 001001110101 10 — ding 12 1001 11010110 da 1a 12 bit, nhém: 1001 11010110 =

9D6 = | 0x9D6 |.

Thap phan: 9-16%+13-16+6 =9-256 +208 + 6 = 2304 +214 =| 2,518 |.

Viét dia chi MAC 00: 1A:2B:3C:4D: 5E thanh nhi phan (theo tiing octet 8 bit).
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Pap an:
00 = 00000000, 1A = 00011010, 2B =00101011, 3C =00111100, 4D = 01001101, 5E =01011110.
::»‘OOOOOOOOOOOI10100010101100111100010()11()101()11110 .

10. Mot dai mang c6 prefix /20. Hay cho biét:

(a) S6 bit danh cho host.
(b) S6 dia chi tdng va sb host kha dung.
(c) Subnet mask dang thap phan cham.

Pap an:
(a) 32— 20 = 12 bit host.
(b) Tong dia chi = 2% = 4096, host kha dung = 4096 -2 = | 4094 |

(c) /20 =255.255.11110000,.0 = 255.255.240.0 = | 255.255.240.0 |

5.8 Thuét ngit cAn nhé

Number System (Hé théng s6) Tap hop cac ky hiéu va quy tic ding dé biéu dién sé. Trong mang mady tinh, thudng
dung hé thap phan, nhi phan, thap luc phan.

Decimal (Thap phan) Hé s c6 co sb 10, sit dung céc chit s6 tif 0 dén 9. Day 1a hé s6 phd bién nhit trong dvi sdng

hang ngay ctia con ngudi.

Binary (Nhi phan) Hé sb c6 co s6 2, chi gdm hai chit s6 0 va 1. Moi dif liéu trong mdy tinh va mang déu dugc
bi€u dién duéi dang nhi phén.

Hexadecimal (Thép luc phan) Hé s6 c6 co sb 16, st dung céc chit s6 0-9 va ky tu A-F (A=10, B=11, ..., F=15).
Pudgc dung nhiéu trong biéu dién dia chi MAC va IPv6.

Bit Don vi dit liéu nho nhét, ¢6 thé 12 0 hodc 1. Tat ca thong tin déu dudc Iuu trit va truyén tai dudi dang bit.
Nibble Nhom gom 4 bit, c6 thé biéu dién gia tri tif 0 dén 15 (tuong duong mot chit sd thap luc phén).

Byte Nhém gom 8 bit, biéu dién gid tri tir 0 dén 255 trong hé thap phan. Byte 1a don vi cd ban dé do kich thuéc dit
lidu.

Word Tap hgp nhiéu byte (thudng 2 hoic 4 byte) ma CPU x 1y trong mot chu ky. Kich thuée word phu thudc vao
kién tric bo x ly (16-bit, 32-bit, 64-bit).

Base (Co s6) S6 lugng ky hiéu trong mot hé thdng sb. Vi du: ¢ s6 clia hé nhi phan 1a 2, ctia hé thap phan 1a 10,
cua hé thap luc phan la 16.

Positional Notation (Ky hiéu vi tri) Gia tri cia mdi chit s6 phu thudc vao vi tri cia né trong s, tinh bang: chit s6
x (co sO)VI Vidyu: 1011, = 1x23+0x22+1x21 +1x20,

Conversion (Chuyén déi hé s6) Quad trinh d&i sb tir hé nay sang hé khac, vi du: tif nhi phan sang thap phan, tir
thap phan sang thap luc phan.

Octal (Bat phan) Heé s6 co s6 8, dung céc chit s6 0-7. Trudc day duge dung trong may tinh vi d& chuyén ddi tir nhi
phan (3 bit = 1 chif s6 bat phan).

Most Significant Bit (MSB) Bit quan trong nhét, nam bén trdi ciing trong mot s6 nhi phan. N6 c6 trong sb 16n
nhAt.
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Least Significant Bit (LSB) Bit it quan trong nhit, nim bén phai ciing trong mét s6 nhi phan. N6 c6 trong s6 nho
nhat.

Two’s Complement Phuong phdp bi€u dién s6 nguyén am trong nhi phan bing cach ddo bit va cong thém 1. Day
1a cach phd bién trong mdy tinh.

IPv4 Address Representation Dia chi IPv4 32 bit thudng viét dudi dang thap phan chim, vi du: 192.168.1.1.

IPv6 Address Representation Dia chi IPv6 128 bit thudng viét dudi dang thap luc phan, chia thanh 8 nhém cach
nhau b&i diu hai chdm, vi du: 2001:0db8::1.

Address Notation Céch viét biéu dién dia chi. IPv4 dung dang dotted decimal, IPv6 diing dang colon-hexadecimal.

Subnet Mask Mot gia tri nhi phan dung dé phan biét phan mang va phan host trong dia chi IP. Thuong viét dudi
dang thap phan chdm (vi du: 255.255.255.0).

CIDR Notation Céch viét rit gon mit na mang bang ky hiéu “/n” trong d6 n 1a s6 bit ctia phin mang. Vi du:
192.168.1.0/24.
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Chuong 6
Tang Lién keét dit liéu

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
* MO0 té vai tro clia tang lién két dif liéu trong truyén thong mang.
* Phén biét cac chiic ning chinh: déng géi khung, dia chi héa, phat hién 16i, truy cip méi trudng.
» Giai thich céach tang lién két dit liéu hd trg cac cong nghé LAN va WAN.
* MO ta cac loai topo logic va vat ly lién quan.

+ Lién hé chudn IEEE 802 v6i hoat dong ctia tang lién két.

Thuat ngu chinh

 Data Link Layer CSMA/CD, CSMA/CA
e Frame ¢ Point-to-Point, Multiaccess

 MAC address

Half-duplex, Full-duplex

* LLC (Logical Link Control) * ARP
* Access Method * Encapsulation
* Error detection * WAN protocols (PPP, HDLC)

6.1 Giéi thitu
Tang lién két dit liéu cia md hinh OSI chuan bi géi dit liéu tif ting mang d€ truyén qua phuong tién vat 1y, nhu minh

hoa trong Hinh 6.1. N6 chiu trich nhiém déng géi khung (frame), dia chi héa & miic lién két, phat hién 16i co ban
va kiém sodt truy cip moi trudng.

6.2 Chifc niing cta tang lién két dir liéu
6.2.1 Déng géi dit liéu

+ Nhan géi tin tif tAng mang, thém tiéu dé (header) va phan kiém tra (trailer) d€ tao khung (frame).
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Network

v

3 DataLink The data link [ayer prepares network
data for the physical network

Hinh 6.1: Muc dich ctia tang Lién két dit liéu.

» Header chiia dia chi MAC nguon va dich.

* Trailer thudng chita FCS (Frame Check Sequence) dé€ phat hién 16i.

6.2.2 PDiéu khién truy cap
* Quy dinh thiét bi ndo c6 quyén st dung dudng truyén tai mot thdi diém.

¢ Vi du: Ethernet dung CSMA/CD, Wifi duing CSMA/CA.

6.2.3 Dia chi hoa & tang lién két
* St dung dia chi vat ly (MAC, 48 bit) dé dinh danh thiét bi trong mang LAN.

* Dia chi MAC thudng dudc ghi sin trong card mang, biéu dién bang hex.

6.3 Ciu triic khung dit liéu
Mot khung dién hinh gdm:
 Preamble: dong bo tin hiéu.
* Header: chifa dia chi MAC ngudn va dich, loai EtherType hoic do dai.

« Payload: dif liéu thuc té tif ting mang.
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* Trailer: FCS dung dé phét hién 16i.

6.4 Cac phuong thic truyén
6.4.1 Két ndi di€m-di€m (Point-to-Point)

Lién két truc tiép hai thiét bi. Pon gian, hiéu qua cho WAN.

6.4.2 Két ndida truy nhap (Multiaccess)

Nhiéu thiét bi cuing chia sé mot dudng truyén, can co ché kiém soat truy cip (CSMA/CD, CSMA/CA).

6.4.3 Truyén song cong (Duplex)
+ Half-duplex: dif liéu chi truyén theo mot huéng tai mot thdi diém (giéng bd dam).

+ Full-duplex: di liéu c6 thé truyén hai huéng dong thdi.

6.5 Tang LLC va MAC
* LLC (Logical Link Control): xac dinh giao thuc 16p mang nao dudc dong géi (IPv4, IPv6).

» MAC (Media Access Control): xdc dinh dia chi vat ly, diéu khién truy cap moi truong.

6.6 Tang lién két trong LAN va WAN

6.6.1 LAN
e LAN dua trén chuin IEEE 802 (Ethernet 802.3, Wifi 802.11).

* St dung dia chi MAC dé€ dinh danh thiét bi.

6.6.2 WAN
e WAN c6 nhiéu cong nghé khac nhau: PPP, HDLC, Frame Relay, MPLS.

» Cic giao thic ndy ciing hoat dong & ting lién két d€ dong g6i dit liéu qua dudng truyén dién rong.

6.7 Topo logic va vat ly
« Topo vat ly: cch thiét bi va cdp b tri thuc té (sao, bus, vong, lué6i).

« Topo logic: cach dit liéu thuc su di chuyén (broadcast, point-to-point, switched).
Tom tat
+ Tang lién két dit liéu chuén bi dif liéu tif ting mang d€ truyén qua mdi trudng vat ly.

* Céc chic ning: dong géi khung, dia chi héa, phat hién 16i, ki€ém soat truy cap.

+ Khung dif liéu gdm header (dia chi MAC), payload, trailer (FCS).
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» LAN dung dia chi MAC va chuén IEEE 802; WAN c6 céc giao thic riéng nhu PPP, HDLC.

» Topo vit Iy va topo logic 12 hai cich nhin khac nhau vé mang.

Cau hoi 6n tap
1. Chifc niing chinh ctia tAng Lién két dif liéu (Data Link Layer) 1a gi?
* Doéng géi dit liéu tir ting Mang thanh khung (frame) d€ truyén qua phuong tién vt ly.
+ Phat hién 16i co ban trong qua trinh truyén.
+ Diéu khién truy cip vao mdi trudng truyén (MAC).
2. Su khac biét giita diéu khién truy cip theo diém-diém (point-to-point) va da diém (multipoint)?
» Point-to-point: két ndi truc tiép giita hai mit, khong can co ché chia sé moi trudng.
* Multipoint: nhiéu nit dung chung méi trudng — can co ché diéu khién truy cap dé tranh xung dot.
3. Pia chi MAC khac dia chi IP ¢ diém nao?
» MAC: dia chi vat ly, gin cb dinh trong card mang, duy nhét toan cau.
» IP: dia chi logic, c6 thé thay d6i, dung dé dinh tuyén qua nhiéu mang.
4. Muc dich cta CRC (Cyclic Redundancy Check) trong khung dir liéu la gi?
+ Phat hién 13i trong qu4 trinh truyén dit liéu.
+ Bén nhan kiém tra CRC, néu sai thi loai bd khung.
5. Vi du vé giao thitc hoat dong & ting Lién két dix liéu.

¢ Ethernet (IEEE 802.3).
e Wi-Fi (IEEE 802.11).

¢ PPP (Point-to-Point Protocol).

6.8 Bai tap Chuong 6

1. Mot frame Ethernet c6 tdng chiéu dai 1518 byte, trong d6 header + trailer chiém 18 byte. Hay tinh kich thu6c
phan dif liéu (payload) va phan overhead.

Dap an:
Payload = 1518 — 18 = 1500 byte. Overhead = 18 byte.
2. Mot mang LAN c6 12 thiét bi két ndi qua mot switch. Hay tinh s mién va cham (collision domain) va s
mién quing ba (broadcast domain).
Pap an:
Switch tao ra mot collision domain cho mdi c8ng = 12 collision domain. Broadcast domain chi ¢6 1 (toan
b0 switch).
3. Mot mang dung hub két ndi 10 thiét bi. Hay cho biét s6 mién va cham va mién quang ba4.
Pap an:
Hub khong tich mién va cham = toan bo 1a 1 collision domain. Broadcast domain = 1.
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4. Mot khung Ethernet c6 payload 1000 byte. Header 18 byte. Hay tinh ty 1é overhead so véi toan bd frame.
Pap an:
Téng = 1000 + 18 = 1018 byte. Overhead ratio = 181}1018 ~ 1.77%.

5. Mot switch c6 24 cdng, mdi céng 100 Mbps full-duplex. Hay tinh tong bing thong ly thuyét toan bo switch
c6 thé hd tro.
Dap an:
Mbi céng full-duplex: 100 x 2 = 200 Mbps. 24 cdng = 24 x 200 = 4800 Mbps = 4.8 Gbps.

6. Mot frame Ethernet gdm: dia chi MAC ngudn 6 byte, MAC dich 6 byte, Ethertype 2 byte, dit liéu 46—1500
byte, FCS 4 byte. Hay tinh kich thudc frame t6i thiéu va t6i da.
Pap an:
Téi thi€u = 6+ 6+ 2+ 46 +4 = 64 byte. Téi da = 6+ 6 +2 + 1500 + 4 = 1518 byte.

7. Mot frame 1200 byte dudc truyén trén dudng truyén 100 Mbps. Hay tinh thdi gian truyén frame nay.
Pap an:
1200 x 8 = 9600 bit. £ = 9600  100x 10°=9.6x 107 5 =96 ps.

8. Mot VLAN c6 200 host. Hay tinh sb bit host t6i thiéu can thiét trong subnet va subnet mask tuong dng.
Dap an:
Can > 200 host kha dung = 2" -2 > 200 = n = 8. Subnet mask = 32 — 8 = 24 = 255.255.255.0.

9. Mot switch hoc dugc 4 dia chi MAC: A trén c¢dng 1, B trén c¢dng 2, C trén cdng 3, D trén cdng 4. Néu A gtii
unicast dén C, hiy mo t cach switch xi ly.
Dap an:
Switch nhin bdng MAC, thiy C & c6ng 3. Switch chuyén tiép frame chi ra cdng 3 (unicast forwarding).

10. Mot switch c6 8 cdng, mdi cong két ndi mot PC. Néu PC1 giii broadcast, hiy tinh s6 frame dugc gdi ra va

dén bao nhiéu thiét bi.
Pap an:
Switch sé sao chép frame broadcast ra tit cd 7 cong con lai. Tong s frame gtii ra = 7. Tong s6 thiét bi nhan
dugc =7.

6.9 Thuét ngit can nhé

Data Link Layer (Tang Lién két dit liéu) Ting 2 trong mo hinh OSI, chiu trach nhiém déng géi dit liéu tir tAng
Mang thanh khung (frame), ki€ém sodt truy cAp méi trudng, phat hién 18i va quéan 1y dia chi MAC.

Frame (Khung dir liéu) Pon vi dit liéu tai tAng Lién két di liéu, bao gdm: header (dia chi MAC ngudn/dich, thong
tin kiém sodt), payload (dit liéu tif ting Mang), trailer (FCS).

MAC Address (Dia chi MAC) Dia chi vat 1y duy nhét gén cho mdi card mang, dai 48 bit (6 byte), thudng viét &
dang thap luc phan: 00:1A:2B:3C:4D:5E.

Logical Link Control (LLC) Tiéu ting trén ctia tang Lién két dif liéu, cung cip giao dién giiia ting Mang va tang
Lién két dit liéu, xdc dinh giao thic 16p trén (IP, IPv6).

Media Access Control (MAC sublayer) Tiéu ting dudi clia ting Lién két dit liéu, kiém sodt viéc truy cip phuong
tién truyén, xdc dinh dia chi MAC ngudn/dich trong khung.
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FCS (Frame Check Sequence) Chudi bit trong trailer clia frame, ding thuat toan CRC dé phat hién 16i truyén.

CRC (Cyclic Redundancy Check) Co ché toan hoc tao gia tri kiém tra trong FCS, gitp phat hién 16i trong qua
trinh truyén khung.

Half-duplex Kiéu truyén trong d6 thiét bi chi c6 thé gti hodc nhan tai mot thoi diém (khong dong thai). Vi du:
mang Ethernet dung hub.

Full-duplex Kiéu truyén trong dé thiét bi c6 thé dong thdi giii va nhan dif liéu. Vi du: mang Ethernet dung switch.
Point-to-Point Topology To-pd két ndi truc tiép gitta hai thiét bi mang, don gian va hiéu qua.

Multiaccess Topology To-p6 trong dé nhiéu thiét bi chia sé cling mot phuong tién truyén, vi du: nhiéu PC cling
két nbi Wi-Fi.
Ring Topology To-pd vong, trong d6 cic thiét bi dugc két nbi tudn ty va khép kin thanh mot vong.

Ethernet Cong nghé mang LAN phd bién dya trén chuan IEEE 802.3, sit dung CSMA/CD dé€ kiém sodt truy cap

moi trudng trong cac hé théng cii (diing hub), con switch hién dai loai bé va cham.

CSMA/CD (Carrier Sense Multiple Access with Collision Detection) Co ché truy cip mdi trudng clia Ethernet
truyén théng: thiét bi “nghe séng mang” trudc khi truyén, va khi va cham xdy ra, sé phat hién va truyén lai
sau thdi gian ngiu nhién.

Switch Thiét bi mang ting 2 c6 kha ning hoc dia chi MAC va chuyén tiép khung dén diing cSng dich, giam thiéu
va cham so véi hub.

Hub Thiét bi tang vat ly hoat dong theo cd ché quing ba: nhan tin hiéu & mot cdng va phat lai ra tit ci cc cong

khac, gy ra nhi€u va cham.

Collision Domain Mién va cham, tip hgp cic thiét bi chia sé cing mot phuong tién truyén, trong d6 chi mot thiét
bi 6 thé truyén tai mot thai diém. Switch gidm kich thudc collision domain xudng tiing cong.

Broadcast Domain Mién quing b4, tp hop thiét bi c6 thé nhan géi broadcast (dia chi MAC FF:FF:FF:FF:FF:FF).
Router chia tach broadcast domain.

VLAN (Virtual LAN) Mang LAN a0, cho phép tach luu lugng trong ciing mot switch thanh cac mién logic khac

nhau nhiim ting bio mat va hiéu qua.

MTU (Maximum Transmission Unit) Kich thudc payload 16n nhit ctia frame c6 thé truyén qua mot giao dién
mang, vi du: Ethernet MTU = 1500 byte.
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Chuyén mach Ethernet

Muc tiéu

Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ MO ta ciu tric va chiic ning ctia Ethernet trong LAN.
* Giai thich cach switch xdy dung va st dung bang dia chi MAC.
+ MO ta qua trinh chuyén tiép va loc khung trong mang Ethernet.
 Phan biét collision domain va broadcast domain.
* Giai thich nguyén ly hoat dong full-duplex va half-duplex.

* Lién hé chuin IEEE 802.3 véi hoat dong Ethernet hién dai.

Thuat ngu chinh
* Ethernet * Broadcast domain
* MAC address * Learning process
* Switch » Aging process
* Frame forwarding * Duplex
* Collision domain * Auto-MDIX

7.1 Gidi thiéu

Ethernet 12 cong nghé LAN phd bién nhit hién nay. N6 dua trén chuin IEEE 802.3 va st dung dia chi MAC dé dinh
danh thiét bi. C4c switch Ethernet hién dai cho phép truyén thong hiéu qua, gidm xung dot vA md rong mang dé
dang.

7.2 Nguyén ly hoat dong cua Ethernet

7.2.1 Chu tric khung Ethernet

Mot khung Ethernet gom:
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Ngé Hai Anh

¢ Preamble va SFD (Start Frame Delimiter)

* Dia chi MAC dich va ngudn (48 bit)

EtherType/Length

Payload (du liéu)

FCS (Frame Check Sequence)

7.2.2 Dia chi MAC
* bia chi MAC la dia chi vat ly 48 bit, dugc ghi trong NIC.
* Viét § dang hex, vi du: 00:1A:2B:3C:4D:5E

* Bao gdm phan OUI (Organizationally Unique Identifier) va phan dinh danh NIC.

7.3 Chuyén mach Ethernet

7.3.1 Switch va bang MAC
Switch hoc dia chi MAC bing céch:
* Quan sét dia chi MAC ngudn trong cic khung dén.

* Ghi dia chi d6 vao bang MAC, gin véi cong nhén.

+ Khi c6 khung gtii dén dia chi dich, switch tra bang dé€ chuyén tiép dén diing céng.

* Néu chua biét dia chi, switch phat khung ra tit ca cac cng (flooding).

7.3.2 Qua trinh aging

Cic ban ghi trong bang MAC c6 thdi gian song. Néu khong thiy dia chi dugc dung lai sau mot khoang thdi gian,

switch sé x6a ban ghi dé tiét kiém bo nhd.

7.3.3 Chuyén tiép khung

Switch hoat dong & tang lién két dit liéu, chuyén tiép khung dua trén dia chi MAC. Piéu nay khéc router, hoat dong

& tang mang va dua vao dia chi IP.

7.4 Mién xung dot va mién quang ba

+ Collision domain: tap hop cac thiét bi ma khi hai thiét bi truyén ciing lic sé xdy ra xung dot. Switch tao

collision domain riéng cho méi céng.

* Broadcast domain: tap hop céc thiét bi nhan cliing mot géi broadcast. Switch khong tich broadcast domain;

d€ tach can dung router hoic VLAN.
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Ngé Hai Anh

7.5 Ché do song cong va toc dd

7.5.1 Half-duplex

Thiét bi chi truyén hoic nhan tai mot thdi diém. Thuong dung trong hub cii.

7.5.2 Full-duplex

Thiét bi c6 thé truyén va nhan dong thoi, loai bd xung dot, ting hiéu qua. HAu hét thiét bi hién dai déu hd tro

full-duplex.

7.5.3 Auto-negotiation va Auto-MDIX

Crossover cable

5 Straight-through cable e

Straight-through cable

L)
Crossover cable
-
( ]

Hinh 7.1: Cic loai cdp va muc dich két ndi.

+ Auto-negotiation: thiét bi tu thuong ludng téc do va ché do duplex.

* Auto-MDIX: cdng switch tu dong diéu chinh loai cap (thing hoic chéo).

Tém tat

« Ethernet 12 cong nghé LAN chinh, dua trén dia chi MAC dé€ chuyén tiép khung.

* Switch hoc dia chi MAC va luu trong bang MAC d€ chuyén tiép hiéu qua.

¢ Collision domain bi chia nhd bdi switch, nhung broadcast domain thi khong.

* Ethernet hd tr¢ half-duplex va full-duplex, véi full-duplex mang lai hiéu qua cao hon.

+ Céc tinh niing auto-negotiation v auto-MDIX gitip don gian héa cu hinh va trién khai.
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Cau hoi 6n tap

1.

7.6

Chitc nang chinh cta switch trong mang Ethernet la gi?

+ Két ndi nhiéu thiét bi trong cting mot mang LAN.

* Chuyén tiép khung di liéu dya trén dia chi MAC.

+ Giam va cham (collision) bang cach tao cic mién xung dot riéng cho médi cong.
Bang dia chi MAC (MAC address table) dugc switch xay dung nhu thé nao?

+ Switch hoc dia chi MAC ngudn tif khung di vao cdng.

* Ghi 4nh xa giita dia chi MAC va c6ng tuong (ing vao bang.

+ Dung bang d€ quyét dinh chuyén khung ra cng nao.

. Su khac biét gitra unicast, broadcast va multicast trong Ethernet?

+ Unicast: khung gti tif mot ngudn dén mot dich cu thé.
* Broadcast: khung gt dén tit c thiét bi trong mang LAN.

* Multicast: khung giii dén mot nhém thiét bi quan tam.
Tai sao can VLAN trong mang Ethernet?

+ Tach biét logic cac thiét bi trong cling switch thanh nhiéu mang LAN 3o.
* Tang tinh bao mat va hiéu qua st dung bang thong.

* Gitip quén 1y dé dang hon.
Lénh nao thuong dung dé kiém tra trang thai cong va bang MAC trén switch Cisco?

* show mac address-table — xem bang dia chi MAC.

» show interfaces status— Xem trang thdi cic cdng.

Bai tap Chuong 7

. Mot switch c6 48 céng, mdi cdng hd trg 1 Gbps full-duplex. Hay tinh tong bing thong ly thuyét t6i da ma

switch ¢6 thé xa 1y.

Pap an:

Mbi céng full-duplex: 1 x 2 =2 Gbps. 48 x 2 = 96 Gbps.

Mot switch c6 bang MAC nhu sau: {MAC A—cdngl, MAC B—céng2, MAC C—c6ng3}. Néu mot frame tir A
gtii dén D (chua c6 trong bang), switch xt ly thé nao?

Pap an:

Switch chua biét MAC D, sé& flood frame ra tit ca cic cong ngoai trit cdng 1 (ngudn).

Mot frame 1500 byte dugc truyén qua switch téc d6 100 Mbps. Hay tinh thdi gian truyén frame qua mot cong.
Pap an:
1500 x 8 = 12,000 bit. t = 12,000

— 4 <
m—lleo S—lelJ,S.
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10.

Mot switch nhan 1000 frame/gidy, mdi frame dai trung binh 800 byte. Hay tinh téng luu luong dit liéu
(throughput) ma switch dang x ly.

Pap an:

1000 x 800 x 8 = 6.4 x 10° bit/s = 6.4 Mbps.

Mot switch hoat dong & ché do cut-through. Néu do dai khung 1a 1200 byte va switch chi can doc 14 byte dau
dé xac dinh cdng dich, hay tinh do tré x ly (switching latency) khi téc do dudng truyén 1a 100 Mbps.

Pap an:

148 = 112 bit. Thaji gian doc = 112 100x 10° = 1.12 us.

Mot switch store-and-forward nhan 1518 byte/frame. Néu toc do dudng truyén 1 Gbps, hay tinh do tré x{ 1y
t6i thiéu do co ché store-and-forward.

Pap an:

1518 x 8 = 12,144 bit. Thai gian doc toan b frame = 12, 144{}109 =12.144 us.

. Mot switch ¢6 24 cdng, mdi cdng 100 Mbps. Néu tit ci cic cng hoat dong dong thdi va déu gii luu lugng

dén ciing mot cdng uplink 1 Gbps, hdy xdc dinh miic do tic nghén (congestion).

Dap an:

Tong Iuu lugng vao = 24 x 100 = 2400 Mbps. Céng uplink chi 1000 Mbps. Tac nghén = 2400 — 1000 = 1400
Mbps (tuong duong thira 140% so vé6i kha niang uplink).

Mot switch c6 bang MAC luu dugc tdi da 4096 dia chi. Néu trong mang c6 5000 thiét bi hoat dong, hay cho
biét diéu gi xay ra.

Pap an:

Khi s6 dia chi MAC vudt qua kha ning Iuu trit, switch sé loai bd (aging) hoic quén mot s6 ban ghi. Céc frame

dén dich bi quén sé phai flood ra tit ca cdc cong, giy ting broadcast traffic.

Mot switch hoc dugc dia chi MAC véi thai gian aging 300 gidy. Néu mot host khong truyén dif liéu trong 10
phut, diéu gi xay ra?

Pap an:

10 phiit = 600 gidy > 300 gidy. Dia chi MAC cutia host s€ bi x6a khdi bang. Khi host gii lai, switch s€ hoc lai
dia chi do.

Mot VLAN trén switch chiia 120 host. Hay tinh sb bit host can thiét va subnet mask phit hop.

Dap an:

Can > 120 host kha dung. 27 -2 = 126 host > 120. Vay cin 7 bit cho phan host. Subnet mask = 32 -7 = 25 =
255.255.255.128.

7.7 Thut ngit can nhé

Ethernet Switching Cong nghé chuyén mach trong Ethernet ding switch dé chuyén tiép khung dit liéu dua trén

dia chi MAC, thay thé hub nhim ting hiéu ning va giam va cham.

MAC Address Table (Bang dia chi MAC) Bang trong switch luu trit 4nh xa gitta dia chi MAC cia thiét bi va

cOng switch tuong ting. Switch hoc dia chi MAC bing cich quan sat dia chi ngudn ctia khung di vao.

Frame Forwarding Co ché switch quyét dinh chuyén tiép khung dén cdng nao dua trén dia chi MAC dich trong

bang MAC.
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Flooding Khi switch khong biét dia chi MAC dich, n6 s& phat (flood) khung ra tit cd cic cdng ngoai trif cng
nhan, cho dén khi hoc dudc vi tri ctia MAC dich.

Unicast Goi tin giii dén mot dia chi MAC duy nhét, chi dugc chuyén dén ding thiét bi dich.

Broadcast Gai tin ¢6 dia chi MAC FF:FF:FF:FF:FF:FF, dugc chuyén dén tit ca thiét bi trong cling mot broadcast
domain.

Multicast Géi tin glii dén mot nhém thiét bi quan tim, sit dung dia chi MAC multicast dic biét.
Switching Table Lookup Qua trinh switch tra ciiu bang MAC dé x4c dinh céng chuyén tiép khung.

Collision Domain Mién va cham, trong d6 céc thiét bi chia sé cling phuong tién truyén va c6 thé gay va cham khi
truyén dong thoi. Switch tach collision domain theo ting cdng.

Broadcast Domain Tip hop tit ca thiét bi nhan dudc ban tin broadcast. Router hoic Layer 3 switch gi6i han pham
vi broadcast domain.

Store-and-Forward Switching Ché do hoat dong ctia switch: nhan toan bo frame, ki€m tra 16i (FCS) trudc khi
chuyén tiép. Do tré cao hon nhung an toan.

Cut-Through Switching Ché do switch chuyén tiép frame ngay khi doc dugc dia chi MAC dich (truéc khi nhan
toan bo frame). D tré thip nhung dé& chuyén tiép khung 15i.

Fragment-Free Switching Phién ban trung gian: switch doc 64 byte dau tién (vi va cham thudng xdy ra trong 64
byte dau), rdi mdi chuyén tiép.

Port-based Microsegmentation Mdi cdng clia switch tao thanh mdt mién va cham riéng, cung cip bing thong
day du cho tiing két nbi.

Duplex Setting CAu hinh ché do truyén cho c6ng: half-duplex hoic full-duplex. Full-duplex loai bé va cham va
tang bang thong hiéu qua.

Auto-MDIX (Automatic Medium-Dependent Interface Crossover) Chic ning ty dong trén switch hién dai, cho
phép cong Ethernet tit dong diéu chinh dé dung dudc ca cap thing va cap chéo.

Switch Boot Sequence Trinh tu khdi dong ctia switch: POST (Power-On Self-Test), tai hé diéu hanh 108, ti ciu
hinh khéi dong tt NVRAM.

Forwarding Rate Toc do switch c6 thé xit Iy va chuyén tiép khung, do bang s6 khung/gidy (fps) hoic bit/gidy.

Switch Security Features Cac co ché bdo mat co ban trén switch, vi du: Port Security (gidi han s6 lugng MAC),
bao vé DHCP Snooping, BPDU Guard.
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Chuong 8
Tﬁng Mang

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ MO ta vai trd clia ting mang trong md hinh OSL
+ Giai thich chiic ning dinh dia chi logic va dinh tuyén.
* M6 ta su khac biét gitta IPv4 va IPv6.
+ Trinh bay qu4 trinh dong géi va chuyén tiép géi dit liéu (packet).
+ Phan tich bang dinh tuyén va quyét dinh chuyén tiép.

* Hiéu nguyén 1y hoat dong clia router trong mang.

Thuat ngu chinh
* Network layer * Encapsulation
» Packet * Connectionless
» IPv4, IPv6 ¢ Best-effort delivery
* Routing e MTU (Maximum Transmission Unit)
* Router * Routing table
* Hop * Static route / Dynamic routing

8.1 Gidi thiéu
TAng mang nim trén ting Lién két dit liéu (Data Link) va dudi tang Van chuyén (Transport) nhu minh hoa trong

Hinh 8.1, chiu trach nhiém cung cAp dich vu truyén dit lidu tii thiét bi ngudn dén thiét bi dich qua nhiéu mang trung
gian. N6 st dung dia chi logic (IP) d€ dinh danh thiét bi va router dé chon dudng di tdi uu.
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+ Internet Protocol version 4 (1Pv4)
+ Internet Protocol version 6 (IPv6)

Hinh 8.1: Vi tri ting Mang trong m6 hinh OSL.

8.2 Chirc nang cua tang mang
8.2.1 Dinh dia chi logic

* Dia chi IP xéc dinh vi tri ctia thiét bi trong mang.

» Dia chi IP khéc vé6i dia chi MAC: MAC 1a c6 dinh phan ciing, IP c6 thé thay d6i.
8.2.2 Két nbi khong hudng két ndi

« Tang mang hoat dong theo co ché connectionless (khong thiét 1ap phién trudc).

+ Cic g6i c6 thé di theo cac tuyén khic nhau va dén khong theo thi tu.

8.2.3 Dich vu best-effort
+ Khong dam bao géi tin ludn dén dich, ciing khong dam bao thi tu.

+ Tang van chuyén (TCP) sé& chiu trach nhiém d9 tin ciy néu can.

8.2.4 Tinh doc lap cua phuong tién

TAng mang hoat dong doc 1ap véi loai phucng tién truyén dan. Goéi IP c6 thé di qua Ethernet, Wifi, PPP, Frame
Relay, MPLS.

8.3 Ciu tric géi IP

8.3.1 1IPv4 Packet

Godm céc trudng chinh:
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+ Dia chi nguodn va dich (32 bit)
e TTL (Time to Live)
* Protocol (xdc dinh tang trén, vi du TCP, UDP, ICMP)

* Header checksum

8.3.2 IPv6 Packet
+ Dia chi nguon va dich (128 bit)
* Fixed header don gian hon IPv4
» Khong c6 checksum trong header

* HG trg extension header cho tinh ning bé sung

N A oA e
8.4 Router va chuyen tieép goi
8.4.1 Chirc ning cta router
+ Nhan géi tif mot giao dién, tra ctiu bang dinh tuyén, chuyén tiép qua giao dién khéc.

 Tach biét broadcast domain.

8.4.2 Qua trinh dinh tuyén
1. Nhan géi va kiém tra dia chi dich.
2. Tim tuyén phit hgp nhit trong bang dinh tuyén.
3. Néu tim théy, chuyén tiép géi qua giao dién tuong dng.

4. Néu khong, bd g6i hoic giii ICMP unreachable.

8.5 Bang dinh tuyen
+ Chifa danh sich cac mang dich va cdng/giao dién tuong dng.

* C6 thé ciu hinh tinh (static route) hodic hoc dong (dynamic routing protocols: RIP, OSPF, EIGRP, BGP).

8.6 Dinh tuyen tinh va dong
8.6.1 Dinh tuyén tinh

+ Do quan tri vién cAu hinh thii cong.

+ Uu diém: don gian, kiém sodt tot.

» Nhudc diém: khéong tu thich ing khi c6 thay ddi.
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8.6.2 PDinh tuyén dong
» Router trao ddi thong tin d€ tu dong cip nhat bang dinh tuyén.

+ C6 nhiéu giao thic: RIP (simple), OSPF (link-state), EIGRP (hybrid), BGP (inter-domain).

Tém tat
+ Tang mang cung cip dich vu truyén géi giita c4c thiét bi qua nhiéu mang.
* bia chi IP 1a dinh danh logic, khéac véi dia chi MAC.
* IP hoat dong connectionless, best-effort, doc 1ap phuong tién.
* IPv4 c6 dia chi 32 bit, IPv6 c6 128 bit véi header don gian hon.
* Router dinh tuyén va chuyén tiép géi dua trén bang dinh tuyén.

* C6 hai loai dinh tuyén: tinh va dong.

Cau hoi on tap
1. Chikc niing chinh ctia ting Mang 1a gi?

* Dinh tuyén géi tin tif ngudn dén dich qua nhiéu mang trung gian.

+ Gin dia chi logic (IP) cho thiét bi d€ dinh danh toan cau.
2. Su khac biét gitra dia chi IP va dia chi MAC?

* Dia chi IP: logic, c6 thé thay ddi, dung d€ dinh tuyén qua nhiéu mang.

» Pia chi MAC: vit Iy, gin cb dinh trong phan ciing, diing trong pham vi LAN.
3. Tai sao can chia géi dit liéu thanh cac packet thay vi gii nguyén khbi 16n?
» Gilip truyén ti hiéu qué va quan 1y bing thong.
+ Cho phép dinh tuyén linh hoat, cdc packet c6 thé di theo dudng khac nhau.
+ Giam rti ro mit mat: néu mot packet bi mt thi chi cAn gti lai phan d6.
4. Vai tro cha router trong ting Mang la gi?
+ Két ndi cic mang khic nhau.
* Quyét dinh dudng di tot nhit cho packet dua trén bang dinh tuyén.
5. Mot sb giao thitc hoat dong & tang Mang?
e IPv4, IPv6.
« ICMP (h6 trd bdo 15i va chin dodn).

* Céc giao thic dinh tuyén: OSPF, EIGRP, RIP, BGP.
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8.7

1.

10.

Bai tap Chuong 8

Mot g6i IPv4 c¢6 TTL ban dau 1a 64. N6 di qua 12 router trudc khi dén dich. TTL con lai tai dich 12 bao nhiéu?
Dap an:

TTL gidm 1 m&i 1an qua router. 64 — 12 = 52.

Mot mang c6 prefix 192.168.16.0/20. Hiy tinh s dia chi IP tong cong va s6 host kha dung trong mang
nay.

Pap an:

S6 bit host = 32 - 20 = 12. Tong dia chi = 2!2 = 4096. Host kha dung = 4096 — 2 = 4094.

Mot router c6 3 tuyén: 192.168.0.0/16 via S0/0, 192.168.64.0/18 via S0/1, 192.168.64.0/24
via S0/2. Néu géi tin c6 dich 192.168.64.55, né sé di theo tuyén nao?

Dap an:

Ca 3 tuyén déu khdp. Router chon tuyén c6 prefix dai nhét (/24). = g6i di ra S0/2.

Mot router két néi 4 mang LAN, mdi mang cin 500 host. Hiy chon mit na mang tdi thiéu phii hop cho tling
mang con.

Dap an:

Can > 500 host = 2° =2 = 510. Cin 9 bit host, subnet mask = 32 -9 = 23. = méi mang con /23.

. Mot g6i IPv4 dai 3000 byte di qua dudng truyén c6 MTU = 1500 byte. Hiy tinh s6 ménh IP dugc tao va kich

thuéc mdi manh.

Dap an:

MTU = 1500 byte (bao gdm header 20 byte). Payload t6i da mbi ménh = 1480 byte. 3000 payload / 1480 = 2
manh (1 manh 1480, 1 manh 1520). Thuc té: 1 manh = 1480 + 20 = 1500 byte, 1 manh = 1520 + 20 = 1540
byte. Téng s6 manh = 2.

. Mot mang c6 prefix 10.0.0.0/8. Néu chia thanh cic subnet /20, hiy tinh s6 subnet tao dugc.

Dap an:
S6 bit mugn = 20— 8 = 12. S subnet = 2'2 = 4096.

. Mot router c¢6 default route 0.0.0.0/0 trd vé Serial0/0. Néu mot géi tin c6 dich 8.8.8.8 khong khép

tuyén cu thé nao, n6 sé di theo dau?
Pap an:
Router dung default route. G6i di ra c6ng Serial0/0.

. Mot mang 172.16.0.0/16 dudc chia thanh 64 subnet bang VLSM. Hay tinh prefix length ctia mdi subnet.

Pap an:
Can 64 subnet = log,64 = 6 bit mugn. Prefix = 16+ 6 = 22. = mdi subnet 12 /22.

. Mot router xt 1y trung binh 100,000 géi/gidy. Mbi g6i ¢ chiéu dai 1000 byte. Hay tinh throughput (tbc do

xu ly dit liéu) ctia router nay.

Dap an:

100,000 x 1000 x 8 = 8 x 10® bps = 800 Mbps.

Mot gbi IPv4 ¢ header 20 byte va payload 1480 byte. Hay tinh: (a) Kich thudc géi IP. (b) Ty 1€ overhead so
véi toan bd goi.

Pap an:

(a) 20+ 1480 = 1500 byte. (b) Overhead ratio = 201}1500 ~1.33%.
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8.8 Thuét ngit can nhé

Network Layer (Tﬁng Mang) Tang 3 trong md hinh OSI, chiu trach nhiém dinh tuyén va chuyén tiép géi tin tit

nguodn dén dich qua mot hodic nhiéu mang trung gian.

Packet (Géi tin) Don vi dif liéu clia ting Mang, bao gom header (dia chi IP nguon/dich, TTL, v.v.) va payload (dit
liéu tir ting Van chuyén).

IPv4 Phién ban dia chi IP dai 32 bit, cung cip khoing 23 dia chi. Viét dudi dang thap phan chim (vi du:
192.168.1.1).

IPv6 Phién ban dia chi IP dai 128 bit, cung cip khong gian dia chi rat 16n (2'2%). Viét duéi dang thap luc phan,
phén céch bdi diu hai chdm (vi du: 2001:db8::1).

Routing Qua trinh lya chon dudng di ti uu dé géi tin di tif ngudn dén dich qua céc mang trung gian.
Router Thiét bi mang tang 3, dung bang dinh tuyén dé€ quyét dinh huéng di ctia géi tin.

Routing Table (Bang dinh tuyén) Co s6 dit liéu trong router chiia cdc mang dich, dia chi ké tiép (next-hop) va
giao dién ra tuong dng.

Default Gateway Router trong mang LAN ma host gti géi tin khi dich ndm ngoai subnet cuc bo.
Hop Mot 1an géi tin dugc chuyén tiép qua mdt router trung gian.

Time-to-Live (TTL) Truong trong header IP, giam di 1 khi géi tin di qua mét router; khi TTL = O thi gbi bi loai
bd. Dung dé ngin vong lip dinh tuyén.

Connectionless Dic diém ctia giao thiic IP: khong thiét 1ap két ndi trude khi gti g6i tin, mbi géi dudc xi 1y doc
lap.

Best-effort Delivery IP chi c6 ging chuyén g6i dén dich ma khong dam bao do tin cdy (khong xac nhan, khong

stra 161).

Media Independent Ting Mang hoat dong doc 1ap v6i phuong tién truyén vat ly; IP c6 thé chay trén Ethernet,
Wi-Fi, cap quang, v.v.

Network Address Phan dia chi IP ding dé xac dinh mot mang hoic subnet, thutng c6 céc bit host bang 0.
Host Address Phan dia chi IP ding dé dinh danh mot thiét bi cu thé trong subnet.

Subnet Mask Gia tri 32 bit di kém dia chi IPv4, chi rd bao nhiéu bit thuéc phin mang va bao nhiéu bit thuéc phan
host.

Prefix Length Céch viét rit gon subnet mask bang CIDR, vi du: /24 thay cho 255.255.255.0.

Default Route Tuyén mic dinh trong bang dinh tuyén, dugc dung khi khong tim thy mang dich cu thé nao khac
(0.0.0.0/0 hoiic : : /0).

Static Route Tuyén dudc ciu hinh thii cong trén router, khong thay di tu dong.

Dynamic Routing Protocol Giao thiic gitip router hoc va cip nhat bang dinh tuyén tu dong, vi du: RIP, OSPF,
EIGRP, BGP.

ICMP (Internet Control Message Protocol) Giao thiic hd trg béo 16i va chan dodn, vi du: thong diép Destination
Unreachable, Echo Request/Reply (ping).
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ARP (Address Resolution Protocol) Giao thiic phan giai dia chi IPv4 sang dia chi MAC trong mang LAN.

NDP (Neighbor Discovery Protocol) Giao thic trong IPv6 thay thé ARP, ICMPv4, va cung cip thém kha ning tu
dong ciu hinh (SLAAC).

Fragmentation Qua trinh chia géi IP thanh nhiéu manh nhé khi vugt qua MTU ctia dudng truyén; méi manh c6

header riéng.
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Chuong 9
Phan giai dia chi

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ Giai thich su can thiét ctia phan giai dia chi trong mang TCP/IP.
* MO ta hoat dong ciia ARP trong IPv4.
* M0 t4 hoat dong ctia Neighbor Discovery trong IPv6.
* Hiéu cach phan giai tén thanh dia chi bang DNS.

+ MO ta vai trd clia giao thiic DHCP trong cip phat dia chi IP dong.

Thuat ngu chinh
* ARP (Address Resolution Protocol) e DHCP (Dynamic Host Configuration Protocol)

* ARP request / ARP reply

IPv6 Neighbor Discovery (ND)

ARP table / cache

ICMPv6
¢ Gratuitous ARP v

DNS (Domain Name System) SLAAC (Stateless Address Autoconfiguration)

9.1 Giéi thiéu

Cic thiét bi trong mang giao tiép bing dia chi IP (logic) va dia chi MAC (vat ly). D€ truyén mot géi tin, thiét bi cin
anh xa tur dia chi IP sang dia chi MAC cua dich trong cung mang. Pay chinh 1a chiic ndng cia Address Resolution.
9.2 Phan giai dia chi trong IPv4

9.2.1 ARP
» ARP dung d€ tim dia chi MAC tuong tng véi dia chi IPv4 trong ciing subnet.
« Khi thiét bi can gti g6i IP (H1) ma chua biét MAC dich, n6 glii ARP Request (broadcast).

« Thiét bi c6 dia chi IP khdp (H4) sé tra 16i bang ARP Reply (unicast).
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- | must send out an ARP request to learn the
MAC address of the host with the IP address of
192 168.1.7.

19216815 : t 19216818
D/ (4

192.168.1.6 192.168.1.7
This isn't me.
'} [
192.168.1.5 192.168.1.8

This is me, | will send
| This isn't me. back my MAC address.

g B

192.168.1.6 192.168.1.7

9.2.2 Bang ARP
« Thiét bi luu két qua phan gidi trong ARP cache.

+ M&i ban ghi c6 thoi han, sau d6 s& bi x6a néu khong dung lai.

9.2.3 Van dé bao mat
» ARP khong c6 co ché xdc thuc, dé bi tin cong ARP spoofing/poisoning.

 Giai phap: dung bao mét switch (DHCP snooping, Dynamic ARP Inspection).

9.3 Phan giai dia chi trong IPv6

9.3.1 Neighbor Discovery (ND)
e IPv6 khong dung ARP, thay vao d6 dung ICMPv6 Neighbor Discovery.
¢ Cac thong diép chinh: Neighbor Solicitation, Neighbor Advertisement.

+ Co ché nay viia phan gidi dia chi MAC, vira kiém tra tinh sin sang ctia niit dich.

9.3.2 SLAAC va DHCPv6
» SLAAC cho phép host tif cAu hinh dia chi IPv6 dua trén prefix tif router.

« DHCPv6 c6 thé cip phat thong tin bd sung (DNS, gateway).
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9.4 Phan giai tén mien

9.4.1 DNS
+ Con ngudi dung tén mién (www.example.com), trong khi mdy duing dia chi IP.
» DNS phén gidi tén mién sang dia chi IP.

+ DNS dung hé théng phan cp mdy chi: Root, TLD, Authoritative.

9.4.2 Quy trinh truy vAn DNS
1. Ung dung giii truy vin DNS (thudng UDP port 53).
2. Resolver cuc bd hdi may chii gbc, roi TLD, rdi mdy chd c6 thim quyén.

3. Pép 4n dudc tra vé va c6 thé luu cache.

9.5 Cap phat dia chi IP dong
9.5.1 DHCEP cho IPv4
« Thiét bi giti DHCP Discover (broadcast).
* My chiit DHCP tra 15i bang DHCP Offer.
+ Thiét bi phan hdi DHCP Request.

* My chi xdc nhan bing DHCP Acknowledgment.

9.5.2 DHCPv6
» Tuong tu quy trinh trén, dung cac thong di€ép DHCPv6.

* C6 thé hoat dong song song véi SLAAC.

Tém tat
« Trong IPv4, phan giai dia chi dung ARP dé€ tim MAC tit IP.
* Trong IPv6, dung Neighbor Discovery thay cho ARP.
 DNS phan gidi tén mién thanh dia chi IP.

» DHCP cip phit dia chi IP dong va thong s cAu hinh mang.

Cau hoi on tap
1. Chitc nang cia ARP trong IPv4 la gi?

+ Anh xa dia chi IPv4 (logic) sang dia chi MAC (vit ly) trong ciing mang LAN.

» Cho phép thiét bi gtii géi dit liéu dén ding mdy dich trong subnet.

2. Tai sao IPv6 khong st dung ARP?
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+ IPv6 dung Neighbor Discovery Protocol (NDP) dua trén ICMPv6 dé thay thé ARP.

+ NDP vira phan giai dia chi, vita phat hién trung lip dia chi, va h tr¢ tu cAu hinh SLAAC.
3. Cac budc co ban cua quy trinh phan giai DNS 1a gi?

* Client gti truy vin DNS (thudng UDP port 53).
* Resolver hoi 1an lugt may chii gbc, TLD, roi mdy chi c6 thim quyén.

* Dia chi IP dugc tra vé cho client va c¢6 thé Iuu trong cache.
4. Su khac biét gira DHCPv4 va DHCPV6 la gi?

» DHCPv4 cp phit dia chi IPv4 dong cuing subnet mask, gateway, DNS.
» DHCPv6 cép phat dia chi IPv6 va thong tin bS sung, c6 thé phdi hop véi SLAAC.

5. Rii ro bao mét nio lién quan dén ARP?

» ARP khong c6 cd ché xdc thuc — dé bi thn cong gia mao (ARP spoofing/poisoning).

+ K& tin cong c6 thé chuyén hudng luu lugng dé nghe 1én hoic tan cong tii chdi dich vu.

9.6 Baitap Chuong 9

1. Mot host giii géi dén dich 192.168.1.50, nhung bang ARP cache tréng. Hay mo ta va tinh s6 ban tin ARP
cin trao ddi trudc khi host c6 thé giii géi tin dén dich.
Dap an:
Host gtii 1 ban tin ARP Request (broadcast). Dich tra 15i 1 ban tin ARP Reply (unicast). Téng s ban tin ARP
cin trao ddi = 2.

2. Mot bang ARP chiia 80 ban ghi, mdi ban ghi chiém 32 byte bo nhé. Hiy tinh dung lugng bo nhé bing ARP
can.
Dap an:
80 x 32 = 2560 byte = 2.5 KB.

3. Mot host c6 thdi gian séng (timeout) cho ban ghi ARP 1a 300 gidy. Néu host can lién lac 100 1an vé6i cling
mot dich trong vong 10 phiit, hy tinh s6 1an phai phat sinh lai ARP.
Pap an:
10 phiit = 600 gidy. Thdi gian sdng ban ghi = 300 gidy. Sau khi hét han, host phii gtii ARP lai. Trong 600
gidly, ARP can phit sinh lai 600 ﬂSOO =2 1an. Tong s6 1an ARP = 1 1an ban dau + 1 1an gia han = 2 lan.

4. Trong mot LAN c6 200 thiét bi, mot host giti ARP Request broadcast. Hiy tinh s thiét bi nhan dugc g6i ARP
Request.
Pap an:
Tt c4 thiét bi trong LAN déu nhan. Téng s6 thiét bi nhan = 199 (trit thiét bi giii).

5. Mot attacker giii 500 g6i ARP Spoofing/gidy vao mang. Néu bang ARP ctia switch chiia t6i da 4096 ban ghi,
hiy uéc tinh thdi gian dé€ bang bi tran.
Dap an:
4096 ﬂSOO ~ 8.19 gidy. Vay khoang 8 gidy bang ARP s€ bi tran.
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6. Mot dia chi IPv6 link-local bit ddu bang FE80: : /10. Hay cho biét prefix length clia dai nay va tinh s6 dia
chi IPv6 kha dung trong dai.
Dap an:
Prefix length = 10 bit. S bit host = 128-10 = 118. Téng s dia chi = 218 (rit 16n, thuc té giéi han bdi pham
vi lién két).

7. Mot host giii Neighbor Solicitation trong IPv6 dé phan giai dia chi. Néu mang c6 50 host, hdy tinh sb ban tin
nhin dugc trong trudng hgp broadcast (ARP cta IPv4) va trong multicast (IPv6 NDP).
Dap an:
IPv4 ARP: tét ca 49 host khac nhan. IPv6 NDP: chi nhém multicast lién quan nhan (thudng 1 host muc tiéu).
So sanh: 49 g6i vs 1 goi.

8. Néu mot host IPv4 dung ARP d€ phan gidi dia chi MAC va mét trung binh 2 ms cho mdt 1an ARP, hay tinh
tong do tré khi 20 dia chi méi cin phan gii.
Pap an:
20 x2 =40 ms.

9. Mot switch Iuu trit 1024 ban ghi ARP. Néu mdi ban ghi c6 thdi gian sdng 240 gidy va trong 1 gid c6 3000
host tham gia, hay uéc tinh bao nhiéu ban ghi c¢6 nguy co bi x6a do timeout.
Dap an:
1 gid = 3600 gidy. S6 chu ky timeout = 3600{}240 = 15. Néu host khong gti dit liéu lai, ban ghi s& bi x6a sau
240 giay. Do c6 3000 host va chi 1024 slot, toi thi€u 3000 — 1024 = 1976 host c6 thé bi méit ban ghi.

10. Mot attacker thuc hién ARP Spoofing, gti sai MAC cho dia chi IP gateway. Néu gateway MAC gbc 1a
AA:BB:CC:DD:EE:FF, attacker gid mao thanh 11:22:33:44:55:66, hdy gidi thich diéu gi x4y ra khi host
gui dit liéu ra ngoai mang.

Pap an:
Host cip nhat ARP Cache bing MAC gia. Tt ca géi tin gii ra ngoai di dén attacker thay vi router. Attacker
c6 thé chiin, nghe 1én, hoic chinh sita dif liéu (Man-in-the-Middle).

9.7 Thuat ngw can nhé
Address Resolution Qui trinh dnh xa dia chi logic (IP) sang dia chi vat Iy (MAC) d€ géi tin c6 thé dudc truyén
trong mang LAN.

ARP (Address Resolution Protocol) Giao thiic anh xa dia chi IPv4 sang dia chi MAC. Host gti ban tin ARP
Request dé€ héi MAC tuong ting v6i mot IP, va nhan vé ARP Reply.

ARP Table (Bang ARP Cache) Béng luu trit tam thdi dnh xa gitia dia chi IPv4 va dia chi MAC trén host hoic
router. C4c ban ghi c6 thdi gian sdng (timeout).

ARP Request Bin tin broadcast trong d6 mot host hdi “Ai c¢6 dia chi IP X.X.X.X? Hay tra 1i bang dia chi MAC

cua ban”.
ARP Reply Bin tin unicast trd 15i yéu cau ARP, chita dia chi MAC ctia host s& hitu IP dugc hoi.

Gratuitous ARP Mot g6i ARP Reply khong dugc yéu cau, dudc host gti di dé thong bao su thay ddi dia chi
MAC-IP, hoic d€ phat hién trung 13p IP.

Inverse ARP (InARP) Phién ban ARP md rong dung trong cac mang WAN nhu Frame Relay, dé dnh xa dia chi
tang 2 sang dia chi IP.
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ARP Spoofing / ARP Poisoning Hinh thiic tdn cong trong d6 ké xAu giii cdc ban tin ARP gid mao dé€ danh lira
host cap nhét sai bang ARP, tif d6 chédn hodc nghe 1én luu lugng.

IPv6 Address Resolution Trong IPv6, qua trinh phén giai dia chi dugc thuc hién bdi Neighbor Discovery Protocol
(NDP), thay thé ARP.

Neighbor Discovery Protocol (NDP) Giao thiic trong IPv6, ding ban tin ICMPv6 d€ thuc hién cic chiic ning:
Neighbor Solicitation/Advertisement (phan giai dia chi), Router Solicitation/Advertisement (tu dong cu
hinh), phat hién trung lap dia chi (DAD).

Neighbor Cache Bang tuong tu ARP Cache nhung trong IPv6, luu dnh xa gita dia chi IPv6 va dia chi MAC.

NS (Neighbor Solicitation) Ban tin ICMPv6 gtii di d€ héi dia chi MAC ctia mot dia chi IPv6 dich trong cung
mang.

NA (Neighbor Advertisement) Bén tin ICMPvV6 tra 18i, cung cp dia chi MAC tuong ting véi dia chi IPv6 dugc

yéu ciu.
RS (Router Solicitation) Ban tin ICMPv6 ma host giii d€ yéu cau router giti thong tin cAu hinh.

RA (Router Advertisement) Ban tin ICMPv6 ma router gti dinh ky hoic d€ tra 16i RS, cung cép thong tin prefix,
default gateway, co ché SLAAC hoic DHCPV6.

SLAAC (Stateless Address Autoconfiguration) Co ché trong IPv6 cho phép host tu dong cAu hinh dia chi ma
khong can DHCPv6, dua vao thong tin prefix nhan tit RA.

DAD (Duplicate Address Detection) Qua4 trinh host IPv6 kiém tra xem dia chi clia minh c6 bi tring trong mang
LAN hay khong, bang cach giti Neighbor Solicitation cho chinh dia chi dé.
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Chuong 10

CAu hinh c¢ ban cho Router

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
* Mo ta chic ndng cd ban cla router trong mang.
* Truy cap vao CLI ctia router va phan biét cac ché do.
+ Céu hinh tén, mat kh4u, banner va bao mit cd ban cho router.
+ CAu hinh dia chi IPv4 va IPv6 trén cic giao dién.
« CAu hinh default gateway dé két n6i lién mang.

+ Kiém tra hoat dong clia router bang cic 1énh show va ping.

Thuat ngu chinh
* Router ¢ Banner MOTD

¢ Interface

L]

IPv4 address / IPv6 address

* CLI modes
¢ Default gateway
» Running-config / Startup-config

« Enable secret  show ip interface brief

* Line console / vty e ping / traceroute

10.1 Gidi thiéu

Router 1a thiét bi 16p mang, két ndi cic mang khic nhau véi nhau. N6 dinh tuyén géi tin dua trén dia chi IP dich. D&
mot router hoat dong, can ciu hinh co ban: tén, mat khau, dia chi IP trén giao dién, va kiém tra két nbi.

10.2 Truy cap CLI caa router

* Truy cap qua console hoic SSH (sau khi cAu hinh).

* Cic ché do CLI gidng switch: user EXEC, privileged EXEC, global configuration, subconfiguration.
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10.3 CAu hinh co ban cho router

10.3.1 Dit tén, banner v mat khau

Router> enable

Router# configure terminal

Router (config)# hostname R1

R1(config)# no ip domain-lookup
Rl(config)# enable secret <MATKHAU_MANH>

Rl(config)# service password-encryption

Ri(config)# banner motd #Truy cdp dudc giadm sat. Ngudi khéng phin sy cim vao.#

10.3.2 Mat khiu console va vty

Rl(config)# line console 0

Ri1(config-line)# password <MATKHAU_CONSOLE>
Ri(config-line)# login

Ri(config)# line vty O 4

Rl(config-line)# password <MATKHAU_VTY>
Ril(config-line)# login

10.4 Céhu hinh dia chi IPv4

Rl(config)# interface gigabitethernet 0/0/0
Ri(config-if)# ip address 192.168.1.1 255.255.255.0
Rl1(config-if)# no shutdown

 MBoi giao dién router can c6 dia chi IP va subnet mask.

* Lénh no shutdown kich hoat giao dién.

10.5 Cau hinh dia chi IPv6

Rl(config)# interface gigabitethernet 0/0/0
Rl(config-if)# ipv6 address 2001:db8:acad:1::1/64
Rl(config-if)# no shutdown

Ri(config)# ipv6 unicast-routing

 ipv6 unicast-routing cin bat dé router chuyén tiép géi IPv6.

10.6 Cau hinh default gateway
* Néu router két ndi nhiéu mang, n6 sé hoc dudng di.
+ Néu router chi c6 mot dudng ra, ta ciu hinh default route.

Rl(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.254
R1(config)# ipv6 route ::/0 2001:db8:acad:2::1
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10.7 Kiém tra va xac minh

R1# show ip interface brief
R1# show running-config
R1# ping 192.168.1.2

R1# traceroute 8.8.8.8

» show ip interface brief d€ xem trang thdi giao dién.

* ping va traceroute dé kiém tra két nbi.

Tém tit

* Router 2 thiét bi ting mang, dinh tuyén géi giita cdc mang.

 CAu hinh co ban g6m: hostname, mat khau, banner, dia chi IP cho céc giao dién.

* Router can default route dé ra Internet.

+ Kiém tra hoat dong bing cac 1énh show, ping, traceroute.

Cau hoi 6n tap
1. Chitc nang co ban cua router la gi?

 Két ndi nhiéu mang khac nhau.

* Dinh tuyén géi tin dua trén dia chi IP dich.
2. Lénh nao ding dé cAu hinh mét khiu enable secret?

* Router(config)# enable secret <mit_khiu>
3. Tai sao can lénh no shutdown trén giao dién router?

* Giao dién mic dinh & trang thai tat (administratively down).

» no shutdown kich hoat giao dién d€ n6 c6 thé truyén dit liéu.
4. Chu hinh default route trong IPv4 va IPv6 nhu thé nao?

e IPv4: ip route 0.0.0.0 0.0.0.0 <next-hop>

* IPv6: ipv6 route ::/0 <next-hop>
5. Lénh nao hién thi nhanh trang thai cac giao dién?

* show ip interface brief
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10.8 Thuét ngit can nhé

Router Thiét bi mang tang 3 (mang) c6 chic ning chinh 1a dinh tuyén géi tin gitta cdc mang khéc nhau va chon

dudng di t6i uu dua vao bang dinh tuyén.
Routing Qua trinh xdc dinh dudng di t6t nhit cho géi tin tif ngudn dén dich qua nhiéu mang trung gian.

Routing Table (Bang dinh tuyén) Co s dit liéu trong router chiia thong tin vé mang dich, dia chi next-hop, giao
dién ra va chi phi dudng di.

Default Gateway Dia chi router ma céc host trong mang LAN gti g6i tin dén khi dich ndm ngoai subnet cuc bo.

Default Route Tuyén mic dinh trong bang dinh tuyén, dung khi khong c6 tuyén nao cu thé dén mang dich
(0.0.0.0/0 hoiic : : /0).

Static Route Tuyén dudc ciu hinh thii cong bdi quan tri vién, khong thay ddi trit khi ngudi quan tri stta ciu hinh.

Dynamic Routing Phuong phap ding cdc giao thic dinh tuyén (RIP, OSPF, EIGRP, BGP) d¢ router tu dong hoc

va cap nhat tuyén.

Cisco I0S (Internetwork Operating System) Hé diéu hanh mang ctia Cisco dung d€ ciu hinh, vin hanh va quan

Iy router va switch.
CLI (Command Line Interface) Giao dién dong 1énh cho phép nhap 1énh d€ cAu hinh va ki€ém sodt router Cisco.

User EXEC Mode Ché d6 EXEC co ban (Router>), cho phép thuc hién mot sb 1énh gidm sat don gian nhung
khong thay di ciu hinh.

Privileged EXEC Mode Ché d6 EXEC dic quyén (Router#), cho phép chay cac 1énh kiém tra chi tiét va truy cap
vao ché do ciu hinh.

Global Configuration Mode Ché do ciu hinh toan cuc (Router (config)#), ndi quén tri vién thiét 1ap cac tham
s6 cAu hinh cho toan bo router.

Interface Configuration Mode Ché do cAu hinh danh riéng cho mét giao dién mang trén router (Router (config-if)#),
dung d€ gan dia chi IP, bat/tit giao dién.

Hostname Tén dinh danh cta router, gitip phan biét thiét bi trong qu4 trinh quan tri.

Banner Message Thong béo hién thi khi ngudi ding ding nhap vao thiét bi, thudng dung cho canh bdo bao mat
hodc thong tin quan tri.

Enable Secret Mat khdu ma héa dudc cAu hinh d€ bao vé truy cap vao ché do EXEC dic quyén.
Console Password Mat khiu bdo vé truy cip qua cng console.
VTY Password Mat khau bo vé truy cip tif xa qua Telnet/SSH vao router.

Show Commands Nhém 1énh hién thi trang thai va cdu hinh cta router, vi du: show running-config, show ip

route, show interfaces.

Ping Lénh kiém tra kha ning két ndi IP giita router va thiét bi dich bing cach giti ICMP Echo Request va nhin
Echo Reply.

Traceroute Lénh hién thi dudng di clia géi tin qua céc router trung gian dén dich, gitip chdn doan su cb mang.

Running-config CAu hinh dang hoat dong trong RAM ctia router, c6 thé thay ddi truc tiép bang céc 1énh ciu hinh.
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Startup-config Ciu hinh dugc luu trong NVRAM, sé dudc nap khi router khéi dong lai.

Save Configuration Hanh dong sao chép cu hinh hién tai (running-config) sang startup-config dé dam bao cu

hinh dugc giit lai sau khi khéi dong lai (copy running-config startup-config).
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Dia chi IPv4

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
* Giai thich céu tric ctia dia chi IPv4 va subnet mask.
 Phén biét cac loai dia chi IPv4: unicast, broadcast, multicast.
* M6 ta khai niém subnetting va vai tro cia no.
+ Tinh to4n sb mang con va sb host kha dung.
+ CAu hinh dia chi IPv4 trén thiét bi mang va PC.

* Hiéu cdc khdi niém dic biét: dia chi riéng, dia chi cong cong, APIPA.

Thuat ngu chinh

IPv4 address ¢ Private / Public address

e Subnet mask

L]

APIPA (Automatic Private IP Addressing)

¢ Network address

CIDR (Classless Inter-Domain Routing)
* Host address
¢ Default gateway * Subnetting

* Broadcast address * VLSM (Variable Length Subnet Mask)

11.1 Gigi thiéu
Dia chi IPv4 12 nén tang clia giao tiép mang trong nhiéu thap ky. N6 cung cip cich dinh danh logic cho thiét bi va

xéc dinh c4ch dinh tuyén géi tin. Chuong nay gidi thich chi tiét cu triic va phan loai dia chi IPv4, cich subnetting

va cach cu hinh trong méi trudng mang.
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11.2 Cau truc dia chi IPv4 (IPv4 Addressing)
* Do dai: 32 bit, viét dudi dang thap phan chdm (vi du: 192.168.1.1).
+ Gom hai phan: Network ID va Host ID.

+ Subnet mask xdc dinh bao nhiéu bit 12 phan mang, bao nhiéu bit 12 phan host.

Network Portion ' Host Portion

192 . 168 . 10

11000000 10101000 00001010 00001010

Hinh 11.1: CAu tric dia chi IPv4.

IPv4 1
v4 Address H 10 ‘

11.3 Phan loai dia chi IPv4

11.3.1 Dia chi unicast

Gti tir mot ngudn dén mot dich cu thé.

11.3.2 Dia chi broadcast
+ Gi dén tit ca host trong cling mang con.

* Vi du: dia chi cubi trong subnet (192.168.1.255/24).

11.3.3 Dia chi multicast

+ Gtii dén mot nhém host quan tdm (224.0.0.0 dén 239.255.255.255).

11.3.4 Dia chi dac biét
* 127.0.0.1: loopback (localhost).

* 169.254.0.0/16: APIPA khi DHCP khong phén hdi.

11.4 Dia chi cong cong va dia chi riéng
+ Cong cong: dung trén Internet, phai duy nhit toan cau.
* Riéng: dung trong mang ndi by, cac dai chinh:

- 10.0.0.0/8
- 172.16.0.0/12
- 192.168.0.0/16
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11.5 Subnetting

11.5.1 Khai niém

Chia mdt mang 16n thanh nhiéu mang con nhé hon d€ sit dung hiéu qua dia chi va ting tinh bio mat.

11.5.2 Tinh toan c¢ ban
 S6 mang con = 2" (vdi n 1a s6 bit mugn).

+ S6 host kha dung mdi subnet = 2" —2 (véi & 1a s6 bit host con lai).

1153 Vidu
 Mang gbc: 192.168.1.0/24.
e Muon 2 bit host — /26.

o S6 subnet: 2% = 4, mbi subnet c6 2 — 2 = 62 host kha dung.

11.6 CIDR va VLSM

 CIDR: viét subnet mask theo dang /n (prefix length).

* VLSM: cho phép chia mang v6i do dai subnet mask khac nhau tiy nhu cau.

Xac dinh mang nho phép AND logic

Dé x4c dinh dia chi mang clia mot may chi IPv4, dia chi IPv4 dugc thuc hién phép AND logic tiing bit véi miit
na mang con. Phép AND giita dia chi va mit na mang con sé& cho ra dia chi mang. P& minh hoa cdch st dung
phép AND dé tim dia chi mang, hiy xem xét mot may chii ¢6 dia chi IPv4 12 192.168.10.10 va mit na mang con la
255.255.255.0, nhu thé hién trong Hinh 11.2.

192 . 168 L 10 . 10
f-"
IPv4 h
advdre;)sst —1|100 0000 10101000 00001010 00001010
AND < %5 | e | i | ;
Subnet Mask m "M MMM 0000 0000
S
192 ; 168 . 10 ) 0
IPvd Eaual
network quals
address - _1|100 0000 10101000 00001010 0000 0000

Hinh 11.2: Xac dinh mang nho phép AND logic.

AnhNH54 @fe.edu.vn Trang 78



Chuong 11 — Dia chi IPv4 Ngé Hai Anh

11.7 Chu hinh dia chi IPv4 trén thiét bi

11.7.1 Trén router hoac switch layer 3

Rl(config)# interface g0/0
Ri(config-if)# ip address 192.168.10.1 255.255.255.0
Ri(config-if)# no shutdown

11.7.2 Trén PC (Windows)
¢ IP address: 192.168.10.10
* Subnet mask: 255.255.255.0
* Default gateway: 192.168.10.1

e DNS server: 8.8.8.8

Tom tat
* IPv4 dai 32 bit, viét theo thap phan chim.
e Co ba loai dia chi: unicast, broadcast, multicast.
* Dia chi riéng dung trong mang ndi bd; dia chi cong cong dung trén Internet.

» Subnetting gitip chia nhé mang, tiét kiém dia chi, ting bao mat.

CIDR va VLSM cung cip céach chia mang linh hoat.

Cau hoi 6n tap
1. Dia chi IPv4 ¢6 do dai bao nhiéu bit?
* Dia chi IPv4 c6 do dai 32 bit, thudng viét dusi dang thap phan chim (vi du: 192.168.1.1).
2. Dia chi broadcast dugc xac dinh nhu thé nao?

* Dia chi broadcast 12 dia chi cubi ciing trong mot subnet.
* Vidu: mang 192.168.1.0/24 c6 dia chi broadcast 1a 192.168.1.255.

3. Su khac biét gitra dia chi cong cong va dia chi riéng?

* Dia chi cong cong: c6 thé dinh tuyén trén Internet, phai duy nhét toan cau.

» Dia chi riéng: chi st dung trong mang ndi bo, khong dinh tuyén truc tiép trén Internet.
4. Céng thitc tinh s6 mang con va s6 host kha dung?

+ S6 mang con = 2" (v6i n 1a s6 bit mugn cho phin mang).

* S6 host kha dung = 2" — 2 (v6i /& 1a s6 bit con lai cho phan host).
5. CIDR va VLSM mang lai lgi ich gi?

* CIDR cho phép viét subnet mask dudi dang prefix length (/n), linh hoat hon so v6i phan 16p truyén
théng.
* VLSM cho phép chia mang vGi subnet mask c6 do dai khac nhau, gitp st dung dia chi hiéu qua.
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11.8 Bai tap Chuong 11

1.

10.

Mot mang c6 dia chi 192.168.10.0/26. Hay tinh sb host kha dung, dia chi mang, va dia chi broadcast.
Dap an:

/26 = 2 -2 = 62 host kha dung. Pia chi mang: 192.168.10.0. Dia chi broadcast: 192.168.10.63.

Mot cong ty dudc cip dii 172.16.0.0/16. Ho can chia thanh it nhit 400 subnet. Hiy x4c dinh prefix mdi.
Pap an:

2" > 400 = n =9 bit muon. Prefix = 16+9 =25 = 4»25' MBbi subnet ¢6 126 host kh4 dung.

. Mot mang c6 prefix /20. Hiy tinh sb host kha dung.

Pap an:

Host bit = 32— 20 = 12. Host kha dung = 212 -2 = 4094.

Mot mang 10.0.0.0/18. Hiy tinh s6 subnet tao dugc tir d4i 10.0.0.0/16 khi chia thanh /18.

Pap an:

Bit muon = 18 — 16 = 2. S6 subnet = 22 = 4.

Mot host c6 TP 192.168.1.130/25. Hay xac dinh dia chi mang va broadcast.

Pap an:

/25 = subnet mask = 255.255.255.128. Dia chi mang: 192.168.1.128. Dia chi broadcast: 192.168.1.255.
Mot t6 chiic can 500 host trong mdt mang con. Hay xéc dinh prefix tdi thiéu.

Dap an:

2"-2>500=>n=9.Prefix=32-9=23 = {}23. Mai subnet c6 510 host kha dung.

Mot mang c6 dai 192.168.5.0/24. Néu chia thanh 4 subnet bang nhau, hiy xéc dinh prefix méi va s6 host
kha dung trong mdi subnet.

Dap an:

Can chia 4 = muon 2 bit. Prefix méi = 24 +2 = 26 = ﬁ26. MG&i subnet c6 2° -2 = 62 host kha dung.
Mot cong ty ¢6 dai 10.0.0.0/8. Néu can 1000 subnet, hiy xac dinh prefix can dung.

Pap an:

221000 = n = 10. Prefix =8 + 10 =18 = _18. MBoi subnet c6 24 —2 = 16,382 host kha dung.

. Mot g6i dit lidu c6 IP ngudn 192.168.1.10/24 va dich 192.168.2.20/24. Hiy cho biét gbi c6 can di qua

router khong.

Dap an:

Mang nguén = 192.168.1.0/24. Mang dich = 192.168.2.0/24. Hai mang khac nhau = can qua router.

Mot dai dia chi 192.168.100.0/24 dugc chia thanh céc subnet /28. Hay tinh s6 subnet tao dudc va sb host
kha dung trong mdi subnet.

Dap an:

Bit mucn = 28 — 24 = 4. S6 subnet = 2* = 16. M&i subnet ¢6 2% — 2 = 14 host kha dung.
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11.9 Thuét ngit can nhé

IPv4 Address Dia chi Internet Protocol phién ban 4, dai 32 bit, dudc chia thanh b6n octet va viét theo dang thap
phan chim (vi du: 192.168.1.1).

Octet Nhom 8 bit trong dia chi IPv4. Mot dia chi IPv4 gom 4 octet, mdi octet c6 gid tri tir O dén 255.

Network Portion Phan dia chi xdc dinh mang hoic subnet, giéng nhau cho tit ci cdc host trong cing mdt mang

con.

Host Portion Phan dia chi x4c dinh thiét bi riéng 1€ (host) trong cling mdt mang con. Phan nay phdi duy nhit trong

mang.

Subnet Mask Day 32 bit di kém dia chi IPv4, diing d€ phan biét phan mang va phan host. Thudng viét & dang thap
phan chim, vi du: 255.255.255.0.

Prefix Length Céch viét riit gon ctia subnet mask bing CIDR (Classless Inter-Domain Routing), vi du: /24 tucng
ing véi 255.255.255.0.

Network Address Pia chi diu tién trong mot subnet, tit ci cic bit phan host bang 0. N6 dinh danh chinh subnet
do, khong gan cho host.

Broadcast Address Dia chi cudi cling trong subnet, tit ci cac bit phan host bang 1. Pudc dung dé giii géi dén toan
bd host trong subnet.

Unicast Address Dia chi IPv4 ding d€ dinh danh mot host duy nhat trong mang. G6i unicast dugc gtii dén ding
thiét bi dich.

Private IPv4 Address Dia chi danh riéng cho mang ndi bo, khong dinh tuyén truc tiép trén Internet. Céc dai gdm:
* 10.0.0.0/8

* 172.16.0.0/12
* 192.168.0.0/16

Public IPv4 Address Dia chi c6 thé dinh tuyén trén Internet toan cau, do céc t& chifc quan 1y dia chi (IANA, RIR)
cAp phat.

Loopback Address Dia chi 127.0.0.0/8, thudng dung 127.0.0.1 d€ kiém tra hoat dong TCP/IP cuc bo trén host.

Link-local Address Dia chi tu gan 169.254.0.0/16 khi host khong nhin dugc IP tt DHCP. Chi hoat dong trong
mét lién két cuc bd.

Classful Addressing Céach chia dia chi IPv4 theo 16p A, B, C, D, E dua trén cac bit dau tién. Ngay nay da 16i thoi,
dudc thay thé bdi CIDR.

CIDR (Classless Inter-Domain Routing) Phuong phép dinh tuyén khong phan 16p, cho phép ding prefix length
linh hoat d€ chia subnet hiéu qua hon.

Subnetting Qua trinh chia mot mang 16n thanh cdc mang con nhd hon bing cich mugn bit tif phin host d&€ mé
rong phan mang.

Variable Length Subnet Masking (VLSM) Ky thuit chia subnet v6i mit na do dai bién ddi, cho phép phan bd

khong gian dia chi t6i uu hon cho cidc mang c6 quy md khac nhau.

Address Block Mot dai lién tuc cac dia chi IPv4 dudc gan hodc cp phat, thuong dudc mo ta bang dia chi mang +
prefix length.
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Default Gateway Router trong mang LAN c6 dia chi IP ndi bd, noi host gtii géi khi dich nam ngoai subnet ctia n6.

IPv4 Packet Header Phin dau géi IPv4 chia thong tin diéu khién, gdm cic trudng: dia chi IP ngudn, dich, TTL,
protocol, checksum, v.v.

Address Exhaustion Hién tuong can kiét khong gian dia chi IPv4 do sb lugng host két ndi Internet ngay cang ting.

NAT (Network Address Translation) Co ché cho phép nhiéu thiét bi trong mang riéng ding mot dia chi cong
cong d€ truy cap Internet, gitip tiét kiém IPv4 cong cong.

DHCP (Dynamic Host Configuration Protocol) Giao thic cip phat tu dong dia chi IPv4, subnet mask, default
gateway, DNS cho host trong mang.
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Chuong 12

Dia chi IPv6

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
» Giai thich ly do can IPv6 thay thé IPv4.
o MO ta cu tric dia chi IPv6 (128 bit).
* Phan biét cac loai dia chi IPv6: unicast, multicast, anycast.
« Viét va it gon dia chi IPv6 diing quy tic.
+ CAu hinh dia chi IPv6 trén thiét bi mang.

* Hiéu co ché tu cAu hinh SLAAC va DHCPV6.

Thuat ngu chinh
* IPv6 address * Loopback
* Unicast / Multicast / Anycast * IPv6 prefix
* Link-local * SLAAC
* Global unicast * DHCPv6

* Unique local ICMPv6 Neighbor Discovery

12.1 Gidi thiéu

IPv4 chi c6 32 bit dia chi, tiic khoang 4,3 ty dia chi. V6i su bung nd clia Internet, con s6 nay khong con di. IPv6 véi

dia chi 128 bit dugc phat trién d€ giai quyét van dé niy, cung cAp khong gian dia chi khdng 16 ciing nhiéu cai tién.

12.2 Cau truc dia chi IPv6
* Do dai: 128 bit, viét dudi dang thap luc phan, gdm 8 nhém, mdi nhém 16 bit.

* Vi du: 2001:0db8:0000:0000:0000:f00:0042:8329
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[T

* C6 thé riit gon: bd s6 0 & ddu mbi nhom, thay chudi nhém 0 bang “::” (chi dung mot 1an).

* Vi du rat gon: 2001:db8::ff00:42:8329

X X X X X X X h
Doon 0000 0oon 0000 0000 0000 0000 0000
to - 10 - to - 10 u to . 1o L fo : to

i L i i) i) fiff fifr il

0000 0000 0000 0000
to to to o

111 111 111 1111

Hinh 12.1: CAu triic dia chi IPv6.

12.3 Cac loai dia chi IPv6

12.3.1 Unicast
Dai dién cho mot giao dién duy nhéit. Gom:
+ Global unicast: dinh tuyén toan ciu trén Internet (2000::/3).
« Link-local: ty dong tao, bt diu bang FE80::/10, dung trong cling lién két.

* Unique local: tuong tu dia chi riéng IPv4, khong dinh tuyén toan cau (FC00::/7).

12.3.2 Multicast

Gti dén nhiéu nit cing tham gia nhém. Dai FF00::/8.

12.3.3 Anycast

Dia chi gin cho nhiéu niit, géi tin sé dén nit gan nhét (theo dinh tuyén).

12.3.4 Dia chi dac biét
* ::1 —loopback

e :: — dia chi chua xac dinh

12.4 Tién td va subnet IPv6

* IPv6 ciing dung subnet prefix, viét dang /n.

* Subnet méc dinh cho LAN thuong 1a /64.
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12.5 Cau hinh dia chi IPv6

12.5.1 Thu cong

Rl(config)# interface g0/0
Rl(config-if)# ipv6 address 2001:db8:acad:1::1/64
Ri(config-if)# no shutdown

12.5.2 Tu dong

» SLAAC: host tu cAu hinh dia chi dua trén prefix tif router advertisement.

« DHCPv6: cip phat thém thong tin nhu DNS, gateway.

12.6 Neighbor Discovery va ICMPv6

* Thay thé ARP trong IPv6.
* St dung thong diép Neighbor Solicitation va Neighbor Advertisement.

+ Kiém tra tinh sin sang cta nut va phat hién dia chi tring lip (DAD — Duplicate Address Detection).

Tom tat
» IPv6 dugc phit trién dé thay thé IPv4 do thiéu dia chi.
» Dia chi dai 128 bit, viét dang hex, c6 thé rit gon.

* Cac loai chinh: global unicast, link-local, unique local, multicast, anycast.

Subnet IPv6 thutng dung /64.
+ CAu hinh thi cong, SLAAC hoic DHCPv6.

* Neighbor Discovery thay ARP, dung ICMPv6.

Cau hoi 6n tap
1. IPv6 c6 dd dai bao nhiéu bit? So vdi IPv4 thi khac thé nao?

* [Pv6 c6 do dai 128 bit, trong khi IPv4 dai 32 bit.

» Khong gian dia chi IPv6 16n hon réit nhiéu so véi IPv4.
2. Cac quy tac rit gon dia chi IPv6 la gi?

* B6 s6 0 6 dau trong m&i nhém 16 bit.

+ Thay chudi nhiéu nhém toan 0 bang ky hiéu : : (chi dung mot 1an trong dia chi).
3. Phan biét global unicast, link-local va unique local trong IPv6.

+ Global unicast: c6 thé dinh tuyén toan cau trén Internet (bat dau bang 2000::/3).

+ Link-local: tv dong tao (FE80::/10), chi dung trong cling lién két.
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+ Unique local: diing trong ndi bo t6 chiic, khong dinh tuyén toan cau (FC00::/7).
4. SLAAC hoat dong nhur thé nao?

¢ Host nhan Router Advertisement (RA) ti router.
» Dung prefix trong RA két hop véi dia chi MAC d€ tu cAu hinh dia chi IPv6.
5. Neighbor Discovery thay thé ARP ra sao trong IPv6?
* Neighbor Discovery (ND) dung thong diép ICMPv6 Neighbor Solicitation va Advertisement dé phan
giai dia chi.

» Ngoai phan giai dia chi, ND con phat hién trung 1dp dia chi (Duplicate Address Detection).

12.7 Bai tap Chuong 12

1. Viét rit gon dia chi IPv6 sau: 2001 :0db8:0000:0000:0000:0000:0000: 1A2F
Dap an:
B6 s6 0 thira trong tiing nhém va dung : : cho chudi 0 lién tiép. = 2001 :db8: : 1a2f.
2. Mot dia chi IPV6 c6 prefix /64. Hay tinh s6 dia chi host kha dung trong mot mang con.
Dap an:
Host bit = 128 — 64 = 64. Téng dia chi = 2%* ~ 1.84 x 10'°. S& luong kha dung cuc ky 16n (khong can trit nhu
1Pv4).
3. Mot mang IPv6 2001 :db8:acad: : /48 dudc chia thanh céc subnet /64. Hay tinh sb subnet tao dudc.
Dap an:
Bit muon = 64 — 48 = 16. S subnet = 2'° = 65,536.
4. Pia chi IPv6 FE80: : 1 thudc loai nao? C6 dinh tuyén toan cau dugc khong?
Dap an:
Bit diu bing FE80: : /10 = la dia chi link-local. Khong dinh tuyén toan ciu, chi dung trong cting mot lién
két.
5. Mot t6 chiic c¢6 prefix 2001 :db8:acad: : /48. Néu mudn chia thanh cic subnet /56, hiy tinh sb subnet c6
thé tao.
Dap an:
Bit mugn = 56 — 48 = 8. S6 subnet = 28 = 256.
6. Viét dia chi IPv6 day dd (khong riit gon) cho: 2001 :db8: : abcd.
Dap an:
Dién dii 8 nhém 4 hex digit: 2001 : 0db8: 0000 : 0000 : 0000 : 0000 : 0000 : abcd.
7. Mot host ty dong cAu hinh SLAAC nhan prefix 2001 :db8:acad:1: :/64. Diachi MAC 12 00:1A:2B:3C:4D:5E.
Hay tinh Interface ID theo dinh dang EUI-64.
Dap an:
MAC: 00-1A-2B-3C-4D-5E. Chen FFFE gitta = 00-1A-2B-FF-FE-3C-4D-5E. Déo bit U/L (bit thd 7) cua
byte dau: 00 = 02. Interface ID = 021A : 2BFF : FE3C : 4D5E. Dia chi IPv6 diy di: 2001 :db8:acad:1:021a:2bff : fe3c:4c
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8. Mot router quang ba prefix 2001:db8:abcd: : /64. Néu 100 host dung SLAAC, hiy cho biét s6 luong dia
chi IPv6 dugc tao.

Pap an:
MB&i host tif tao mdt dia chi IPv6 duy nhit. Tong s dia chi = 100 (kha thi vi khong gi6i han).

9. Mot dia chi IPv6 multicast bat dau bang FF02: : 1. Hay cho biét nhém multicast nay la gi.
Dap an:

FF02: : 1 1a dia chi multicast all-nodes trén link-local. TAt c4 céc host trong lién két sé nhan géi tin.

10. Mot mang 2001 :db8:acad: : /48 dudc chia thanh /64. Néu dung hét cac subnet, hiy tinh s6 host ly thuyét
t6i da ma mang nay c6 thé chifa.
Pap an:
S6 subnet /64 = 216 = 65, 536. Mbi subnet /64 c6 254 dia chi. Tong s6 host Iy thuyét = 65,536 x 264 = 216 264 =
280,

12.8 Thuét ngit can nhé

IPv6 Address Dia chi Internet Protocol phién ban 6, dai 128 bit, cung cip khong gian dia chi cuc 16n. Viét dudi
dang thap luc phén, chia thanh 8 nhém cach nhau bsi du hai chim (vi du: 2001 : 0db8: 0000 : 0000 : 0000 : ££00: 0042 : 832

Hexadecimal Notation Cach biéu dién IPv6 bang hé thip luc phan dé riit gon d6 dai, m&i nhém gdm 16 bit.

Zero Compression Quy tic rit gon trong IPv6: chudi ciac nhém sb 0 lién tiép c6 thé thay bang ky hiéu : : (chi
dugc ding mot 1an trong dia chi).

IPv6 Prefix Phan diu clia dia chi IPv6 xdc dinh mang, tuong tu nhu subnet trong IPv4. Dudgc viét kem do dai (vi
du: /64).

Interface ID Phin nhin dang host trong dia chi IPv6, thudng dai 64 bit. C6 thé dugc sinh ty dong tir dia chi MAC
hodc tao ngiu nhién.

Global Unicast Address Dia chi cong cong toan cau trong IPv6, c6 pham vi Internet, tuong tu nhu dia chi cong
cong IPv4. Thudng bat diu bang 2000: : /3.

Link-local Address Dia chi IPv6 ti dong gdn cho moi giao dién, dung d€ giao tiép trong ciing mot lién két (khong
dinh tuyén). TAt ca déu bit dau bang FE80: : /10.

Unique Local Address (ULA) Dia chi IPv6 riéng, khong dinh tuyén trén Internet toan cau, thudng ding trong
mang ndi bd (FCO0: : /7).

Multicast Address Dia chi IPv6 ding d€ giti g6i dén nhiéu thiét bi trong mot nhom, bat dau biang FF0O: : /8.
Loopback Address Dia chi : : 1, tuong duong 127.0.0.1 trong IPv4, ding dé kiém tra TCP/IP cuc bd trén host.
Unspecified Address Dia chi : :, dudc dung khi mot thiét bi chua dugc gan dia chi IPv6.

Anycast Address Dia chi IPv6 dudc gin cho nhiéu giao dién, géi tin dudc dinh tuyén dén giao dién gan nhét (theo
dinh tuyén).

SLAAC (Stateless Address Autoconfiguration) Co ché cho phép host tu dong cAu hinh dia chi IPv6 dua trén
thong tin tir Router Advertisement (RA), khong can DHCPV6.
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DHCPv6 Giao thiic cip phat dia chi IPv6 dong, c6 thé hoat dong & ché do stateful (cAp dia chi dy di) hoic
stateless (cAp thém thong tin cAu hinh).

Router Solicitation (RS) Ban tin ICMPv6 ma host gtii d€ yéu cau router cung cip thong tin mang.

Router Advertisement (RA) Ban tin ICMPv6 ma router giii, cung cip prefix, default gateway, va thong tin ciu
hinh (SLAAC, DHCPV6).

Neighbor Discovery Protocol (NDP) Giao thiic IPv6 thay thé ARP, cung cip phan giai dia chi, phat hién lang
giéng, phat hién tring lip dia chi (DAD), va quan ly thong tin router.

DAD (Duplicate Address Detection) Qua4 trinh kiém tra tring 1ip dia chi IPv6 trudc khi mot host st dung dia chi
dé.

IPv6 Header Phan dau 261 IPv6, c6 do dai ¢b dinh 40 byte, gém cac trudng co ban: nguén, dich, do uu tién, Next
Header, Hop Limit.

Extension Headers Cic header b3 sung trong IPv6 cung cép tinh ning nang cao nhu dinh tuyén md rong, phan
manh, bao mat (AH, ESP).

Tunneling Ky thuit bao g6i géi IPv6 bén trong IPv4 d€ truyén qua ha tang chi hd trg IPv4.

Dual Stack Phuong phép trién khai dong thdi ca IPv4 va IPv6 trén cuing thiét bi, cho phép hoat dong song song

trong giai doan chuyén déi.
Prefix Length Biéu dién s bit thudc phan mang trong dia chi IPv6, vi du: /64, /48.

Aggregatable Global Unicast Address Ciu triic dia chi IPv6 cong cong hd trg phan cip dinh tuyén, gitp gidm
kich thudc bang dinh tuyén Internet.
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Chuong 13

Giao thic diéu khién thong diép Internet
(ICMP)

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
* Giai thich vai tro cia ICMP trong mang IP.
* MO ta cac loai thong diép ICMPv4 va ICMPvo.
* Hiéu ICMP hd trg chan dodn mang vdi 1énh ping va traceroute.

* So sanh sy khac biét gitta ICMPv4 va ICMPv6.

Thuat ngu chinh

 ICMPv4 ¢ Time exceeded

ICMPv6
» Router advertisement / solicitation
* Echo request / reply

* Destination unreachable * Neighbor solicitation / advertisement

13.1 Gidi thiéu

ICMP (Internet Control Message Protocol) 1a giao thiic hd trg trong bd TCP/IP. N6 cung cip thong tin phan hdi vé

cdc van dé truyén géi tin, cling nhu cdng cu chin dodn nhu ping va traceroute.

13.2 ICMPv4

13.2.1 Cac loai thong diép chinh
+ Echo request / reply: dung trong 1énh ping d€ kiém tra két ndi.
+ Destination unreachable: bio khong thé dén dich (mang, host, cdng, giao thc).

» Time exceeded: bdo gai tin bi loai bé do TTL = 0 (dung trong traceroute).
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Ngo Hdi Anh

13.2.2 Ping véi ICMPv4
« Ping gtii chudi echo request dén dich, nhan echo reply.

 Néu nhan dugc phan hoi, dudng di két ni 1a hoat dong.

Ping dia chi Loopback

This connection uses the following tems:
[ BFCentfor Moosch Networks |
) P Fie and Printer Sharing for Microsoht Networks

¥ 88 ituaiBox NDISE Bridged Networking Ditver
] 500 Packet Scheduer

(] 4 Mcrosolt Network Adapter Muliplexor Protocal
W 4 Mcrosoft LLDP Protocol Driver v
|€ >
Instal... Uninstal Properbes
Description
Transmission Control Protocol/intemet Protocol. The defaul
across diverse interconnected networks.

0K Cancel

Ping Default Gateway

ECHO REQUEST

ECHO REPLY

10.0.0.254
255.255.255.0

General

ou can et P if

your ric Suppo
s capablity. Otherwese, you nesd in &k your network adminstanr
for the appropriste [F settngs.

~ () Chizin 2n P adéress automascaly
(®)Lge e Folowing P address:

10.0.0.1
255.255.255.0 Padess

sretnas: [m.5.3.0 |

fl.ﬂ.D.D,l_

;m.n.n.zsa

Olptain DNS serves address automatially
(#)ing the following DNS server addresses:
Breflerred DNS server: [
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13.2.3 Traceroute véi ICMPv4
+ Gti g6i v6i TTL ting dan.
* Mbi router gidm TTL, khi TTL = 0 thi trd ICMP time exceeded vé ngudn.

* Gitp x4c dinh dudng di qua céc router trung gian.

13.3 ICMPvé6

13.3.1 Cac loai thong diép chinh
* Echo request / reply: tuong tu ICMPv4.
* Destination unreachable, Time exceeded: tuong tu ICMPv4.
* Neighbor solicitation / advertisement: dung trong phén giai dia chi (thay ARP).

* Router solicitation / advertisement: ho tr¢ ty dong ciu hinh dia chi (SLAAC).

13.3.2 Ping va traceroute v6i ICMPv6

Hoat dong tuong tu ICMPv4, nhung dung géi tin ICMPv6.

13.4 Su khic biét giita ICMPv4 vi ICMPv6

+ ICMPv6 c6 thém nhiéu chiic ning méi: Neighbor Discovery, hd trg SLAAC.

+ ICMPV6 bat budc trong IPv6; trong khi ICMPv4 thudng chi diing b trg.

Tém tat
+ ICMP cung cip co ché phan hoi 16i va chin doan trong mang IP.
« ICMPv4 hb trg echo, unreachable, time exceeded.
» ICMPv6 ngoai cac chiic nang trén con cé Neighbor Discovery va Router Advertisement.

» Ping va traceroute 13 hai cong cu phd bién dua trén ICMP.

Cau hoi 6n tap
1. Vai tro chinh ctia ICMP la gi?

* Cung cip thong tin phan hoi vé céc van dé trong truyén di liéu IP.

* H6 tr¢ chidn doan mang thong qua céc cong cu nhu ping va traceroute.
2. Ping hoat dong dua trén loai thong diép ICMP nao?
* Duya trén thong diép Echo Request va Echo Reply.

3. Traceroute st dung thong diép ICMP gi?
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4.

5.

* Dua vao thong diép Time Exceeded dé pht hién céc router trung gian trén dudng di.
ICMPv6 b6 sung chifc niing nao so véi ICMPv4?

* HO trg Neighbor Discovery (thay ARP trong IPv4).

 Hd trg Router Solicitation/Advertisement cho SLAAC.
Tai sao ICMPv6 dudc coi la bat budc trong IPv6?

* Vin6 khong chi bao 16i ma con thuc hién cic chiic ning c6t 16i nhu phén giai dia chi, tu dong cAu hinh,
phat hién trung ldp dia chi.
+ Néu khong c6 ICMPv6 thi IPv6 khong thé hoat dong day da.

13.5 Bai tap Chuong 13

1.

Mot PC gtii 4 g6i ping ICMP Echo Request), mdi g6i 64 byte, dén router. Néu RTT trung binh 14 20 ms, hiy
tinh t&ng thdi gian truyén va tong s byte dit liéu ICMP dudc gii.

Dap an:

Thoi gian = 4 x 20 = 80 ms. Dit liéu ICMP = 4 x 64 = 256 byte.

Mot géi ICMP c6 TTL ban dau = 8. N6 di qua 10 router tru6c khi dén dich. Géi sé gip van dé gi?
Pap an:

Sau 8 router TTL = 0. G6i bi loai bd tai router thi 8 va gitii ICMP Time Exceeded vé ngudn.

Mot Iénh traceroute gti 3 probe dén médi hop. Néu c6 12 hop dén dich, hiy tinh téng sb géi probe dudc gi.
Pap an:

12 x 3 =36 gbi probe.

Mot PC ping dich 10 1an. 7 1an tra 15i, 3 1an timeout. Hay tinh ty 1& mit géi (packet loss).

Dap an:

Ty 1& mit g6i = 3{}10 =30%.

. Mot ICMPv4 Destination Unreachable c¢6 code = 3. Hay gidi thich y nghia.

Dap an:

Code 3 nghia la “Port Unreachable” — cdng dich khong mé hoic dich vu khong ling nghe.

Mot host giri Neighbor Solicitation trong IPv6. Néu 50 host trong mang, hy tinh bao nhiéu thiét bi nhan géi
tin.

Pap an:

Géi dugc gti dén dia chi multicast nhém dich, chi host muc tiéu nhan. = chi 1 thiét bi nhan.

Mot dudng truyén c6 do tré lan truyén 2 ms. Néu ping giita hai thiét bi mét 12 ms RTT, hiy tinh do tré xi
ly/dinh tuyén trung gian.

Dap an:

Tong RTT = 12 ms. Lan truyén 2 chiéu =2 x2 =4 ms. X1y = 12 -4 = 8 ms.

Mot PC gti 100 g6i ping, mdi géi 32 byte. Néu téc do dudng truyén 1 Mbps, hiy tinh tong thdi gian truyén
toan bo dit liéu ICMP (chi tinh thdi gian truyén).

Pap an:

100 x 32 x 8 = 25,600 bit. Thoi gian = 25,600{}106 =0.0256 s =25.6 ms.
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9. Mot router nhan duge ICMP Redirect message. Hay giai thich truong hop xdy ra va dnh hudng dén bang dinh
tuyén ctia host.

Pap an:
Redirect x4y ra khi host giii g6i qua router khong t6i uu, nhung router biét tuyén ngin hon. Router gii Redirect
dé host cap nhat bang dinh tuyén cuc bo.

10. Mot host IPv6 thuc hién Duplicate Address Detection (DAD). N6 gtii Neighbor Solicitation cho chinh dia chi
ctia minh. Néu nhan phan héi, diéu gi xay ra?

Dap an:
Dia chi da bi trung. Host khong st dung dia chi d6 va phai chon dia chi khac.

13.6 Thuit ngit can nhé

ICMP (Internet Control Message Protocol) Giao thic diéu khién Internet, dugc ting Mang sit dung d€ giii thong

bdo 16i va chin dodn gilta cic thiét bi mang.

ICMPv4 Phién ban ICMP dung cung véi IPv4, hd trg bdo 16i (Destination Unreachable, Time Exceeded) va chan
doan (Echo Request/Reply — ping).

ICMPv6 Phién ban ICMP diung ciing v6i IPv6, ngoai bdo 16i va chin dodn con tich hgp Neighbor Discovery
Protocol (NDP), Router Solicitation/Advertisement, Duplicate Address Detection (DAD).

Echo Request Ban tin ICMP giti tit mot thiét bi dén thiét bi khac dé€ kiém tra két nbi. Néu dich nhan dudc, n6 sé
phan héi bing Echo Reply.

Echo Reply Ban tin ICMP tra 1i cho Echo Request, x4c nhan rang thiét bi dich kha dung va c6 thé giao tiép.
Ping Lénh chin doan st dung ICMP Echo Request va Echo Reply d€ kiém tra kha ning két nbi giita hai thiét bi.

Traceroute Lénh chin doan st dung ICMP Time Exceeded (hoic UDP/TCP tuy hé diéu hanh) dé xac dinh dudng

di ctia gdi tin qua cac router trung gian.

Destination Unreachable Thong bao ICMP bio rang géi tin khong thé dudc chuyén dén dich vi mét sb 1y do
(khong c6 tuyén, host khong phan hdi, cong khong mé).

Time Exceeded Thong bao ICMP bio rang TTL (IPv4) hodc Hop Limit (IPv6) clia géi tin da giam vé 0, thudng
dung trong traceroute d€ phat hién router trung gian.

Redirect Thong bao ICMP tii router cho host, ggi y st dung tuyén khac hiéu qua hon dé dén ciing dich.
Neighbor Solicitation (NS) Ban tin ICMPv6 yéu cau dia chi MAC ctia mot dia chi IPv6 dich trong cling mang.
Neighbor Advertisement (NA) Ban tin ICMPV6 tra 15i NS, cung cip dia chi MAC tuong ting vdi dia chi IPv6.
Router Solicitation (RS) Ban tin ICMPv6 do host gtii d€ yéu cau router cung cp thong tin mang.

Router Advertisement (RA) Ban tin ICMPv6 do router gifi, cung cap prefix, default gateway, va co ché chu hinh
(SLAAC hodc DHCPv6).

Duplicate Address Detection (DAD) Quad trinh ICMPv6 st dung d€ dam bao dia chi IPv6 khong bi tring trén

mang.

Parameter Problem Thong bdao ICMP bdo 16i khi trudng trong header IP khong hgp 1€ hodc khdng dugc hd trg.
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ICMP Type/Code Cic truong trong header ICMP xac dinh loai béan tin (type) va chi tiét nguyén nhan (code). Vi
du: Echo Request c6 type 8, code 0 trong ICMPv4.

Control Message Thong diép ICMP ding dé quéan ly va diéu khién mang, khong phai d€ van chuyén dit liéu ngudi
dung.
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Chuong 14
Tang Van chuyén

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ Giai thich vai trd clia tAng van chuyén trong md hinh OSI.
* Phan biét TCP va UDP, uu nhugc diém cia tiing giao thic.
* MO t4 co ché port number va multiplexing/demultiplexing.
* Trinh bay céc co ché dam bao d6 tin ciy: bat tay ba budc, ACK, kiém soat ludng.

* Hiéu ting dung thuc té ctia TCP va UDP trong cic dich vu mang.

Thuat ngu chinh
* Transport layer * Three-way handshake
e TCP (Transmission Control Protocol) * Acknowledgment (ACK)
* UDP (User Datagram Protocol) ¢ Flow control
* Multiplexing / Demultiplexing * Window size
 Port number * Reliability

14.1 Giéi thiéu

Tang van chuyén cung clp dich vu truyén dif liéu tii tién trinh ngudn dén tién trinh dich. N6 hoat dong trén tang
mang, st dung dia chi IP, va b sung thong tin port d& xac dinh tng dung cu thé. Hai giao thiic chinh 12 TCP va
UDP. Vi tri clia tng nay trong md hinh TCP/IP dudc thé hién trong Hinh 14.1.

14.2 Chirc nang cua tﬁng van chuyén

+ Multiplexing/Demultiplexing: cho phép nhiéu ting dung chia sé cling mot két n6i mang, phan biét bang port
number.

* D) tin cly: kiém tra, xac nhan dif liéu, sdp xép lai néu can.
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Intemet Internet
TCP/IP Model TCP/IP Model
Hinh 14.1: Tang Van chuyén trong mo hinh TCP/IP.
« Kiém soat lufing: diéu chinh toc d6 giii dé tranh tran bd dém.
+ Phat hién 16i: dung checksum dé kiém tra di liéu.
14.3 TCP
14.3.1 Pac diém
* Két ndi huéng (connection-oriented).
¢ Dam bdo do tin cdy (reliability).
e Thi tu g6i tin dugc duy tri.
* C6 kiém sodt ludng va tic nghén.
14.3.2 Quy trinh bit tay ba buéc
1. SYN — Client gtii yéu cau khdi tao két ndi.
2. SYN-ACK - Server xic nhan va phan hdi.
3. ACK - Client x4c nhan, két nbi dugc thiét 1ap.
14.3.3 Co ché dam bao dd tin ciy
¢ ACK: xac nhan du liéu da nhén.
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Ngé Hdi Anh

* Retransmission: gti lai khi mat goi.
» Window size: kiém so4t luong dif liéu giti chua dugec ACK.
144 UDP

14.4.1 Pac diém

+ Khong két ndi (connectionless).

+ Khong dam bao d6 tin ciy, khong xac nhan, khong sap xép.

« It overhead, nhanh, hiéu qua cho ting dung thdi gian thuc.

14.4.2 f]'ng dung
* DNS (Domain Name System)
* VolIP, video streaming

» Cic giao thic can toc do cao, chap nhan mét géi.

14.5 Port number
« 16 bit, gid tri tit 0-65535.

» Cac dai chinh:

— 0-1023: well-known ports (HTTP 80, HTTPS 443, FTP 21, SSH 22).

— 1024-49151: registered ports.
— 49152-65535: dynamic/private ports.

14.6 So sanh TCP va UDP

» TCP: tin cdy, c6 thi ty, overhead cao hon, dung cho web, email, file transfer.

 UDP: khong tin ciy, khong thi tu, overhead thip, ding cho thoai, video, game online.

Tém tat

+ Tang van chuyén két néi ting dung ngudn va ing dung dich qua port number.

» UDP don gian, khong dam bao tin ciy nhung nhanh va hiéu qua.

* Port numbers cho phép nhiéu dich vu chay dong thdi trén mot thiét bi.
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Cau hoi 6n tap
1. Chiic niing chinh cha ting Van chuyén la gi?
» Cung cép truyén thong dau cubi t6i dau cubi gitta cdc dng dung.
+ Thuc hién phan chia dit liéu (segmentation), kiém sodt 16i, ki€ém sodt ludng, va tai sap xép di liéu.
2. Khac biét chinh giita TCP va UDP?
 TCP: huéng két ndi, tin cdy, c6 danh sb thi tu, c6 x4c nhan (ACK), kiém sodt ludng.
+ UDP: khong két ndi, khong tin ciy, khong dam bao thi tu, it overhead, toc d6 nhanh.
3. Quy trinh bit tay ba budc ciia TCP la gi?
* Budc 1: Client gtii g6i SYN dén server.
* Budc 2: Server phan hdi bang g6i SYN-ACK.
* Budc 3: Client giii ACK, két n6i dudc thiét 1ap.
4. Cac loai port number va vi du?

* Well-known ports (0-1023): HTTP (80), HTTPS (443), FTP (21), SSH (22).
* Registered ports (1024-49151): ting dung do cac hang dang ky.
* Dynamic/private ports (49152—-65535): dung tam thdi cho client.

5. Ung dung thuc té thuong ding TCP va UDP?

* TCP: web (HTTP/HTTPS), email (SMTP, IMAP, POP3), FTP.

+ UDP: DNS, VoIP, video streaming, game truc tuyén.

14.7 Bai tap Chuong 14

1. Mot tng dung giti 12.000 byte dit liéu qua TCP. Néu MSS (Maximum Segment Size) = 1460 byte, hiy tinh
s6 segment TCP dugc tao ra.

Dap an:
12,000 ﬂ1460 ~ 8.22 = 9 segment. (8 segment ddy dii va 1 segment chia phan du).
2. Mot segment TCP c¢6 payload 1000 byte, header TCP 20 byte, header IP 20 byte. Hay tinh kich thuGc toan bo
261 IP va ty 1€ overhead.
Pap an:
Téng = 1000 + 20 + 20 = 1040 byte. Overhead = 404}1040 ~ 3.85%.
3. Mot client md 500 két ndi TCP dong thoi, mbi két ndi chiém trung binh 64 byte thong tin trang thai trong bd
nhé. Hiy tinh téng dung lugng bd nhé can thiét.
Pap an:
500 x 64 = 32,000 byte = 31.25 KB.
4. Trong qua trinh bét tay 3 budc (three-way handshake), c6 bao nhiéu segment TCP dudc trao d6i? Néu mdi
segment dai 60 byte, hdy tinh tdng dung lugng truyén trong qud trinh nay.
Pap an:
3 segment (SYN, SYN-ACK, ACK). Téng dung lugng = 3 x 60 = 180 byte.
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5. Mot két ndi TCP truyén file 4 MB. Néu mat 2 segment, mdi segment dai 1500 byte, hdy tinh tng s6 dit liéu
can truyén lai.
Pap an:
2 x 1500 = 3000 byte can truyén lai.

6. Mot ting dung st dung UDP dé€ giti 800 gdi tin, mdi gbi 512 byte dit liéu + 8 byte UDP header + 20 byte IP
header. Hay tinh t6ng dung lugng dudc truyén.
Pap an:
Kich thudc 1 g6i = 512 + 8 +20 = 540 byte. Tong = 800 x 540 = 432,000 byte.

7. Mot segment TCP ¢6 s6 thif tu (Sequence Number) = 3001 va chia 500 byte dit liéu. Hay tinh s6 x4c nhan
(Acknowledgment Number) mong ddi tit phia nhan.
Pap an:
ACK = 3001 +500 = 3501.

8. Mot két ndi TCP c6 window size = 32 KB, MSS = 1460 byte. Hay tinh s segment t6i da c6 thé gtii ma khong
cin ACK.
Dap an:
32,768{}1460 ~22.4 = 22 segment day da.

9. Mot ting dung thoi gian thuc gti 100 g6i UDP/gidy, mdi géi 1200 byte. Hay tinh téc do dif liéu trung binh ma
ung dung st dung.
Dap an:
100 x 1200 x 8 = 960,000 bps = 960 Kbps.

10. Mot két ndi TCP truyén file 10 MB trén dudng truyén c6 bing thong 10 Mbps. B6 qua overhead, hiy tinh

thdi gian truyén file.
Dap an:
10 MB = 10 x 8 x 10® = 80 x 10° bit. Thdi gian = 80 x 106{}10 x 100 = 8 gidy.

14.8 Thuit ngit can nhé

Transport Layer (Tang Van chuyén) Ting 4 ciia md hinh OSI, cung cAp truyén thong tin cdy du cudi—dén—diu
cudi (end-to-end) giita cdc ing dung, dim bio dif liéu dén diing tién trinh dich.

Multiplexing (Ghép kénh) Co ché cho phép nhiéu ting dung cling chia sé mot két n6i mang. Tang Van chuyén

phan biét cac ludng dit lidu bing s6 cdng (port number).

De-multiplexing (Tach kénh) Qua trinh ngudc lai véi multiplexing: ting Van chuyén nhan dif liéu va phan phdi
cho ting dung thich hop dua trén cip dia chi IP va s cong.

Port Number S6 hiéu dinh danh mdt ting dung hoic dich vu trong ting Van chuyén. Vi du: HTTP (80), HTTPS
(443), FTP (21).

Well-known Ports Cic s cong tir 0 dén 1023, dudc gan cho cac dich vu tiéu chuén toan ciu (HTTP, FTP, SMTP,
DNS, SSH, ...).

Registered Ports Cic s6 cong tir 1024 dén 49151, dugc ding ky cho céc ting dung hoic dich vu cu thé.
Dynamic/Private Ports Cac s6 cong tif 49152 dén 65535, dugc st dung tam thdi (ephemeral) cho céc két ndi cia

client.
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TCP (Transmission Control Protocol) Giao thiic van chuyén huéng két ndi, tin cy, cung cip co ché danh sb thi
tu, xdc nhan (ACK), kiém sodt ludng va truyén lai khi mét g6i.

UDP (User Datagram Protocol) Giao thiic van chuyén khong két ndi, khong tin cy, it overhead, thich hop cho
cac ung dung thoi gian thuc nhu video/voice streaming, DNS.

Connection-oriented Communication Kiéu truyén thong yéu ciu thiét 1ap két ndi logic truée khi trao ddi dit liéu.
TCP 12 vi du dién hinh.

Three-way Handshake Qua trinh thiét 1ap két ndi TCP gom 3 budc: SYN, SYN-ACK, ACK, didm bao dong bo

gitta client va server.

Segmentation Qua trinh ting Van chuyén chia dif liéu ting dung 16n thanh cdc segment nhd d€ truyén, va tai lap
ghép & dau nhan.

Sequence Number Truong trong header TCP danh sb byte dit liéu, dung d€ tdi 13p ghép diing thi tu va phét hién

mét goi.

Acknowledgment Number Trudng trong header TCP cho biét sd thi tu byte tiép theo ma bén nhan mong ddi, xdc
nhan da nhan di liéu.

Flow Control Co ché TCP diéu chinh tdc do giii ctia bén phat dua trén kha ning nhan (window size) ctia bén nhan.

Window Size Trudng trong header TCP cho biét s6 byte dif liéu ma bén nhan c6 thé tiép nhan ma khong can ACK,

duing cho kiém so4t ludng.
Error Detection Qua trinh phat hién 16i nhd trudng checksum trong header TCP va UDP.
Reliability Dic tinh ctia TCP dam bao dit liéu dén dich chinh xic, day di va theo ding thi tu.

UDP Datagram Don vi dif liéu tai ting Van chuyén khi ding UDP. N6 c6 header don gidn (sd cdng ngudn, sb
c6ng dich, do dai, checksum).

Low Latency Applications Ung dung yéu cau d¢ tré thp (VoIP, video call, game online) thutng sit dung UDP dé
uu tién téc do hon do tin cay.

AnhNH54 @fe.edu.vn Trang 100



Chuong 15
Tﬁng ﬁng dung

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
+ Giai thich vai trod ctia tAng ting dung trong mo hinh OSI va TCP/IP.
+ MO ta cic giao thiic phd bién: HTTP, HTTPS, DNS, DHCP, FTP, SMTP, POP3, IMAP.
* Phan biét dich vu client-server va peer-to-peer (P2P).
* Hiéu co ché hoat dong co ban ctia dich vu web va email.

+ Lién hé céch ting dung st dung port va giao thic tang duéi.

Thuat ngu chinh
* Application layer * DHCP
* Client-server . FTP

* Peer-to-peer (P2P)
* SMTP / POP3 / IMAP

HTTP/HTTPS
« DNS ¢ Port numbers
15.1 Giéi thiéu

Tang ting dung la ting gin ngudi dung nhét. N6 cung cip giao dién d€ ing dung trao di dif liéu qua mang. Cac
giao thic tang dng dung trong Hinh 15.1 dinh nghia c4ch ting dung dinh dang, truyén va xt ly thong tin.

15.2 Mo hinh client-server va P2P

15.2.1 Client-server
 May client gtii yéu cau dich vy, server phan hoi.

* Vi du: duyét web (client 1a trinh duyét, server 1a mdy chu web).
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Ngo Hdi Anh

Domain Name
System

05! Model

7. Application -

TCP/IP Model
Hypertext

Transfer Protocol

Simple Mail
Transfer Protocol

Application

6. Presentation

5. Session

Post Office
Protocol

Dynamic Host

Configuration
Transport Protacal
_—_—

File Transfer
Protocol

_—
il Internet
—

Internet Message
Access Protocol

1. Physical

Hinh 15.1: Céc giao thiic tng ting dung.

15.2.2 Peer-to-peer

* Céc thiét bi vira Ia client vira 13 server.

* P2P c6 thé 1a mang truc tiép (ad hoc) hoic dua trén ting dung (BitTorrent, Skype).

15.3 Céc giao thitc dich vu phd bién
15.3.1 Web: HTTP va HTTPS
« HTTP (port 80): giao thiic truyén siéu vin ban, nén tang web.

* HTTPS (port 443): b6 sung ma héa TLS/SSL, bao mat hon.

15.3.2 Tén mién: DNS
» DNS phan gidi tén mién thanh dia chi IP.

* Hoat dong dua trén hé théng may chi phan cip.

15.3.3 Cép phat dia chi: DHCP
« Cép phat dia chi IP dong cho thiét bi.

¢ Quy trinh: Discover — Offer — Request — ACK.

15.3.4 Truyén tép: FTP
« Dung dé tai 1én/tdi xubng tép giita client va server.

¢ Hoat dong & port 20 (data) va 21 (control).
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15.3.5 Email: SMTP, POP3, IMAP
* SMTP (port 25): gti thu di.
» POP3 (port 110): tai thu vé client, thudng x6a khoi server.

« IMAP (port 143): dong bd thu gitta client va server.

- < 2 .
154 Ung dung va cong dich vu
* Moi dich vu tang ting dung dung port cb dinh d€ phan biét.

« Vi du: HTTP diing 80, HTTPS dung 443, DNS ding 53, DHCP diing 67/68.

Tém tat
+ Tang ting dung cung cip giao dién giita ting dung va mang.
* C6 hai mo hinh dich vu chinh: client-server va peer-to-peer.
+ Céc giao thic phd bién: HTTP/HTTPS, DNS, DHCP, FTP, SMTP, POP3, IMAP.

» Port numbers gitip nhiéu dich vu chay song song trén cling thiét bi.

Cau hoi 6n tap
1. Vai tro ctia tang Ung dung la gi?

+ Cung cip giao dién gilta ting dung ctia ngudi ding vi mang.

* Dinh nghia cch ting dung dinh dang, truyén va xi ly dit liéu.
2. Khac biét giwa client-server va peer-to-peer (P2P)?

* Client-server: client yéu cau dich vu, server cung cip dich vu. Vi du: trinh duyét web va mdy chii web.

* P2P: céc thiét bi vita dong vai tro client vira 1a server. Vi du: BitTorrent, Skype.
3. Giao thitc nao ding d€ phan giai tén mién?

* DNS (Domain Name System).
4. Quy trinh cip phat dia chi DHCP gdm nhitng budc nao?

* Discover — Offer — Request — Acknowledgment (DORA).
5. Khac biét POP3 va IMAP trong dich vu email?

» POP3: tai email vé thiét bi va thudng x6a khdi server.

+ IMAP: giii email trén server va dong bo gitta nhiéu thiét bi.
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15.5 Bai tap Chuong 15

1.

10.

Mot client gtii 50 yéu cau HTTP, mdi yéu cau 800 byte dii liéu, cong vi 40 byte header TCP/IP. Hay tinh
tong sb byte dugc gti tir client dén server.
Dap an:

Mbi yéu cau = 800 + 40 = 840 byte. Tong = 50 x 840 = 42,000 byte.

Mot email c6 kich thude 2 MB dudc giti qua SMTP. Néu mdi segment TCP c6 payload 1460 byte, hdy tinh
s6 segment TCP cn thiét.

Dap an:

2% 106{}1460 ~ 1369.86 = 1370 segment.

. Mot DNS query 60 byte va DNS reply 500 byte. Néu client gtii 100 truy vén, hdy tinh tdng dung luong dit

liéu DNS qua Iai.

Pap an:

MB&i lugt = 60 + 500 = 560 byte. Téng = 100 x 560 = 56,000 byte.

Mot client tai xudng file 25 MB tlt FTP server. Néu téc do duong truyén 10 Mbps, hdy tinh thdi gian t6i thiéu
can thiét (bé qua overhead).

Dap an:

25 x 8 =200 Mb. 200{}10 =20 giay.

Mot host nhan ciu hinh IP qua DHCP gom: IP, subnet mask, default gateway, DNS. Néu mdi thong tin chiém
trung binh 20 byte, hay tinh kich thu6c dit liéu cAu hinh dugc gti dén host.

Pap an:

Téng = 4 x 20 = 80 byte.

Mot client duyét web giti 10 request HTTP, mdi request 1000 byte. Server tra 15i mdi request bang 50 KB dit
liéu. Hay tinh téng lugng dit liéu server gti vé.

Dap an:

10 x50 KB = 500 KB.

. Mot hé théng NTP dong bd thdi gian mdi 64 gidy bang mot g6i 90 byte. Hay tinh tdng dit liéu NTP trao d6i

trong 1 gio.

Pap an:

1 gio = 3600 gidy. S6 1an dong bo = 36001}64 ~ 56.25 = 56 lan. Tong dit liéu = 56 x 90 = 5040 byte.

MOt host giii 300 email trong ngly, mdi email trung binh 100 KB. Hay tinh tdng lugng dif liéu email dugc
gui di.

Pap an:

300 x 100 KB = 30,000 KB = 30 MB.

Mot DNS server xi ly trung binh 500 query/gidy. Néu mdi query 100 byte va reply 200 byte, hiy tinh
throughput dit liéu DNS.

Pap an:

MBJi ciip query-reply = 300 byte. 500 x 300 = 150,000 byte/s ~ 1.2 Mbps.

Mot ngudi dung tai xudng video 200 MB qua HTTP streaming. Néu tdc do trung binh 8 Mbps, hiy tinh thdi
gian tai.
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Pap an:
200 x 8 = 1600 Mb. 1600{}8 =200 gidy ~ 3 phut 20 giay.

15.6 Thuét ngit can nhé

Application Layer (Tang Ung dung) Ting cao nhét trong md hinh OSI va TCP/IP, cung cip giao dién truc tiép
gitfa ting dung ngudi diung va mang. Cic giao thic tAng nay hd trg dich vu nhu web, email, chia sé tép.

Client Thiét bi hoic phin mém khéi tao yéu cau dich vu mang, vi du: trinh duyét web giii yéu ciu HTTP dén may
chu.

Server Thiét bi hodc phan mém cung cip dich vu theo yéu cau ti client, vi du: web server tra vé trang HTML cho
trinh duyét.

Client-Server Model Mo hinh mang trong d6 client gdi yéu cau va server phan hoi. Server ¢6 thé phuc vu nhiéu
client dong thoi.

Peer-to-Peer (P2P) Network Mang trong d6 cic thiét bi vira déng vai trd client vita 1am server, chia sé truc tiép

tai nguyén ma khong can mdy chi trung tam.
P2P Application Ung dung cho phép thiét bi vita tai xudng vita tai 1én tai nguyén, vi du: BitTorrent, Skype.

DNS (Domain Name System) Giao thiic phan gidi tén mién (vi du: www.example.com) thanh dia chi IP, gidp
ngudi dung truy cap dich vu bing tén dé nhd thay vi IP.

DHCP (Dynamic Host Configuration Protocol) Giao thiic cAp phat ti dong dia chi IP, subnet mask, default gate-
way va DNS cho host.

HTTP (Hypertext Transfer Protocol) Giao thiic truyén tai dit liéu web giita trinh duyét va web server. Phién ban
an toan (HTTPS) dung TLS dé& mi hoéa.

SMTP (Simple Mail Transfer Protocol) Giao thic ding dé giii email tif client dén mail server hoic gitta cic mail

SErver.

POP3 (Post Office Protocol version 3) Giao thiic cho phép client tdi email tif server vé va thudng xoé ban sao

trén server.

IMAP (Internet Message Access Protocol) Giao thic quéan Iy email, cho phép dong bd email gitta client va server,

gilt ban sao email trén server.

FTP (File Transfer Protocol) Giao thic truyén tép tin giita client va server. C6 hai kénh: kénh diéu khién (port
21) va kénh dit liéu.

SFTP (SSH File Transfer Protocol) Phién bdn FTP chay trén giao thic SSH, hd tr¢ ma héa dé bio mat di liéu.

TFTP (Trivial File Transfer Protocol) Phién ban don gian ctia FTP, khong xac thyc, dung UDP port 69. Thudng

diing dé€ tai firmware, file cAu hinh.
Telnet Giao thiic truy cip tit xa dong 1énh khong bao mat (dif liéu truyén & dang vin ban rd rang).

SSH (Secure Shell) Giao thic truy cip tif xa an toan, thay thé Telnet, st dung ma héa dé bao vé dit liéu va xac
thuc.

URL (Uniform Resource Locator) Dia chi dinh danh tai nguyén trén web, gdm giao thiic (http/https), tén mién
va dudng dan (vi du: https://www.example.com/page.html).
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FQDN (Fully Qualified Domain Name) Tén mién day dii, xdc dinh duy nhit mot may chii trén Internet. Vi du:

mail.example.com.

Resource Record Ban ghi DNS mo ta tai nguyén trong mién, vi du: A record (IP), MX record (mail server),
CNAME (bi danh).

NTP (Network Time Protocol) Giao thiic dong bo thdi gian giita cdc thiét bi mang vé6i d chinh xdc cao.

SNMP (Simple Network Management Protocol) Giao thifc quan ly mang, cho phép gidm sit va diéu khién thiét
bi thong qua agent va trinh quén ly.
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Chuong 16
Cic nguyén tic co ban vé an ninh mang

Muc tiéu
Sau khi hoan thanh chuong nay, ban sé c6 thé:
» Giai thich cac mbi de doa an ninh mang phd bién.
+ MO ta cdc kiéu tn cong: malware, DoS, spoofing, phishing, social engineering.
* Hiéu khai niém b4o mat: tinh bi mat, toan ven, kha dung (CIA triad).
* Liét ké bién phap bdo mit cd ban: tudng Ida, ACL, VPN, ma hoa.

* CAu hinh bdo mit cd ban trén router va switch (mit khdu, SSH, banner).

Thuat ngu chinh

CIA triad * Social engineering

e Malware ¢ Firewall

* Virus, Worm, Trojan
¢ ACL (Access Control List)

¢ DoS, DDoS
« Phishing ¢ VPN (Virtual Private Network)
* Spoofing * SSH (Secure Shell)

16.1 Gidi thiéu
An ninh mang 12 yéu t6 quan trong trong thiét ké va van hanh mang. Cac cudc tin cong mang ngay cang tinh vi, c6

thé gay mat dit liéu, gidn doan dich vu ho#ic chiém quyén diéu khién hé thdng. Quén tri vién cin hiéu cdc nguyén

tic co ban dé bao vé ha ting.

16.2 Nguyén tac CIA

+ Confidentiality — Tinh bi mat: dif liéu chi dugc truy cap bdi ngudi c6 quyén.
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« Integrity — Tinh toan ven: dif liéu khong bi thay ddi trdi phép.

* Availability — Kha dung: dich vu luén sin sang cho ngudi diung hop phép.

16.3 Cac moi de doa va tan cong

16.3.1 Malware
* Virus: lay nhiém tép, cn hanh dong ctia ngusi dung d€ kich hoat.
» Worm: tu lay lan qua mang, khong can ngudi dung.

+ Trojan: gia dang phan mém hop phap dé cai ctia hau.

16.3.2 Thn cong DoS/DDoS

+ Lam can kiét tai nguyén hé théng hoic dudng truyén, khién dich vu ngling hoat dong.

16.3.3 Spoofing va phishing
* Spoofing: gid mao dia chi IP, MAC hoic email d€ danh lira.

+ Phishing: lira d4o ngudi ding cung cip thong tin nhay cdm qua email/website gid mao.

16.3.4 Social engineering

Khai thac yéu t6 con ngudi bang cach liia gat, du d dé c6 quyén truy cap.

16.4 Bién phap bao mat co ban
16.4.1 Tuwong lia va ACL
* Firewall: loc luu lugng gitta mang tin cay va khong tin cay.

» ACL: danh sich kiém sodt truy cap trén router, xdc dinh luu lugng cho phép/chin.

16.4.2 Ma hoa va VPN
* VPN: tao kénh bao mat qua Internet bing ma héa.

+ D4m béo dif liéu bi mat va toan ven khi truyén qua mang cong cong.

16.4.3 Xac thuc va mat khau
* St dung mét khdu manh, chinh sich déi mat khau dinh ky.

+ Dung SSH thay Telnet dé€ bao mat két ndi quan tri.
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16.5 Bao mat cg ban trén thiét bi Cisco

16.5.1 Céu hinh mét khiu

Router(config)# enable secret <MATKHAU_MANH>
Router(config)# line console O
Router(config-line)# password <MATKHAU_CONSOLE>
Router (config-line)# login

Router(config)# line vty O 4
Router(config-line)# password <MATKHAU_VTY>

Router(config-line)# login

16.5.2 Banner canh bao

Router (config)# banner motd #Truy cap trii phép bi cam#

16.5.3 BatSSH

Router(config)# ip domain-name example.com
Router(config)# crypto key generate rsa
Router(config)# username admin secret <MATKHAU>
Router(config)# line vty O 4

Router (config-line)# transport input ssh

Tom tat
* An ninh mang dua trén nguyén tic CIA: bi mat, toan ven, kha dung.
* Cic mdi de doa: malware, DoS/DDoS, spoofing, phishing, social engineering.
* Bién phap co ban: firewall, ACL, VPN, ma hoa, xac thuc.

* Thiét bi Cisco c6 thé cAu hinh bao mat: mat khdu, SSH, banner.

Cau hoi 6n tap
1. Ba yéu t6 trong nguyén tic CIA la gi?

 Confidentiality (Bi mat).
* Integrity (Toan ven).

* Availability (Kha dung).
2. Phan biét virus, worm va trojan?

» Virus: gin vao tép, cin ngudi dung kich hoat.
» Worm: tu lay lan qua mang ma khong cin ngudi ding.

+ Trojan: gia dang phan mém hop phdp, cai ctia hau.
3. Thn cong DoS/DDoS c6 muc dich gi?

+ Lam can kiét tai nguyén ctia hé thdng hoic dudng truyén.
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4.

5.

+ Khién dich vu khong thé phuc vu ngudi ding hop phap.
SSH an toan hon Telnet & diém nao?
+ SSH ma héa di liéu truyén di, bao gdm mat khiu va 1énh.
» Telnet gui dif liéu dang plain text, dé bi nghe 1én.
ACL diing d¢ 1am gi?
¢ Xac dinh Iuu lugng nao dugc phép hodc bi chan trén router hoac switch.

* Gilp kiém soat truy cap, ting cudng bao mat cho mang.

16.6 Bai tap Chuong 16

1.

Mot firewall kiém tra trung binh 50.000 géi/gidy. Néu mdi g6i dai 800 byte, hiy tinh throughput dit liéu
firewall xa ly.

Dap an:

50,000 x 800 x 8 = 320 x 10° bit/s = 320 Mbps.

Mot t3 chic trién khai IPS phat hién 2% g6i tin bit thudng trong tdng sb 2 tridu gbi/ngay. Hay tinh sb gbi bi
dénh diu.

Pap an:

2,000,000 x 0.02 = 40,000 géi.

. Mot hé théng VPN tao két nbi an toan 200 Mbps. Néu médi géi tin thém 40 byte overhead bio mat, hay tinh

ty 1€ overhead khi payload trung binh 1000 byte.

Pap an:

Téng = 1000 +40 = 1040 byte. Overhead ratio = 40{}1040 ~ 3.85%.

Mot mat khau c6 do dai 8 ky tu, gdm chit cai thudng (26). Hiy tinh s6 kha ning t& hop mat khau.
Pap an:

268 ~2.09 x 10! kha ning.

. Néu thém chit hoa (26) va s (10), tdng ky tu = 62. V6i mat khdu dai 10 ky tu, hy tinh s6 tS hop.

Dap an:
62'0 ~ 8.39 x 107 kha niing.

. Mot thn cong DDoS gii 5 tridu géi/gidy, mdi géi 600 byte. Hay tinh biang thong can thiét cho tin cong.

Dap an:
5,000,000 x 600 x 8 = 24 x 10° bit/s = 24 Gbps.

. Mot IDS giam sat 1 Gbps luu lugng, véi 5% la canh bdo gia (false positive). Néu trung binh 100.000 cénh

bao/ngy, hdy tinh sé canh bdo gia.
Dap an:
100,000 x 0.05 = 5000 canh bdo gia.

. Mot cong ty ¢6 500 nhan vién, mdi nhan vién sit dung VPN véi bing thong trung binh 2 Mbps. Hay tinh téng

bing thong can thiét.
Pap an:
500 x 2 = 1000 Mbps = 1 Gbps.
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9. Mot firewall xd ly 10 Gbps luu lugng. Néu ciu hinh thém tinh ning ma héa lam gidm hiéu ning 15%, hay
tinh throughput t6i da con lai.

Pap an:
10x1-0.15 = 8.5 Gbps.

10. Mot hé théng xic thuc ding OTP c6 thdi gian hiéu luc 60 gidy. Néu ngudi ding nhap sai trung binh 3 lan
trudc khi ding, hay tinh tdng thdi gian trung binh d€ ding nhap thanh cong.

Pap an:
Maéi 1an sai + thi lai ~ 60 gidy. 3 x 60 = 180 gidy (~ 3 phiit).

16.7 Thuét ngit can nhé

Network Security Tip hop céc bién phap nham bao vé dif liéu, thiét bi va tai nguyén mang khéi truy cap trai phép,
tAn cong, hoic thit thoat.

Confidentiality (Tinh bi mat) Nguyén tic bio mat dam bao thong tin chi dugc truy cip bdi nhiing ngudi/thiét bi
dugc tiy quyén. Bién phap thuong dung: ma héa dif liéu.

Integrity (Tinh toan ven) Pam bao dit liéu khong bi thay ddi trai phép trong qud trinh Iuu trit hodc truyén tai.
Thudng 4p dung co ché bam (hashing) va chii ky sd.

Availability (Tinh san sang) Dam bio hé théng va dit liéu luon sén sang cho ngudi diung hop phap. Tan cong tir
chéi dich vu (DoS/DDoS) de doa nguyén tic nay.

Threat (Mbi de doa) Bt ky tinh hudng hay su kién nao ¢6 kha ning gy hai dén bdo mat mang.
Vulnerability (L6 hong) Diém yéu trong hé thdng hoic quy trinh ¢ thé bi khai thac bdi mbi de doa dé gay hai.
Attack (Cudc thn cong) Hanh dong khai thac 16 hdng nham gy thiét hai, danh cip hoic pha hoai dit liéu/hé thong.

Malware (Phin mém déc hai) Chuong trinh dudc thiét ké d€ gay hai, bao gdm virus, sau (worm), trojan, spyware,

ransomware.

Social Engineering Hinh thiic tin cong khai thac yéu t6 con ngudi, du dé hoic lia gat dé 1iy thong tin nhay cidm

(vi du: phishing, gid mao email).

Phishing Tin cong gid mao email/tin nhan nhiam lita ngudi dung cung cAp thong tin nhay cAm nhu mat khau, tai

khoan ngan hang.

DoS (Denial of Service) Tan cong tir chbi dich vu, lam té liét dich vu bang cach giii lugng 16n yéu cau vugt qua
kha nang xt ly.

DDoS (Distributed Denial of Service) Phién ban DoS md rdng, nhiéu thiét bi bi chiém quyén diéu khién (botnet)

cung tan cong mot muc tiéu.

Firewall Thiét bi hoic phin mém kiém soat luu lugng vao/ra mang dua trén chinh sich bao mat, ngin chin truy
cap trai phép.

Intrusion Detection System (IDS) Hé thng gidm sat mang, phat hién hanh vi bat thuong hodc tin cong va dua ra

canh bao.

Intrusion Prevention System (IPS) Phién ban nang cao cda IDS, c6 thé chi dong chin hodc gidm thiéu cdc mbi
de doa khi phat hién.
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VPN (Virtual Private Network) Mang riéng 4o, tao kénh truyén dif liéu an toan qua Internet bang cach ma héa
va xac thuc.

Authentication Qua trinh x4dc minh danh tinh ctia ngudi dung hoc thiét bi (vi du: username/password, chiing chi
s0, OTP).

Authorization Qua trinh x4c dinh quyén truy cip ctia ngudi ding hoic thiét bi sau khi da xac thuc.

Accounting (AAA) Ghi nhén va theo doi hoat dong ctia ngudi dung (ai, lam gi, khi nao). Cung véi Authentication
va Authorization tao thanh AAA.

Symmetric Encryption Phuong phdp ma héa ding ciing mot khéa cho ca ma héa va gii ma. Nhanh nhung can
cd ché chia sé khéa an toan.

Asymmetric Encryption Phuong phap ma hda st dung cédp khéa cong khai va khoa riéng tu. Thudng dung trong
trao ddi khéa va chit ky sb.

Hash Function Ham bim bién ddi dif liéu thanh chudi ¢ dinh, diing d€ kiém tra toan ven dif liéu. Vi du: MDS5,
SHA-256.

Public Key Infrastructure (PKI) Hé thong quan ly khéa va ching chi s6, hd tr¢ x4c thuc va ma héa dua trén ha
tang khéa cong khai.

WPA2/WPA3 Cic chuin bao mat khong day thay thé WEP, cung cip co ché ma héa manh (AES) cho Wi-Fi.

Access Control List (ACL) Danh sich quy tic trén router hoic firewall d€ cho phép hoic tir chdi Iuu lugng dua
trén tiéu chi nhu dia chi IP, giao thiic, port.

Zero Trust Mo hinh bao mat hién dai: “Khong tin tudng bat ky ai, xac thuc moi thii”, 4p dung xac thuc lién tuc va
gi6i han quyén tbi thiéu.
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Chuong 17
Xay dung mot mang nho

17.1 Giéi thiéu

Trong cic chuong trudc, chiing ta da tim hiéu vé cach thic hoat dong clia mang, cach di lidu dudc truyén tai, vai
tro ctia dia chi va céc giao thiic. Chuong nay tap trung vao viéc két hop tit ca nhiing kién thiic d6 d€ xay dung mot
mang nho hoan chinh.

Mot mang nhd bao gom céc thiét bi diu cubi (PC, laptop, dién thoai thong minh), cic thiét bi mang (switch,
router, diém truy cap khong day), va cédc dich vu mang (DHCP, DNS). Viéc thiét ké va trién khai mang doi héi su
hiéu biét vé dia chi IP, ciu hinh thiét bi, bdo mat co ban va cach khac phuc su cb.

Sau khi hoan thanh chuong nay, ban sé c6 thé:

+ MO ta cac thanh phan cin thiét d€ xdy dung mot mang nhd.
* Chu hinh cd ban cho router, switch va thiét bi dau cubi.
« Thiét 1ap két n6i c6 day va khong day.

* Xdac minh két nbi va khic phuc su ¢6 co ban.

17.2 Céc thanh phan ciia mdt mang nhé

Mot mang nhé nhu Hinh 17.1 thusng bao gdm céc loai thanh phan sau:

B &
- Intemet)

Hinh 17.1: Topology mang cia mt doanh nghi€p nho.
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17.2.1 Thiét bi dau cubi
Thiét bi dau cudi 12 noi dit liéu dudc tao ra hoic nhan. Vi du: mdy tinh d€ ban, may tinh xach tay, dién thoai thong
minh, mdy in mang. Céc thiét bi ndy can dia chi IP hop 1é dé giao tiép trén mang.
17.2.2 Thiét bi trung gian
Thiét bi trung gian két ndi cac thiét bi dau cubi va diéu khién luu lugng trong mang.
+ Switch: két ndi nhiéu thiét bi trong cliing mdt mang LAN.
+ Router: két ndi nhiéu mang v6i nhau va dinh tuyén dit liéu.

» Access Point: cung cip két ndi khong day cho thiét bi di dong.

17.2.3 Phuong tién truyén

La dudng din d€ di liéu di chuyén. C6 ba loai chinh:
+ Céap dong xoan doi (UTP).
» Cép quang.

+ Két nbi khong day (Wi-Fi).

17.2.4 Dich vu mang (Network Services)

Dich vu mang cung cip chiic ning cho ngudi ding va ting dung, vi du:
« DHCP: cip phat dia chi IP dong.
+ DNS: phan giai tén mién thanh dia chi IP.

+ Email, Web, File sharing: cung cép tién ich cho ngudi dung.

17.3 Thiét ke va dia chi héa mang nho
Khi xay dyng mdt mang nho, can xem xét cac yéu td thiét ké va ké hoach dia chi d€ ddm bao mang hoat dong hiéu
qua va dé quan ly.
17.3.1 K& hoach dia chi IP
Mot so do dia chi IP hop ly gitip quan tri vién dé dang quén ly va khic phuc su cb.
« Sit dung dia chi IPv4 riéng cho mang ndi bo (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16).
* Phan chia dia chi cho cic thiét bi theo nhém: may chii, mdy tram, may in, thiét bi di dong.

+ Dim bio gateway mic dinh dudc cAu hinh diing trén mdi subnet.

17.3.2 Dia chi IPv6

Khi trién khai IPv6, can xic dinh prefix dugc ISP cung cip va ké hoach phan bé cho tiing mang con.
+ Dung dia chi Global Unicast cho giao tiép toan cau.
» Mbi mang LAN nén c6 mot prefix /64.

+ Dung dia chi Link-local d€ router giao tiép trong cling lién két.
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17.3.3 So do mang

Mot so dd mang truc quan thé hién cac thiét bi, két ndi va pham vi dia chi. Diéu nay gitip qu4 trinh trién khai va

bdo tri dé dang hon.

17.3.4 Can nhac vé bao mat
* St dung VLAN d€ tch biét luu lugng trong mang.
+ CAu hinh mat khau manh va st dung SSH thay cho Telnet.

 D4m béo cap nhat phan mém thiét bi thudng xuyén.

17.4 Cau hinh thiét bi trong mang nhé

D& mot mang nho hoat dong, can cu hinh co ban cho router, switch va thiét bi dau cudi.

17.4.1 CAu hinh router

Router cung cp két ndi gitta mang LAN va Internet. C4c budc cAu hinh co ban gom:
« Dit tén cho thiét bi d& dé nhan dién.
+ CAu hinh mat khau cho console, VTY va ché do dic quyén.
+ CAu hinh dia chi IP trén c4c cdng giao dién.

+ Thiét 1ap default route dé truy cap Internet.

17.4.2 Chu hinh switch

Switch két nbi céc thiét bi trong cing LAN. CAu hinh co ban gom:
e Dat té€n switch.
+ Chu hinh mat kh&u truy cap.
« CAu hinh dia chi IP quan ly (SVI).

» Kich hoat giao dién biang lénh no shutdown.

17.4.3 Céau hinh thiét bi dau cudi
May tinh, laptop, hoic thiét bi di dong can c6 dia chi IP hgp 1é dé tham gia mang.
* C6 thé ciu hinh thii cong: nhap dia chi IP, subnet mask, default gateway, DNS.

* Hoic dung DHCP dé tu dong nhén cAu hinh.

17.4.4 Két ndi khong day
V6i mang nhé c6 Wi-Fi, cin cAu hinh Access Point:
» bat SSID cho mang khong day.
+ Bat ché do ma héa WPA2 hoic WPA3 d€ bao mat.

* Gidi han hoic loc thiét bi dua trén dia chi MAC (néu cin).
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17.5 Kiém tra va khac phuc su cb trong mang nho

Sau khi cau hinh xong, can xdc minh hoat dong ctia mang va chuin doan cac vn dé c6 thé xay ra.

17.5.1 Cac lénh kiém tra cé ban
* ping: ki€m tra kha niing két ndi giita hai thiét bi.
* tracert (Windows) hoic traceroute (Linux/Cisco I0S): hién thi dudng di ctia géi tin dén dich.
* ipconfig (Windows) hoic ifconfig/ip addr (Linux): xem cAu hinh IP ciia thiét bi dau cudi.

» show ip interface brief: trén router/switch d€ ki€ém tra trang thai giao dién.

17.5.2 Cac budée khac phuc su cb
1. Kiém tra 16p vat ly: dam bio cdp dugc cim ding, thiét bi bat ngudn.
2. Kiém tra chu hinh IP: xac minh dia chi IP, subnet mask, gateway dung.
3. Kiém tra dinh tuyén: dam bao default gateway dudc ciu hinh chinh x4c va router c6 route hop I&.

4. Kiém tra dich vu: xdc minh DHCP, DNS hoat dong néu dudgc sit dung.

17.5.3 Cong cu ho trg
Ngoai cdc 1énh co bén, c6 thé diing cong cu:
* Packet Tracer hoiic Wireshark d& mo phdéng va phén tich gdi tin.

+ Cic phan mém quan Iy mang d€ gidm sat tinh trang thiét bi.

Cau hoi 6n tap
1. Liét ké cac thanh phan chinh ctia mét mang nhé.
+ Thiét bi dau cubi: mdy tinh, laptop, dién thoai, may in.
» Thiét bi trung gian: switch, router, access point.
* Phuong tién truyén: cidp UTP, cép quang, séng vo tuyén.

* Dich vu mang: DHCP, DNS, email, web, chia sé tép.
2. Tai sao can lap ké hoach dia chi IP khi thiét ké mang?
* Gitp st dung dia chi hiéu qua, tranh trung lap.
 Dé& quén Iy va m& rong mang.
+ D4m béo céc thiét bi ¢6 cAu hinh dia chi nhit quan va hop 1é.
3. Céc budc chu hinh cd ban cho switch va router trong mang nhé la gi?
* Dit tén thiét bi, cAu hinh mat khiu bdo mit.
* Céu hinh dia chi IP trén router va SVI trén switch.

» Kich hoat giao dién bang Iénh no shutdown.
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4.

5.

+ Thiét 1ap default route trén router dé két ndi Internet.
Nhitng cong cu va 1énh nao cé thé ding dé kiém tra va khiic phuc su ¢6 két ni?

* ping dé€ kiém tra kha niing két ndi.
* tracert hoic traceroute dé xem dudng di clia géi tin.
* ipconfig, ifconfig, ip addr d€ xem ciu hinh IP.

» show ip interface brief dé kiém tra trang thai giao dién trén thiét bi Cisco.
Néu mét bién phap bao mat co ban c6 thé 4p dung trong mang nho.

+ CAu hinh mat khau manh va st dung SSH thay cho Telnet.
* Bat ma héa Wi-Fi bang WPA2 hoic WPA3.
* S dung VLAN d¢€ tach biét luu lugng.

17.6 Bai tap Chuong 17

1.

Mot mang nhé ¢6 20 PC, 2 mdy in va 1 server. Néu dung switch 24 cdng, hay tinh s6 cdng con trong.

Pap an:

Téng thiét bi = 20 +2 + 1 = 23. Switch 24 cdng = con tréng 24 — 23 = 1 cdng.

Mot router SOHO c6 uplink Internet 100 Mbps. Néu 10 ngudi ding chia sé déu, mdi ngudi dudc trung binh
bao nhiéu bang thong?

Dap an:

100{}10 = 10 Mbps/ngudi.

. Mot mang dung dai 192.168.1.0/27. Hay tinh s6 host kha dung va s6 subnet c6 thé chia tir dai nay.

Pap an:

/27 = 2° -2 = 30 host kha dung. Néu tir dai /24 chia thanh /27: 23 = 8 subnet.

Mot mang c6 3 VLAN, mbi VLAN 50 host. Hay tinh sb host téng cong va prefix tdi thiéu cho mdi VLAN.
Dap an:

Mbi VLAN: can > 50 host = 4}26 (62 host). 3 VLAN = 3 x 62 = 186 host kha dung.

. Mot access point hd trg 300 Mbps. Néu c6 30 ngudi dung két ndi, hdy tinh tbc do trung binh mdi ngudi nhan

dugc (gia st chia déu).
Pap an:
300, 30 = 10 Mbps/nguds

. Mot mang c6 2 switch, mdi switch 24 c6ng, nbi uplink v6i nhau. Hiy tinh tong sb thiét bi dau cudi tbi da c6

thé két nbi.
Pap an:
Mbi switch mit 1 cdng d€ uplink. S6 cdng cho thiét bi = 2 x 24 — 1 = 46.

. Mot dai 192.168.10.0/24 dudc chia thanh cac subnet /29. Hiy tinh sb subnet tao dudc va sd host kha dung

mdi subnet.
Dap an:
Mudcn 29 — 24 = 5 bit. S6 subnet = 23 = 32. Mdi subnet ¢6 2° -2 = 6 host kha dung.
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8. Mot server c6 2 card mang: NIC1 = 100 Mbps, NIC2 = 1 Gbps. Néu ciu hinh load balancing, hdy tinh tdng
bing thong server c6 thé dat.

Dap an:
100+ 1000 = 1100 Mbps = 1.1 Gbps.
9. Mot mang Wi-Fi c6 bing thong thuc t& 150 Mbps. Néu truyén video can trung binh 5 Mbps/thiét bi, hiy tinh

s6 thiét bi tbi da c6 thé xem video cling lic.
Dap an:
150{}5 =30 thiét bi.

10. Mot mang nhé c6 60 thiét bi can cip DHCP. Néu mdi lease DHCP kéo dai 8 gio, trong 1 ngay DHCP server
c6 thé clp phit t6i da bao nhiéu lease (gia sit thiét bi ngat két ndi va cip phat lai lién tuc)?
Dap an:
1 ngay = 24 git. M6i thiét bi nhan t6i da 24 8 =3 lease. Tong lease = 60 x 3 = 180.

17.7 Thuéit ngit can nhé

Small Network Mang quy mo6 nhé (SOHO, vin phong nhd, 16p hoc) gdm cic thiét bi dau cubi, thiét bi trung gian
(switch, router), phuong tién truyén (cap, Wi-Fi) va dich vu co ban.

End Device Thiét bi dau cudi nhu PC, laptop, smartphone, mdy in mang. Pay 12 ngudn phat hoic dich dén cia dit

liéu trong mang.

Intermediary Device Thiét bi trung gian ho tr¢ truyén dit liéu, vi du: switch, router, access point. Chiing dinh
tuyén, chuyén mach hoic diéu khién Iuu lugng.

IP Addressing Plan Ké hoach dia chi IP cho mang nhd, bao gdm phan bé subnet, gdn dia chi tinh/dong, va x4c
dinh default gateway.

Default Gateway Dia chi router trong mang, noi cac host glii géi khi dich nim ngoai mang con cuc bd.

Static IP Address Dia chi IP dugc cAu hinh thi cong trén thiét bi, ddm bao cb dinh va dé quan tri cho server hoic
thiét bi ha tang.

Dynamic IP Address Dia chi IP dugc cip phat ty dong tit DHCP server hoic router, thudng dung cho host trong

mang nho.

DHCP (Dynamic Host Configuration Protocol) Giao thiic cAp phét tu dong dia chi IP, subnet mask, default gate-
way, va DNS cho cac host.

DNS (Domain Name System) Dich vu phan gidi tén mién sang dia chi IP, gitp truy cap dich vu d& dang qua tén
thay vi s IP.

Switch Configuration CAu hinh co ban cho switch, vi du: hostname, mat khiu, VLAN cho quan ly, dia chi IP cho
VLAN 1.

Router Configuration Ciu hinh co ban cho router, bao gdm hostname, mat khiu, dia chi IP cho cdc cdng, va tuyén
mac dinh.

Wireless LAN (WLAN) Mang cuc bo khong day dung access point hoic router Wi-Fi dé két ndi thiét bi dau cubi

bing séng radio.

SSID (Service Set Identifier) Tén mang khong day dé phan biét WLAN. Ngudi dung nhap SSID dé két ndi Wi-Fi.
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WPA2/WPA3 Cic chuin bio mat khong day dung cho Wi-Fi, cung cip co ché ma héa manh (AES) va xdc thuc
nang cao.

Testing Connectivity Kiém tra két ndi trong mang bang lénh ping, traceroute, hoidc cong cu kiém tra trang thai
giao dién.

Ping Lénh st dung ICMP Echo Request/Reply dé xdc dinh host dich c6 kh4 dung hay khong.
Traceroute Lénh hién thi dudng di clia g6i tin qua céc router trung gian tlif ngudn dén dich.

Show ip interface brief Lénh Cisco IOS hién thi trang thai giao dién mang (dia chi IP, trang thdi vat ly va trang
thai dudng truyén).

Troubleshooting Qua trinh chin dodn va xi Iy su cd mang, theo cic budc: kiém tra vat 1y, ki€ém tra dia chi IP,
gateway, cAu hinh thiét bi, giao thic.

Security Best Practices Céc bién phap bao mat cd ban cho mang nhé: dit mat khiu manh cho thiét bi, ding SSH
thay vi Telnet, bat WPA3 cho Wi-Fi, va tach mang khach ra khdi mang chinh.
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Bai kiém tra so 1

Cau hoi
1. Diéu gi md td mot mang c6 kha ning phuc hdi nhanh chéng sau su ¢b va phu thudc vao nhiéu dudng din gitta
ngudn va dich?
» Mang chiu 16i (Fault-tolerant network)
» Mang c6 thé mé rong (Scalable network)
* Mang an toan (Secure network)
» Mang chét lugng dich vu (QoS network)
2. Thiét bi ndo sau day két ndi cic thiét bi dau cudi riéng 18 vao mang va c6 thé két ndi nhiéu mang riéng 18 dé
tao thanh mat li€n mang?
+ Thiét bi trung gian (Intermediary device)
* Thiét bi diu cubi (End device)
* Phuong tién mang (Network media)
« Thiét bi ngoai vi (Peripheral device)
3. Xu huéng nao cho phép ngudi dung cubi sit dung cic cong cu cd nhan ctia ho dé truy cp thong tin va giao
tiép qua mang ctia doanh nghiép hoic trung hoc?
» Mang thiét bi ciia riéng ban (BYOD)
* Dién todn dam may (Cloud computing)
* Hop tic truc tuyén (Online collaboration)

¢ Mang qua dudng day dién (Powerline networking)
4. Mang WAN (Wide-Area Network) c6 dic diém nao sau day?

+ Két nbi cac mang LAN qua cic khu vuc dia ly rong 16n.
+ Thudng dudc quan ly bdi mdt t6 chiic hoic cd nhan duy nhat.
+ Cung cip bing thong téc dd cao cho cic thiét bi ndi bo.

* Chi két ndi cic thiét bi trong mot khu vuc gii han nhu toa nha vin phong.

5. Trong cac mdi de doa bdo mat mang, loai tin cong nio xdy ra vao ngay dau tién mot 16 hdng dugdc biét dén?

120



Chuong A — Bai kiém tra sé 1 Ngé Hai Anh

10.

11.

+ Tan cong zero-day (Zero-day attacks)
 Phan mém gian diép va quang cdo (Spyware and adware)
* Tan cong tir chbi dich vu (Denial-of-service attacks)

* Panh cap danh tinh (Identity theft)
Hai ché d6 1énh nao dudc phan mém Cisco IOS st dung dé phan tach quyén truy cip quan ly?

e User EXEC mode va Privileged EXEC mode

* Global configuration mode va Interface configuration mode

* Console mode va Telnet mode

* Standard mode va Extended mode
Lénh nao dugc st dung d€ chuyén tit ché do User EXEC sang ché do6 Privileged EXEC trén mot thiét bi
Cisco?

* enable

* configure terminal

* exit

¢ show running-config
Tép céu hinh nao dudc Iuu trit trong NVRAM va chia tit ca cac 1énh sé dudgc thiét bi sit dung khi khdi dong
hoac khéi dong lai?

* startup-config

* running-config

* vlan.dat

* ios-image.bin
Phuong thiic truy cap nio sau day 12 mot phuong thiic trong bing tan (in-band) va dudc khuyén nghi d€ thiét
1ap mot két ndi CLI an toan tif xa qua mang?

¢ SSH (Secure Shell)

* Console

* Telnet

* AUX
Lénh nao dudc st dung d€ ma hoéa tt ca cdc mat khau dang vin ban thuan trong tép ciu hinh ctia thiét bi
Cisco?

* service password-encryption

* enable secret

* line console 0

* banner motd

DE quan ly mdt switch tif xa qua mang, dia chi IP va mit na mang con phai dudc ciu hinh trén thanh phan
nao?

* Giao dién ao cua switch (SVI)
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12.

13.

14.

15.

16.

17.

» Cong vt ly clia switch
* Céng console

e Cong AUX
M35 hinh phén 16p ¢6 1¢i ich gi trong viéc mo ta cac giao thiic va hoat dong ctia mang?

* H5 trg thiét ké giao thiic.

+ Thic ddy canh tranh vi c4c san phim tlf c4c nha cung cip khac nhau c6 thé hoat dong cling nhau.

+ Ngin chin cong nghé & mot 16p anh hudng dén cac 16p khéc.

* Cung cAp mot ngdn ngif chung d€ mod ta cic chic ning va kha ning clia mang.
Qua trinh mot thiét bi nhan dao ngugc qué trinh déng gbi va gd bd cic tiéu dé giao thiic theo tiing 16p dugc
goi la gi?

* De-encapsulation (M& g6i)

* Encapsulation (Péng g6i)

» Segmentation (Phan doan)

* Encoding (Ma héa)
T6 chiic nao chiu trach nhiém phat trién, cap nhat va duy tri cdc cong nghé Internet va TCP/IP, bao gdm ca
viéc phat hanh céc tai liéu Request for Comments (RFC)?

* IETF (Internet Engineering Task Force)

* IEEE (Institute of Electrical and Electronics Engineers)

* ISO (International Organization for Standardization)

* ICANN (Internet Corporation for Assigned Names and Numbers)
o} 16p mang (Network layer), PDU (Protocol Data Unit) dugc goi 1a gi?

¢ Packet (G6i tin)

e Frame (Khung tin)

* Segment (Phin doan)

* Bits (Bit)
Dia chi nao chiu trach nhiém giii mot khung lién két dit lidu (data link frame) tif mot card mang (NIC) dén
mot NIC khac trén cung mot mang?

* Dia chi 16p lién két dit liéu (Data link layer address)

* Dia chi 16p mang (Network layer address)

* Dia chi cong (Port address)

+ Dia chi dudng phd (Street address)
Tuy chon phan phéi tin nhin nao dudc sit dung khi thong tin dugc truyén dén mot thiét bi dau cudi duy nhat?

¢ Unicast
e Multicast
¢ Broadcast

* Anycast
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18.

19.

20.

21.

22.

23.

24.

Céc giao thidc 16p vat ly md ta nhiing phuong tién nao dé kich hoat, duy tri va hiiy kich hoat céc két ndi vat ly
dé truyén bit?

* Co khi

¢ Dién

* Chuc ning

e Thu tuc
Ba loai phuong tién mang chinh dugc stt dung trong cac mang hién dai la gi?

+ Day kim loai trong cip (cap dong)

* Sgi thuy tinh hodc nhya trong cdp (cdp quang)

* Truyén din khong day

* Séng am thanh
Thuét ngif nao mo ta thuée do lugng dit lidu c6 thé st dung dugc truyén qua mot khodng thdi gian nhit dinh
(thong lugng trir di luu lugng tidu dé)?

* Goodput

* Throughput (Thong lugng)

* Bandwidth (Béang thong)

* Latency (D0 tré)
Ky thuét nao dudc sit dung trong cap dong doi xoan (twisted-pair) dé chdng lai nhiéu dién tir (EMI) va nhiéu
tan s vo tuyén (RFI)?

* Boc trong 16p che chin kim loai (shielding)

* Xoin cac cip day dbi dién véi nhau

* Sit dung dau ndi dugc ndi dét ding cach

* Sit dung cap dong truc
Loai cap quang nao c6 16i rit nho va sit dung cong nghé laser dit tién dé giti mot tia sang duy nhét, phit hop
cho cac tng dung dudng dai?

* Sdi don mode (Single-mode fiber - SMF)

¢ So¢i da mode (Multimode fiber - MMF)

+ Cap dong truc (Coaxial cable)

+ Cap doi xoan khong boc gidp (UTP)
Trong cic chuén khdng day, chudn nao 1a mot cong nghé Mang cuc bo khong ddy (WLAN) sit dung giao thiic
dua trén tranh chip dugc goi 1a CSMA/CA?

« Wi-Fi (IEEE 802.11)

* Bluetooth (IEEE 802.15)

* WiMAX (IEEE 802.16)

» Zigbee (IEEE 802.15.4)

Chuin cap UTP nao dugc khuyén nghi cho cdc cong trinh lap dit toa nha méi dé hd trg toe dd Gigabit
Ethernet?
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» Category 6
» Category 3
» Category 5
* Coaxial

25. Dia chi IPv4 bao gém bao nhiéu bit?

* 32 bit
* 64 bit
* 128 bit
* 16 bit
26. Hé thong s nao st dung cac chit s6 tit 0 dén 9 va céc chif cai tif A dén F?
* Hé thap luc phin (Hexadecimal)
* HE nhi phan (Binary)
» Hg thap phan (Decimal)
* Hg bat phan (Octal)

27. Trong dia chi IPv4 192.168.10.10, mdi phin dugc phan céch bsi diu chim dugc goi 1a gi?

* Octet
* Hextet
* Bit
* Byte
28. Dia chi IPv6 dai 128 bit, va mdi 4 bit dudc biéu dién biang mot ky tu thap luc phan. Thuat ngit khong chinh
thiic ndo dudc sit dung d€ chi mot doan 16 bit hodic 4 ky tu thip luc phan trong dia chi IPv6?
* Hextet
* Octet
* Quartet

* Segment
29. Gid tri thap phan tuong duong véi s6 nhi phan 11010101 1a gi?
e 213
* 187
* 229
* 205
30. Gid tri thap luc phan tuong duong vdi s6 thap phan 210 1a gi?
* D2
* C8
* E6
* B4
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31. L6p ndo trong md hinh OSI chiu trach nhiém giao tiép giita card mang (NIC) nay v6i card mang khac?

* L6p lién két dit liéu (Data Link Layer)
* Lép vat ly (Physical Layer)

* L6p mang (Network Layer)

* Ldp van chuyén (Transport Layer)

32. Hai 16p con ctia 16p lién két dit liéu theo chuin IEEE 802 LAN/MAN la gi?

* Logical Link Control (LLC)

¢ Media Access Control (MAC)

¢ Network Control Protocol (NCP)
* Physical Layer Control (PLC)

33. Kiéu topology mang WAN nao bao gdm mdt lién két ¢ dinh giita hai di€ém cubi?
* Point-to-Point (Piém-nbi-Diém)
e Hub and Spoke (Truc va Nan hoa)
¢ Mesh (Luéi)
* Ring (Vong)

34. Trong truyén thong dit liéu, ché do ndo cho phép ca hai thiét bi c6 thé truyén va nhan dong thdi trén phuong
tién chia sé?

Full-duplex (Song cong toan phan)
» Half-duplex (Ban song cong)
* Simplex (Pon cong)
* Multiplex (Ghép kénh)
35. Phuong phép kiém soat truy cap nao dugc cac mang WLAN IEEE 802.11 sit dung dé ¢b gang tranh xung dot
bing cach ddi trudc khi truyén?
* CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance)
* CSMA/CD (Carrier Sense Multiple Access/Collision Detection)
* Token Passing
¢ Polling
36. Ba phin cd ban ctia mot khung (frame) & 16p lién két dit liéu 1a gi?
 Header (Phan dau)
e Data (Dt liéu)
e Trailer (Phan cubi)
¢ Preamble (Lai tua)
 Checksum (T6ng ki€m)

37. Trudng nao trong khung Ethernet dudc sit dung dé phat hién 16i trong mot khung bang cach sit dung kiém tra
du thura chu ky (CRC)?
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* Frame Check Sequence (FCS)
* Preamble

* Source MAC Address

* Type/Length

38. Mot dia chi MAC Ethernet bao gdm bao nhiéu bit?

* 48 bit
* 32 bit
* 64 bit
* 128 bit

39. 24 bit diu tién ciia mot dia chi MAC dugc goi 1a gi va do t chiic nao cip phét cho nha san xuit?

* Organizationally Unique Identifier (OUT) do IEEE cép.
* Vendor Assigned ID (VAI) do ISO cép.

¢ Network Interface Code (NIC) do IETF cﬁp.
 Physical Address Block (PAB) do IANA cép.

40. Mot switch Lép 2 xay dung bang dia chi MAC ciia né bing cach nao?

» Bing cach kiém tra dia chi MAC ngudn ctia cac khung nhén dudc trén mot cong.
» Bing cich kiém tra dia chi MAC dich ctia cdc khung nhan dudc.
* Bing cich giii yéu cau ARP dén tit ca cac thiét bi.
* Biing cich dugc cu hinh thii cong bdi quan tri vién mang.
41. Phuong phap chuyén tiép khung nio clia switch sé nhan toan bd khung va tinh toan CRC trudc khi chuyén
tiép?
* Store-and-forward switching
* Cut-through switching
* Fragment-free switching

* Fast-forward switching
42. Tu dong MDIX (auto-MDIX) 12 mot tinh ning cho phép mot thiét bi chuyén mach thuc hién diéu gi?
» Tu dong phat hién loai cap (thang hoidc chéo) dudc gin vao cdng va ciu hinh giao dién tuong ting.
+ Tu dong thuong lugng tde do va ché do song cong tot nhét.
« T dong phat hién va ngin chiin cc vong lip chuyén mach.
+ Tu dong gan dia chi IP cho cac thiét bi dudc két nbi.
43. Pia chi MAC dich nao dudc st dung cho mdt khung quang ba (broadcast) Ethernet?
* FF-FF-FF-FF-FF-FF
00-00-00-00-00-00

Dia chi MAC ctia c8ng gateway mic dinh
* Mot dia chi bit dau bang 01-00-5E
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44. Lép mang (Network Layer) thuc hién bén hoat dong co ban nao?

+ Dia chi héa cic thiét bi cudi (Addressing)
* Déng g6i (Encapsulation)

* Dinh tuyén (Routing)

* M4 géi (De-encapsulation)

+ Kiém sodt ludng (Flow Control)
45. Ba dic diém chinh cta Giao thic Internet (IP) 1a gi?

* Connectionless (Khong lién két)
» Best effort (NO luc tdi da/Khong dam bao)

* Media independent (Pdc 1ap véi phuong tién)

Reliable (béang tin cay)
¢ Secure (An toan)
46. Truong nao trong tiéu dé goi tin IPv4 dugc st dung dé gidi han vong ddi clia mot géi tin va gidm di mot mdi
khi géi tin dudc xG ly béi mot router?
¢ Time-to-Live (TTL)
* Header Checksum
* Protocol
* Version
47. Mbt trong nhiing cai tién chinh ctia IPv6 so v6i IPv4 1a gi?
» Khong gian dia chi 16n hon nhiéu (128 bit so v6i 32 bit).
+ Tiéu dé goéi tin dugc don gian héa dé xir 1y hiéu qua hon.
* Loai bd nhu ciu vé NAT.
» Tich hop bio mat (IPsec) 1a bat budc.
48. Trong tiéu dé géi tin IPv6, trudng nao tuong duong véi trudng Time-to-Live (TTL) ctia IPv4?

* Hop Limit

Traffic Class
¢ Flow Label

* Next Header
49. Mot thiét bi chii xac dinh phai giti mot géi tin dén cdng mic dinh (default gateway) khi nao?
+ Khi mdy chii dich ndm trén mot mang tif xa.
+ Khi mdy chii dich ndm trén cing mdt mang cuc bd.
* Luon ludn, d6i véi tat ca cac géi tin gii di.
+ Khi khong thé tim thiy dia chi MAC ctia mdy chi dich.
50. Ba loai muc nhap tuyén dudng nao dudc luu trit trong bang dinh tuyén ctia mot router?

+ Mang dudc két nbi truc tiép (Directly connected networks)
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* Mang tif xa (Remote networks)
+ Tuyén dudng mic dinh (Default route)
+ Tuyén dudng tinh (Static route)

+ Tuyén dudng dong (Dynamic route)
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Huéng dan tra 16i

1.

10.

11.

12.

Dap 4n ding: Mang chiu 15i (Fault-tolerant network)

Giai thich: Mang chiu 16i dugc xiy dung dé han ché sé lugng thiét bi bi anh huéng bdi mot su cb. N6 cho
phép phuc hdi nhanh chéng khi xdy ra 18i bang céch sit dung cic dudng din du phong hodc nhidu duong din
gitta ngudn va dich.

Pap an ding: Thiét bi trung gian (Intermediary device)
Giai thich: Céc thiét b trung gian nhu switch va router két ndi céc thiét bi dau cudi v6i mang. Ching cung

cAp kha ning két n6i va dam bao rang dit liéu di chuyén qua mang dén diing dich.

Pap an ding: Mang thiét bi clia riéng ban (BYOD)
Giai thich: BYOD la mot xu huéng toan cau, cho phép ngudi diing cudi tu do st dung céc thiét bi c4 nhan
nhu laptop, may tinh bang, dién thoai thong minh d€ truy cip tai nguyén mang cia t& chiic.

Pap an ding: Két n6i cac mang LAN qua céc khu vuc dia Iy rong 16n.
Giai thich: Mang dién rong (WAN) 12 mdt cd sé ha ting mang cung cAp quyén truy cip vao cac mang khic

trén mot khu vuc dia Iy rong, chang han nhu giita cac thanh phd, tiéu bang hoic qubc gia.

. Pap 4an diing: TAn cong zero-day (Zero-day attacks)

Giai thich: Tin cong zero-day, con goi 1a tAn cong zero-hour, 12 cic cudc tin cong xay ra vao chinh ngay dau
tién mot 16 hdng bao mat dudc phét hién hoiic cong bd, trude khi c6 ban v4 16i.

Dap an ding: User EXEC mode va Privileged EXEC mode
Giai thich: Phan mém Cisco IOS phan tich quyén truy cip quan ly thanh hai ché do: User EXEC mode (ché
do nguvi dung, c¢6 gidi han) va Privileged EXEC mode (ché do dic quyén, cho phép truy cap tit ci céc 1énh).

Dap an duing: enable
Giai thich: Lénh enable dudc st dung d€ nang cip quyén tif ché d6 User EXEC (dugc biéu thi bang diu >)
1én ché do Privileged EXEC (dudc biéu thi bang dau #).

Dap an dung: startup-config
Giai thich: Tép startup-config la tép ciu hinh da Iuvu dudc luu tri trong bd nhé truy cip ngau nhién khong
kha bién (NVRAM). N6 khong bi mét noi dung khi thiét bi tit nguon.

Pap an dung: SSH (Secure Shell)

Giai thich: SSH 1a mot phuong thiic trong bing tan (yéu cau cc dich vu mang dang hoat dong) dé thiét 1ap
mot két ndi CLI an toan, dudc ma hoa tir xa. Console 12 ngoai bing tan (out-of-band), con Telnet khong an
toan.

Pap an dung: service password-encryption

Giai thich: Lénh ciu hinh toan cuc service password-encryption 4p dung mot thuat todn ma héa yéu
cho tit ci cdc mat khiu chua dudc ma héa trong tép cu hinh, ngin chiin viéc xem mat khiu duéi dang vin
ban thuan.

Dap an ding: Giao dién 4o ctia switch (SVI)
Giai thich: Vi cic cdng vat ly ctia switch Lp 2 khong hd trg dia chi IP, mot SVI phéi dudc tao trong phan
mém. Giao dién 4o nay cho phép quan Iy switch tit xa qua mang bang IPv4 va IPv6.

Pap an diing: Hb tro thiét ké giao thiic., Thic diy canh tranh vi cdc san pham tif cic nha cung cip khac nhau
c6 thé hoat dong ciing nhau., Ngin chin cong nghé & mot 16p anh hudng dén cic 16p khac., Cung cip mot

ngdn ngit chung d€ mo t4 cic chiic ning va kha niing clia mang.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Giai thich: M6 hinh phan 16p gitip chia nhd cdc hoat dong phiic tap ctia mang thanh cic 16p dé quan ly. Diéu
nay hd trg thiét ké giao thiic, cho phép cic nha cung cip khéc nhau tao ra cic san phdm tuong thich, c6 1ap
céc thay d6i trong mot 16p, va tao ra mdt khudn khé chung dé€ thao luan.

Dap an dung: De-encapsulation (M§ géi)
Giai thich: De-encapsulation 13 qu4 trinh dudc thiét bi nhan st dung d€ loai bd mot hoic nhiéu tiéu dé giao
thic. Dit liéu duge mé géi khi né di chuyén 1én chdong giao thiic hudng t6i ing dung ngudi dung cudi.

Dap an dung: IETF (Internet Engineering Task Force)
Giai thich: IETF Ia t6 chiic phat trién, cip nhat va duy tri cac cong nghé Internet va TCP/IP. Céc tai liéu ctia
ho, dudc goi la RFC, dinh nghia cac giao thic nay.

Dap an dung: Packet (G6i tin)
Giai thich: Tai I6p mang, don vi dit liéu giao thic (PDU) dugc goi 1a mot géi tin (packet). L6p mang nhan

mot phan doan (segment) tif 16p van chuyén va déng gbi né vao mot géi tin.

DPap an ding: Pia chi 16p lién két dif liéu (Data link layer address)
Giai thich: Dia chi 16p lién két dif liéu (vi du: dia chi MAC) chiu trach nhiém phan phéi khung dit liéu tit
mot NIC dén mot NIC khac trén ciing mdt mang cuc bd.

Dap an dung: Unicast

Giai thich: Truyén thong unicast 1a qud trinh truyén thong tin dén mot thiét bi dau cubi duy nhét.

Dap an dung: Co khi, Dién, Chic néing, Thu tuc
Giai thich: Cic giao thic 16p vat Iy md ta cac phuong tién co khi (dau ndi), dién (mic dién 4p), chiic ning

(chtic ning ctia cac chan cim) va thii tuc (trinh ty cac su kién) d€ truyén bit qua mot két nbi vat ly.

Pap an diing: Day kim loai trong cép (cdp dong), Sdi thiy tinh hoic nhua trong cap (cdp quang), Truyén
din khong day

Giai thich: C4c mang hién dai chii yéu sit dung ba loai phuong tién nay dé két nbi cac thiét bi. Dit liéu dudc
ma héa thanh cic xung dién ddi véi cap dong, xung anh sang dbi véi cap quang va séng dién tir di véi khong

day.

Dap an dung: Goodput
Giai thich: Goodput la thude do dit liéu hitu ich thuc té dugc truyén di, khong bao gdm cic tiéu dé giao thiic,
thong bdo x4c nhan va céc bit truyén lai. Do d6, goodput ludn thip hon thong ludng (throughput).

Pap an diing: Boc trong 16p che chan kim loai (shielding), Xoan cac cip day dbi dién véi nhau
Giai thich: Céap dong st dung 16p che chin kim loai (nhu trong cdp STP) dé chéng lai EMI va RFI. Viéc
x0an cic cip day lai v6i nhau (nhu trong UTP va STP) gitip loai bé nhiéu xuyén am (crosstalk).

Pap an dung: Sgi don mode (Single-mode fiber - SMF)
Giai thich: SMF c6 16i rit nhd, cho phép mot tia sing duy nhét truyén qua. Piéu nay lam gidm sy phan tén
va cho phép tin hiéu di xa hon nhiéu so v6i MMF, 1am cho né trd nén ly tudng cho céc ing dung dudng dai.

Dap an dung: Wi-Fi (IEEE 802.11)
Giai thich: Wi-Fi 1a mot cong nghé WLAN st dung CSMA/CA. Theo phuong phdp nay, NIC khong day

phai ling nghe d€ x4c dinh xem kénh vo tuyén c6 tréng khong trudc khi truyén dé tranh xung dot.

Dap an dung: Category 6
Giai thich: D6i v6i cic cong trinh xdy dung mdéi, Category 6 (Cat 6) 1a loai cap dugc khuyén nghi vi né dudc
thiét ké dé hd trg tbe do dit liéu cao hon, chiang han nhu Gigabit Ethernet (1000 Mbps) va 10 Gigabit Ethernet

trén khoang cach ngan hon.
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25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

Pap an dung: 32 bit
Giai thich: Mot dia chi IPv4 bao gdm mdt chudi 32 bit, dudc chia thanh bdn phan 8-bit goi 12 cic octet.

Dap an dung: Hé thip luc phan (Hexadecimal)
Giai thich: Hé thap luc phan (co s6 16) st dung 16 ky hiéu: cic chit sb tir 0 dén 9 va sdu chit cdi tit A dén F
dé biéu dién céc gia tri.

Dap an dung: Octet
Giai thich: Mdi dia chi IPv4 32 bit dugc chia thanh bon phan, mdi phan chia 8 bit. Mot nhém 8 bit dugc goi
la mot octet.

Dap an dung: Hextet
Giai thich: Hextet 13 thut ngit khong chinh thic dugc sit dung dé chi mot doan 16 bit (hoic 4 ky tu thap luc
phan) trong mot dia chi IPv6. Mot dia chi IPv6 day di bao gdm 8 hextet.

Dap an dung: 213
Giai thich: 11010101 =1%128+1%64+0%32+1%16+0%8+1%4+0%2+1%1=128+64+16+4+1=213.

Pap an diang: D2
Giai thich: D€ chuyén déi, trudc tién hdy chuyén 210 sang nhi phan: 11010010. Sau d6 chia thanh hai nhém
4 bit: 1101 va 0010. 1101 trong hé thap luc phan 1a D, va 0010 1a 2. Do d6, két qua 1a D2.

Pap an ding: L6p lién két dit lidu (Data Link Layer)
Giai thich: Lop lién két dit liéu chiu trach nhiém truyén thong tif card mang nay dén card mang khac trén
cling mot mang vat 1y. N6 chudn bi dif liéu mang cho mang vat ly.

Pap an dung: Logical Link Control (LLC), Media Access Control (MAC)
Giai thich: Lép lién két dit liéu theo chuan IEEE 802 dudc chia thanh hai 16p con: LLC, giao tiép véi cac 16p
trén, va MAC, chiu trach nhiém déng géi dit liéu va kiém sodt truy cip phuong tién.

Pap an ding: Point-to-Point (Piém-ndi-Diém)
Giai thich: Topology diém-nbi-diém la dang don gian nhit, bao gdm mat lién két duy nhét, cb dinh két ndi
truc tiép hai diém cudi (niit).

Pap 4an diing: Full-duplex (Song cong toan phan)
Giai thich: Trong giao tiép song cong toan phan, c4 hai thiét bi c6 thé truyén va nhan di liéu dong thdi, cho
phép ludng dit liéu hai chiéu ciing mot lic.

Dap an dung: CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance)

Giai thich: Mang khong day st dung CSMA/CA. Phuong phap nay khong phat hién xung dot ma cb ging
tranh chiing bang cach ling nghe phuong tién truéc khi truyén va sit dung cic co ché nhu bo dém thdi gian
ngau nhién.

Pap an ding: Header (Phan dau), Data (Di lidu), Trailer (Phan cubi)

Giai thich: Mot khung & 16p lién két dif liéu bao gdm mot phan dau (header) chiia thong tin diéu khién nhu
dia chi, mot phan dit liéu (data) chia géi tin tif 16p trén, va mot phan cudi (trailer) chifa thong tin phat hién
16i.

Dap an dung: Frame Check Sequence (FCS)

Giai thich: Truong FCS nidm trong phan cubi (trailer) ctia khung Ethernet va chia mot gia tri kiém tra du
thira chu ky (CRC). Thiét bi nhan sé tinh toan lai CRC va so sinh n6 véi gid tri trong FCS d€ kiém tra xem
khung c6 bi 16i trong qua trinh truyén hay khong.
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38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

Pap an dung: 48 bit
Giai thich: Dia chi MAC (Media Access Control) 12 mot dia chi 48-bit duy nhét dugc gan cho mdi card giao
dién mang (NIC).

Pap 4n diing: Organizationally Unique Identifier (OUT) do IEEE cép.
Giai thich: IEEE (Institute of Electrical and Electronics Engineers) cip phat mot OUI 24-bit (3-byte) duy
nhét cho m&i nha san xuét. OUI nay tao thanh 24 bit diu tién ctia bat ky dia chi MAC nao do nha sin xuét d6

gan.

Pap an diing: Bing cich kiém tra dia chi MAC ngudn clia cac khung nhén dudc trén mot cong.

Giai thich: Khi mot khung tin dén mot cong switch, switch sé doc dia chi MAC ngudn ciia khung d6. Néu
dia chi nay chua c6 trong bang MAC, switch s& thém mot muc méi, lién két dia chi MAC d6 v6i cdng ma
khung tin da dén.

Pap an dung: Store-and-forward switching

Giai thich: Chuyén mach luu-va-chuyén tiép (store-and-forward) dgi cho dén khi toan bo khung dugc nhan
vao bo dém ctia né. Sau d6, n6 thuc hién ki€m tra 16i (CRC). Néu khung khong c6 16i, né sé dugc chuyén tiép
dén cdng dich.

Pap an ding: Tu dong phat hién loai cap (thing hoic chéo) dudce gin vao cdng va ciu hinh giao dién tuong
ung.

Giai thich: Auto-MDIX (automatic medium-dependent interface crossover) cho phép mot cdng switch tu
dong cam nhan két n6i ddy cin thiét (thing hodc chéo) va cau hinh lai chinh né cho phii hgp, loai bd nhu ciu
st dung céc loai cap khac nhau cho cac két nbi khac nhau.

Pap 4n ding: FF-FF-FF-FF-FF-FF

Giai thich: Pia chi MAC quang b4 1a mot dia chi dic biét bao gdm 48 bit déu 1a 1. Trong hé thap luc phan,
diéu nay dugc biéu dién 12 FF-FF-FF-FF-FF-FF. Moi thiét bi trén mang LAN sé nhén va x& ly mot khung c6
dia chi dich nay.

DPap 4n diing: Pia chi héa cic thiét bi cudi (Addressing), Péng g6i (Encapsulation), Pinh tuyén (Routing),
M4 g6i (De-encapsulation)

Giai thich: Bn hoat dong co ban ctia Lép Mang 1a: gan dia chi IP duy nhét cho cac thiét bi cudi, déng géi
PDU ctia L6p Van chuyén vao céc géi tin, chon dudng di tot nhit d& chuyén tiép cac géi tin dén mang dich,

va mé goi tin khi né dén thiét bi cudi dich.

Pap an ding: Connectionless (Khong lién két), Best effort (N luc tdi da/Khong dam bao), Media indepen-
dent (Boc 1ap v6i phuong tién)

Giai thich: Giao thiic IP 1a "khong lién két"vi khong c6 két nbi nao dudgc thiét 1ap trude khi giii dit liéu. N6
12 "nd luc t6i da"vi khong ddm bao viéc phan phdi géi tin. Va né "ddc 1ap v6i phuong tién"vi né cé thé hoat

dong trén bét ky loai phuong tién 16p vat 1y nao.

Pap an dung: Time-to-Live (TTL)
Giai thich: Trudng TTL 12 mot bd dém dugc dit bdi nguodn va gidm di mot bdi méi router trén dudng di. Khi
TTL vé 0, router sé loai bd géi tin d€ ngin né ldp vo han trong mang.

Pap 4an ding: Khong gian dia chi 16n hon nhiéu (128 bit so véi 32 bit)., Tiéu dé géi tin dugc don gidn héa
dé xit 1y hiéu qua hon., Loai bd nhu cau vé NAT.

Giai thich: IPv6 dudc tao ra d€ gidi quyét cac han ché ctia IPv4, dic biét 1a su can kiét dia chi. N6 cung cip
mot khong gian dia chi khdng 16, mot tiéu dé hop ly hon d€ gidm tai xi ly clia router, va loai bd nhu ciu vé
NAT, cho phép két ndi dau cudi thuc su.
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48. Pap an dung: Hop Limit
Giai thich: Trong IPv6, trusng Hop Limit 8-bit thuc hién cing chic nidng véi trudng TTL trong IPv4. N6
dugc giam di mdt & mdi hop (router), va géi tin sé bi loai bo khi gia tri nay bang khong.

49. Pap an ding: Khi may chi dich nam trén mot mang tir xa.
Giai thich: Mot thiét bi chi sit dung cong mic dinh clia né dé giti cac géi tin c6 dia chi IP dich khéng nim

trong cling mang cuc bd (mang tlf xa). Céng miic dinh hoat dong nhu mot cira ngd ra khéi mang cuc bo.

50. Pap an dang: Mang dudc két nbi truc tiép (Directly connected networks), Mang tit xa (Remote networks),
Tuyén dudng mic dinh (Default route)
Giai thich: Mot bang dinh tuyén chiia thong tin vé cdc mang ma router dudgc két ndi truc tiép, cic mang tit
xa ma n6 da hoc dudc (thong qua dinh tuyén tinh hoic dong), va thudng 13 mot tuyén dusng mic dinh dé xi
ly luu lugng dén cdc mang khong xéc dinh.
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Phu luc B
Bai kiém tra s6 2

Cau hoi
1. Khi mo6t may chi gri mot géi tin dén mot may chii khac trén mot mang tif xa, dia chi MAC dich trong khung
Ethernet la g1?
a) Dia chi MAC clia cng gateway méc dinh. b) Dia chi MAC ctia mdy chu dich.

¢) bDia chi IP cia may chu dich. d) Dia chi MAC cua switch.

2. Trong mang IPv6, giao thiic ndo thuc hién chiic ning tuong tu nhu ARP trong IPv4 d€ phan gidi dia chi 16p
3 thanh dia chi 16p 2?

a) Neighbor Discovery (ND) b) ARPv6
¢) DHCPv6 d) ICMPv6
3. Mot yéu cau ARP (ARP request) dugc giii dusi dang nao?
a) Broadcast ¢ Lép 2 b) Unicast 6 Lép 2
¢) Multicast 6 Lép 3 d) Broadcast 6 L6p 3
4. Bang ARP (ARP table) trén mot thiét bi luu trif anh xa giifa cdc thong tin nao?
a) Dia chi IPv4 va dia chi MAC b) Dia chi IP va sb cong
c) Tén mién va dia chi IP d) Dia chi MAC va cdng switch
5. Ky thuat tAn cong nao ma ké tin cong giii cac thong diép ARP gid mao vao mang cuc bo?
a) ARP spoofing (Gia mao ARP) b) DNS spoofing
¢) MAC flooding d) IP spoofing
6. Hai thong diép ICMPv6 nao dudc st dung dé phan gidi dia chi MAC trong mang IPv6? (Chon hai)

a) Neighbor Solicitation b) Neighbor Advertisement
¢) Router Solicitation d) Router Advertisement

e) Echo Request

7. Lénh nao dudc st dung d€ ma héa tit ca cac mat khau dang vin ban thuan (plaintext) trong tép cAu hinh cia

router?
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a) service password-encryption b) enable secret

c) encrypt all passwords d) line console 0

8. Dic diém nio mo ta vé gateway miic dinh clia mot mdy tinh chii?

a) Dia chilogic clia giao dién router trén cing mang b) Dia chi vit 1y clia giao dién switch két nbi véi

v6i mdy tinh cha. may tinh cha.
¢) bDia chi logic dugc gan cho giao dién switch. d) bDia chi vat ly cia mdy chi DNS.

9. Lénh nao hién thi mot ban tém tit ngin gon vé trang thai hién tai clia cdc giao dién, dia chi IP va trang thai

hoat dong cla chung trén router?
a) show ip interface brief b) show running-config
c) show interfaces d) show ip route
10. Tép cAu hinh nao dudc Iuu trong NVRAM ciia router va dudc st dung khi router khdi dong?
a) startup-config b) running-config
c) IOS image d) POST diagnostics
11. Muc dich cta 1énh ‘banner motd* trén router la gi?

a) Cung cip thong bo phép Iy hoic canh bdo cho b) CAu hinh tén cta router.
bat ky ai ding nhap vao router.

¢) Mai héa cdc mat khau. d) CAu hinh giao dién loopback.
12. DE cho phép mdt switch Ldp 2 dude quéan ly tif xa tif mot mang khéc, can ciu hinh thong tin ndo sau day?
a) Mot dia chi IP gateway mac dinh. b) Mot dia chi MAC.
c¢) Mot VLAN trunking. d) Mot dia chi loopback.
13. Qua trinh nao dugc st dung d€ xdc dinh dia chi mang tit mot dia chi IPv4 va subnet mask ctia n6?
a) Phép toan AND logic b) Phép toan OR logic
c) Phép toan XOR logic d) Phép toan NOT logic
14. Dia chi IPv4 nao sau day la mot dia chi riéng (private address)?
a) 172.16.31.50 b) 172.32.5.2
c) 192.169.1.1 d) 100.64.10.10
15. Loai truyén thong nao gii mot goi tin dén tit ca cdc thiét bi trén mot mién broadcast cu thé?
a) Broadcast b) Unicast
¢) Multicast d) Anycast
16. Mot mang c6 prefix 1a /27. C6 bao nhiéu dia chi host hgp 1€ trong mang nay?

a) 30 b) 32
c) 62 d) 14
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Ky thuat ndo cho phép chia mot mang thanh cic mang con c6 kich thu6c khac nhau dé tiét kiém dia chi IP?
a) Variable-Length Subnet Masking (VLSM) b) Classful Addressing
¢) Network Address Translation (NAT) d) Port Address Translation (PAT)
Trong dia chi IPv4 192.168.10.10/24, phan nao 1a dia chi mang va phan nao 1a dia chi host?
a) 192.168.10 1a phan mang, 10 1a phén host. b) 192.168 1a phan mang, 10.10 13 phan host.
¢) 192 1a phan mang, 168.10.10 12 phan host. d) 192.168.10.0 1a phan mang, 0.0.0.10 12 phan host.
Lgi ich chinh cta viéc chia mang (subnetting) la gi?
a) Giam kich thudc ctia mién broadcast. b) Ting tdc do két ndi Internet.
¢) Ting sb lugng dia chi host trong mot mang. d) DPon gian héa viéc gan dia chi IP.
Dau la cach viét tat hop 1é cho dia chi IPv6 fe80:0000:0000:0000:02a0:c9ff:fe76:2434?
a) fe80::2a0:coff:fe76:2434 b) fe80:0:0:0:2a0:c9ff:fe76:2434

c) fe80::02a0:coff:fe76:2434 d) fe80:2a0:coff:fe76:2434

Loai dia chi IPv6 nao dudc yéu cau cho moi giao dién c6 bat IPv6 va chi dudc sit dung d€ giao tiép trén cling
mét lién két cuc bd?

a) Link-local address (LLA) b) Global unicast address (GUA)
¢) Unique local address d) Anycast address
Mot dia chi Global Unicast (GUA) ctia IPv6 bao gém ba phan nao? (Chon ba)

a) Global Routing Prefix b) Subnet ID
¢) Interface ID d) Broadcast ID
e) MAC Address

Phuong phap nao cho phép maot thiét bi tw dong cAu hinh dia chi IPv6 GUA ctia minh bing céch sit dung
thong tin tu thong diép Router Advertisement (RA)?

a) Stateless Address Autoconfiguration (SLAAC) b) Stateful DHCPv6
¢) Static configuration d) APIPA
Qud trinh EUI-64 sit dung dia chi ndo ctia thiét bi d€ tao ra Interface ID 64-bit cho dia chi IPv6?
a) Dia chi MAC 48-bit b) Dia chi IPv4 32-bit
c) Mot s6 ngiu nhién 64-bit d) bia chi Loopback
Dia chi IPv6 nao dudc st dung dé giii mot goi tin dén tat ca céc router IPv6 trén mot lién két cuc bo?
a) ff02::2 b) ff02::1

c) fe80::1 d) ::1

Lénh ‘ping ::1° trén mdt may chi IPv6 c6 muc dich gi?

AnhNH54 @fe.edu.vn Trang 136



Chuwong B — Bai kiém tra s6 2 Ngé Hdi Anh

27.

28.

29.

30.

31.

32.

33.

34.

35.

a) Kiém tra xem chdng giao thiic TCP/IP c6 dugc b) Kiém tra két nbi dén gateway mic dinh.
cai dat va hoat dong chinh xac trén mdy chu do
hay khong.

¢) Kiém tra két néi dén mdy chii DNS. d) Gti yéu cau dén tit ca cac mdy chi trén mang.

Tién ich ‘traceroute* (hodc ‘tracert®) st dung thong diép ICMP nao dé€ xic dinh dudng di dén mot dich?

a) Time Exceeded b) Echo Request

c) Destination Unreachable d) Echo Reply
Khi ban ping mdt dia chi khong ton tai trén mang cuc bo, loai thong diép ICMP nao ban c6 thé nhan lai tir
gateway?

a) Destination Unreachable b) Time Exceeded

¢) Echo Reply d) Redirect

Giao thiic ICMPv6 bao gdm céc chiic ning méi khong c¢é trong ICMPv4, nhu 1a mot phan ciia Neighbor
Discovery Protocol. Cic chiic ning nay bao gom:

a) Phan giai dia chi va tu dong ciu hinh dia chi. b) Bdo cdo 15i va kiém tra két ndi.

¢) Phin manh va tai hgp goi tin. d) Diéu khién ludng va quan ly phién.

Hai tién ich dong 1énh nao sit dung thong diép ICMP d€ kiém tra két n6i mang? (Chon hai)

a) ping b) traceroute
c) ipconfig d) netstat
e) arp

Gia tri Time-to-Live (TTL) trong g6i tin IPv4 c6 chic nang gi?

a) Ngan céc goi tin lap vo han trong mang. b) Po thdi gian tré clia mang.

¢) Xac dinh miic do vu tién cda goi tin. d) Pam béo géi tin dugc gii dén diing dich.
Dic diém nao sau ddy mo ta ding nhét vé giao thiic TCP (Transmission Control Protocol)?

a) Hudng két ndi va dam bao tin cay. b) Khong huéng két nbi va nhanh.

¢) St dung cho céc ng dung thdi gian thyc. d) C6 overhead thip.
Mot socket trong giao tiép mang dudc xdc dinh bdi su két hop ctia nhiing yéu té nao?

a) Dia chiIP va s6 cdng. b) Dia chi MAC va dia chi IP.

c) SO thi tu va sb xac nhan. d) DPia chiIP va tén mién.

Qua trinh bét tay ba budc (three-way handshake) ctia TCP sit dung cic co (flag) nao? (Chon hai)

a) SYN b) ACK
¢) FIN d) RST
¢) PSH

Giao thiic nao & ting Van chuyén phut hgp nhét cho cic ting dung nhu thoai qua IP (VoIP) va streaming video
truc tiép?
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36.

37.

38.

39.

40.

41.

42.

43.

44.

a) UDP (User Datagram Protocol) b) TCP (Transmission Control Protocol)
c¢) ICMP (Internet Control Message Protocol) d) ARP (Address Resolution Protocol)

Chiiic niing clia s thif tu (sequence number) trong header ctia TCP 1a gi?

a) DE sip xép lai cic segment theo diing thif ty tai  b) DE xdc dinh ting dung dich.
dich.

c) DE&kiém tra 16i trong segment. d) DéE diéu khién ludng dit liéu.
Khoang s6 cdng nio dudc dinh nghia 1a cic cong ndi tiéng (well-known ports)?
a) 0dén 1023 b) 1024 dén 49151
c) 49152 dén 65535 d) 0 dén 255
Co ché nao ctia TCP dugc st dung dé€ ngin viéc lam qué tdi bd dém cta thiét bi nhan?
a) Diéu khién lu6ng (Flow Control) b) Bit tay ba budc
¢) Sé thd ty d) Xac nhan
Giao thiic nao dugc st dung dé chuyén ddi tén mién (vi du: www.google.com) thanh dia chi IP?
a) DNS (Domain Name System) b) DHCP (Dynamic Host Configuration Protocol)
c¢) HTTP (Hypertext Transfer Protocol) d) SMTP (Simple Mail Transfer Protocol)
Khi mét may khach web giii yéu cau dé 1iy mot trang web, né st dung phuong thiic HTTP nao?
a) GET b) POST
¢) PUT d) HEAD
Giao thiic nao dugc st dung dé€ gt email tir mot mdy khach dén mot mdy chii mail?

a) SMTP (Simple Mail Transfer Protocol) b) POP3 (Post Office Protocol 3)
c) IMAP (Internet Message Access Protocol) d) HTTP (Hypertext Transfer Protocol)

Su khéc biét chinh gitta POP3 va IMAP la gi?

a) IMAP gitt lai ban sao email trén mdy chd, trong b) POP3 an toan hon IMAP.
khi POP3 thudng x6a chiing sau khi tai vé.

c) IMAP chi dung dé giii mail, POP3 ding dé nhan d) POP3 nhanh hon IMAP.
mail.

Giao thiic nao cho phép cp phat dia chi IP va céc thong tin cAu hinh mang khac mot cich tu dong cho céc
thiét bi trong mang?

a) DHCP (Dynamic Host Configuration Protocol) b) DNS (Domain Name System)
¢) FTP (File Transfer Protocol) d) SNMP (Simple Network Management Protocol)
Trong mé hinh client-server, vai tro cua client la gi?

a) Yéu ciu thong tin hoic dich vu. b) Cung cip thong tin hoic dich vu.

¢) Quan ly luu lugng mang. d) Luu trit di liéu 1au dai.
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45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

Giao thiic chia sé tép nao 1a chii dao trong cidc mang ctia Microsoft va ciing dudc hd trg trén Linux (thong
qua SAMBA) va macOS?

a) SMB (Server Message Block) b) FTP (File Transfer Protocol)
c¢) NFS (Network File System) d) TFTP (Trivial File Transfer Protocol)
Loai phan mém doc hai nao tu nhan ban va lay lan qua mang ma khong can sy tuong tic ctia ngudi ding?
a) Worm (Sau) b) Virus
¢) Trojan horse d) Spyware
Ba thanh phan ctia framework bao mat AAA 13 gi? (Chon ba)
a) Authentication (Xac thuc) b) Authorization (Uy quyén)
¢) Accounting (Kiém todn) d) Access (Truy cép)
e) Administration (Quan tri)
Giao thiic nao cung cip két nbi quan 1y tif xa an toan bang cach ma hoa dit liéu?
a) SSH (Secure Shell) b) Telnet
c¢) HTTP d) FTP
Loai tAn cong nao c¢6 muc dich 1am cho mét dich vu mang khong kha dung dbi véi ngudi ding hop phap?
a) Denial-of-Service (DoS) b) Reconnaissance
¢) Man-in-the-middle d) Access Attack
Mot biic tudng Ita (firewall) hoat dong & tang nao ctia mo6 hinh OSI?
a) Cha yéu 6 Tang 3 (Network) va Tang 4 (Transport). b) Chi & Tang 2 (Data Link).
c) Chi & Tang 7 (Application). d) Chi & Tang 1 (Physical).
Mot trong nhiing cich hiéu qua nhit d€ gidm thiéu tac dong clia mot cudc tin cong worm la gi?

a) Tai xudng cic ban cip nhat bdo mat va va 16i b) Cai dit nhiéu chuong trinh diét virus.
cho cdc hé diéu hanh.

¢) Thay d6i mat khau thudng xuyén. d) St dung tudng lira phan cing.

Mot cude thn cong ma ké tin cong cb ging doan mat khiu bang cach thit tit ci cac két hop c6 thé dudc goi

la gi?
a) Brute-force attack b) Social engineering
c) Phishing d) Spoofing

Yéu t6 nao sau day la quan trong nhét khi lua chon thiét bi cho mot mang nhd c6 du bdo ting trudng 16n?

a) Kha ning md rong (Modularity/Expandability) ~ b) Chi phi thip nhét

c) Mait do cdng cb dinh d) Giao dién quan ly don gian nhét

Viéc tao mot "baseline"cho hiéu suit mang c6 muc dich gi?
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55.

56.

57.

58.

59.

a) PE c6 mot diém tham chiéu cho hiéu suit binh  b) DE sao luu ciu hinh mang.
thudng, gitp x4c dinh cdc vn dé trong tuong lai.

¢) D€ kiém tra két nbi mang 1an dau. d) D€ tu dong cAu hinh cic thiét bi mang.
Lénh nao trén router Cisco dudc st dung dé€ kham pha céc thiét bi Cisco dudc két nbi truc tiép?
a) show cdp neighbors b) show ip route

c) show interfaces d) show arp

Khi mdt mdy tinh Windows khong thé nhan dudc dia chi IP tif mdy chit DHCP, né sé tu gan cho minh mot
dia chi IP tu dai nao?

a) 169.254.0.0/16 (APIPA) b) 192.168.1.0/24
c) 10.0.0.0/8 d) 127.0.0.0/8
Yéu t6 thiét k& nao gitdp loai bé céc diém 16i don (single points of failure) trong mang?
a) Redundancy (Dy phong) b) Scalability (Kha nang mé rong)
¢) Cost (Chi phi) d) Security (Bao mat)
Trong viéc khic phuc su ¢b, budc dau tién va quan trong nhit 13 gi?
a) Xdc dinh vén dé. b) Thuc hién giai phap.

¢) Tai liéu héa céc phat hién. d) Kiém tra gia thuyét.

Lénh nao trén router Cisco sé hién thi cic thong diép gd rdi (debug messages) trén mot phién Telnet hoiic
SSH tu xa?

a) terminal monitor b) debug all

c) show logging d) logging console
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Huéng dan tra 16i

1.

10.

11.

12.

Pap an: A. Dia chi MAC ciia c6ng gateway mic dinh.

Giai thich: Khi dich nim trén mot mang khéc, khung dif liéu phai dudc gti dén router (gateway mic dinh)
dé dugc dinh tuyén. Do d6, MAC dich ctia khung 1a MAC ctia giao dién router trén cling mang cuc bd véi
may cha gii.

Pap an: A. Neighbor Discovery (ND)

Giai thich: IPv6 sit dung Giao thiic Khdm phé Lang giéng (ND), mot phan ctia ICMPv6, dé thuc hién cic
chiic ning nhu phan gii dia chi (tuong duong ARP), kham pha router va tu dong cu hinh dia chi.

Pap an: A. Broadcast 6 Lép 2
Giai thich: Yéu ciu ARP dudc giii dén dia chi MAC broadcast (FF:FF:FF:FF:FF:FF) d€ tit ca céc thiét bi
trén mang cuc bo déu nhan va xi Iy nd, nhung chi thiét bi ¢ dia chi IP tuong ting méi tra 15i.

Dap an: A. Dia chi IPv4 va dia chi MAC
Giai thich: Bang ARP (con goi la ARP cache) duy tri mot bang 4nh xa dong gitta dia chi IP (LSp 3) va dia
chi MAC (Lé6p 2) tuong dng ctia cac thiét bi trén mang cuc bd.

. Pap an: A. ARP spoofing (Gid mao ARP)

Giai thich: ARP spoofing 12 mot k¥ thuat tn cong trong d6 ké tin cong giii cdc g6i tin ARP gia mao d€ lién
két dia chi MAC ctia minh véi dia chi IP ctia mot thiét bi khac, thudng 1a gateway mic dinh, nhim muc dich
chin hoic siia ddi dit liéu.

Pap an: A, B. Neighbor Solicitation, Neighbor Advertisement

Giai thich: Trong IPv6, mot thiét bi giii thong diép Neighbor Solicitation (tuong tu ARP request) dé hoi dia
chi MAC ctia mot dia chi IPv6 cu thé. Thiét bi dich sé tra 18i bang mot thong diép Neighbor Advertisement
(tuong tu ARP reply) chia dia chi MAC cua né.

Dap an: A. service password-encryption
Giai thich: Lénh nay 4p dung mot phucng phap ma héa yéu cho tit ca cac mat khau chua dude ma héa trong
tép cAu hinh, chiang han nhu mat khau console, vty, dé chiing khong hién thi dudi dang vin ban thuan.

Pap an: A. Dia chi logic cia giao dién router trén cing mang véi mdy tinh cha.
Giai thich: Gateway mic dinh 1a thiét bi (thudng 1a router) ma mot mdy chd st dung dé€ gii luu lugng truy
cap dén cdc thiét bi trén cac mang khéc. Pia chi clia né phai ndm trén cing mot mang con logic véi may chu.

Dap an: A. show ip interface brief
Giai thich: Lénh nay cung cip mot dau ra siic tich, hién thi trang thai ctia tiing giao dién (up/down), dia chi
IP dugc cu hinh va trang thdi ciia giao thifc trén giao dién do.

Dap an: A. startup-config
Giai thich: Tép ‘startup-config* dugc Iuu trif trong bd nhé truy cap ngau nhién khong kha bién (NVRAM)
va chifa cAu hinh dugc tai vao router mdi khi né khéi dong hoic khéi dong lai.

Pap an: A. Cung cép thong bdo phdp Iy hoic canh bdo cho bat ky ai ding nhap vio router.

Giai thich: Lénh ‘banner motd* (Message of the Day) dudc st dung dé€ hién thi mot thong diép cho tat ca
ngudi dung khi ho c¢b ging két nbi va ding nhap vao thiét bi, thuong dung cho muc dich canh bdo truy cap
trai phép.

Pap an: A. Mot dia chi IP gateway méc dinh.
Giai thich: Mic du switch Lép 2 khong can dia chi IP d€ chuyén mach cac khung, n6 can mot dia chi IP trén
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

mot SVI (Switch Virtual Interface) va mot gateway miic dinh dé€ c6 thé giao tiép vdi cac thiét bi 6 mang khéc,
cho phép quan ly tir xa.

DPap an: A. Phép toan AND logic
Giai thich: Mot thiét bi thuc hién phép toan AND logic tiing bit mot giita dia chi IPv4 clia né va subnet mask
dé xdc dinh dia chi mang ma né thudc vé.

Dap an: A. 172.16.31.50
Giai thich: Theo RFC 1918, dai dia chi riéng 16p B 1a 172.16.0.0 dén 172.31.255.255. Dia chi 172.16.31.50

nam trong dai nay.

Pap an: A. Broadcast
Giai thich: Truyén thong broadcast giii mot géi tin tif mot ngudn dén tt ca cac dich khac trong cting mot
mang hodc mién broadcast.

Pap an: A. 30
Giai thich: Mot prefix /27 c¢6 nghia 1a 27 bit danh cho mang va 32 - 27 = 5 bit danh cho host. S6 lugng dia
chi ¢6 thé c6 14 2° = 32. Trir di mot dia chi cho mang va mot dia chi cho broadcast, ta con lai 32 -2 = 30 dia
chi host hgp 1é.

Pap an: A. Variable-Length Subnet Masking (VLSM)
Giai thich: VLSM cho phép cdc quén tri vién mang st dung cdc subnet mask khdc nhau cho cdc mang con
khéc nhau trong ciing mot mang 16n, gitp t6i wu héa viéc st dung khong gian dia chi.

Pap an: A. 192.168.10 1a phan mang, 10 1a phan host.
Giai thich: Véi prefix /24 (tuong duong subnet mask 255.255.255.0), 24 bit dau tién (3 octet dau) 1a phan

mang, va 8 bit cudi cling (octet cudi) 12 phan host.

Pap an: A. Giam kich thuéc ctia mién broadcast.
Giai thich: Khi mot mang 16n dudc chia thanh cac mang con nhdé hon (subnet), cdc router sé ngin chin
luu lugng broadcast lan truyén tif subnet nay sang subnet khac, do d6 1am gidm kich thu6c clia mdi mién

broadcast va cai thién hiéu suat mang.

Dap an: A. fe80::2a0:c9ff:fe76:2434
Giai thich: Quy tic viét tit IPv6 cho phép loai bd cic s6 0 diing dau trong mdi hextet (0000 thanh 0) va thay
thé mot chudi cc hextet toan s6 0 lién tiép biang diu hai chAm doi (::).

Pap an: A. Link-local address (LLA)

Giai thich: Pia chi link-local (bat dau bang fe80::/10) dudc tu dong ciu hinh trén moi giao dién IPv6 va dudgc
sit dung cho giao tiép trong pham vi lién két cuc bg, chéng han nhu khdm pha lang giéng va lam gateway mic
dinh. Chiing khong thé dugc dinh tuyén.

Pap an: A, B, C. Global Routing Prefix, Subnet ID, Interface ID
Giai thich: Mot dia chi GUA dudc ciu tric thanh ba phan: Global Routing Prefix (phin mang do ISP cép),
Subnet ID (phan d€ tao cic mang con trong t& chiic), va Interface ID (phan dinh danh thiét bi trén mang con).

Pap an: A. Stateless Address Autoconfiguration (SLAAC)

Giai thich: SLAAC 12 mot phuong phap cho phép thiét bi tu tao dia chi GUA clia minh bing cich két hop
prefix mang (64 bit) nhian dugc tu thong diép RA cia router véi mdt Interface ID (64 bit) do chinh né tao ra
(thudng tir dia chi MAC qua EUI-64 hoic ngu nhién).

Dap an: A. Dia chi MAC 48-bit
Giai thich: Qu4 trinh EUI-64 14y dia chi MAC 48-bit cta giao dién, chén gid tri ‘FFFE* vao gilta, va déo
ngudc bit thii 7 d€ tao ra mot Interface ID 64-bit duy nhét.
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26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

Pap an: A. £f02::2
Giai thich: ff02::2 Ia dia chi multicast all-routers v&i pham vi link-local. Tét ca cic router IPv6 trén mot lién
két sé lang nghe dia chi nay. Vi du, cic mdy chi gti thong diép Router Solicitation dén dia chi nay.

Pap an: A. Kiém tra xem chong giao thiic TCP/IP ¢6 dudc cai dit va hoat dong chinh xdc trén may chi d6
hay khong.

Giai thich: Ping dén dia chi loopback (::1 cho IPv6 hoic 127.0.0.1 cho IPv4) 1a mot bai kiém tra ndi bo dé
xéc nhan ring ngin xép giao thiic mang ctia hé diéu hanh dang hoat dong, ma khong can giii bt ky luu lugng
nao ra mang bén ngoai.

Dap an: A. Time Exceeded
Giai thich: ‘traceroute‘ hoat dong bang cach giii cac g6i tin véi gia tri TTL (Time-to-Live) hoic Hop Limit
tdng dan. Mdi router trén duong di gidm gia tri nay di mot. Khi gia tri vé 0, router s& gdi lai mot thong diép

ICMP "Time Exceeded", cho phép ‘traceroute* xac dinh dudc dia chi cia router do.

Dap an: A. Destination Unreachable
Giai thich: Khi mot router hodc mdy chi nhan dugc mot géi tin ma né khong thé chuyén tiép hoic khong c6
dudng di dén dich, n6 sé gti lai mot thong diép ICMP "Destination Unreachable"cho ngudn.

Pap an: A. Phan gidi dia chi va tw dong cAu hinh dia chi.

Giai thich: ICMPv6 tich hop céc chiic ning ctia Giao thiic Kham pha Lang giéng (NDP), bao gdm céc thong
diép nhu Neighbor Solicitation/Advertisement (d€ phan gidi dia chi) va Router Solicitation/Advertisement
(hd trg tu dong ciu hinh dia chi).

Dap an: A, B. ping, traceroute
Giai thich: ‘ping* sit dung ICMP Echo Request va Echo Reply dé kiém tra su ton tai va thdi gian phan hoi
clia mot may chd. ‘traceroute sit dung ICMP Time Exceeded d€ x4c dinh céc chiing dudng di ctia géi tin.

Dap an: A. Ngin cdc géi tin 1dp vo han trong mang.
Giai thich: Méi router trén dudng di sé giam gid tri TTL di mot. Néu TTL vé 0 trudc khi dén dich, géi tin s&
bi hiy. Diéu nay ngin chin cic géi tin di lac hoic bi ket trong mot vong lidp dinh tuyén lam tic nghén mang.

Pap an: A. Huéng két nbi va dam bao tin cy.

Giai thich: TCP thiét 1ap mot két nbi logic (phién) trudc khi truyén dit liéu, va sit dung cac cd ché nhu sb thi
tu va xdc nhan dé€ dam bao rang tat ca dif liéu dudc gii di déu dén dich mot cach chinh x4c va theo ding thi
.

Pap an: A. Dia chi IP va s cong.
Giai thich: Mot socket 1a diém cudi ctia mot két nbi hai chiéu, dudc xdc dinh duy nhét bdi su két hop ctia
mot dia chi IP va mot s6 cong. Cip socket (ngudn va dich) xac dinh mot két ndi mang duy nhit.

Pap an: A, B. SYN, ACK

Giai thich: Qua4 trinh bit tay ba budc bt ddu bang mot géi tin ¢6 ¢ SYN (synchronize). May chi tra 15i
bing mot géi tin ¢6 ci cd SYN va ACK (acknowledgment). Cubi cliing, may khach hoan tit két néi bang mot
g6i tin c6 ¢ ACK.

Pap an: A. UDP (User Datagram Protocol)

Giai thich: Cac ting dung thdi gian thuc nhu VoIP va streaming video uu tién téc do va do tré thip hon 1a do
tin cay tuyét ddi. UDP c6 overhead thip va khong c6 co ché bat tay hay truyén lai, phit hgp véi cac yéu cau
nay.
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36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

Pap an: A. D€ sap xép lai cic segment theo diing thi tu tai dich.
Giai thich: Vi cdc segment c6 thé dén dich khong theo thi tu, bén nhan st dung s6 thi tu trong mdi segment
dé sap xép chung lai thanh ludng dif liéu ban dau trudc khi chuyén 1én ting ting dung.

Pap an: A. 0 dén 1023
Giai thich: TANA dinh nghia dai s6 cdng tir 0 dén 1023 1a cc c6ng ndi tiéng, dugc danh riéng cho cic dich
vu va giao thic mang phé bién (vi du: HTTP port 80, FTP port 21).

Pap an: A. Diéu khién ludng (Flow Control)
Giai thich: TCP sit dung mot co ché goi 1a ctia s trugt (sliding window). Thiét bi nhan sé thong bao kich
thudc cta s6 (window size) clia n6, cho biét lugng dif liéu n6 c6 thé nhan trude khi can xi ly. Diéu nay gitp

bén gtii diéu chinh toc do truyén dé khong 1am qua tii bén nhan.

Pap an: A. DNS (Domain Name System)

Giai thich: DNS 1a hé thong phan gii tén mién, hoat dong nhu mot "danh ba"ctia Internet, cho phép ngudi
diing st dung céc tén dé nhé dé truy cip céc trang web, trong khi mdy tinh sit dung céc dia chi IP s6 d€ giao
tiép.

Dap an: A. GET
Giai thich: Phuong thiic GET dudc st dung dé€ yéu ciu mot tai nguyén cu thé (nhu mot trang HTML, hinh
anh) tir mdy chd web. Pay 1a phuong thic phd bién nhit khi ban truy cap mot trang web.

Dap an: A. SMTP (Simple Mail Transfer Protocol)
Giai thich: SMTP dugc sit dung cho qua trinh gii email. Mdy khach email sit dung SMTP d€ gtii thu dén
may chii mail ctia minh, va cac mdy chii mail ciing st dung SMTP d€ chuyén tiép thu cho nhau.

Pap an: A. IMAP giii lai ban sao email trén mdy chii, trong khi POP3 thudng x6a chiing sau khi tai vé.

Giai thich: IMAP dugc thiét ké d€ quén ly email truc tiép trén mdy chd, cho phép truy cap tif nhiéu thiét bi
va dong bo hoéa trang thai. POP3 dugc thiét ké d€ tai email vé mot thiét bi duy nhit va thudng x6a ban gbc
trén may cha.

Dap an: A. DHCP (Dynamic Host Configuration Protocol)

Giai thich: DHCP tu dong héa qua trinh ciu hinh IP cho céc thiét bi. Khi mot thiét bi két nbi vao mang, né
c6 thé gtii yéu cau dén may chii DHCP d€ nhan dia chi IP, subnet mask, gateway mic dinh va dia chi may chi
DNS.

Pap an: A. Yéu cau thong tin hoic dich vu.
Giai thich: Trong mo hinh client-server, client 1a bén chii dong khéi tao két nbi va giii yéu cau dén server dé

nhén vé di liéu hodc st dung mot dich vu ma server cung cip.

Dap an: A. SMB (Server Message Block)

Giai thich: SMB 1a giao thic chinh dudc st dung trong cac mang Windows dé chia sé tép, may in va cic tai
nguyén mang khac. N6 cho phép cac ung dung va ngudi dung truy cip cac tép trén mot mdy chu ti xa nhu
thé chiing dang & trén may cuc bo.

Dap an: A. Worm (Sau)
Giai thich: Worm 12 mot loai phan mém ddc hai c6 kha ning tu nhan ban va 1ay lan doc 1ap qua cac két ndi
mang, thudng khai thac cac 16 hdng bdo mat d€ xAm nhép vao céc hé théng khac ma khong can tép tin chil.

Dap an: A, B, C. Authentication (Xac thuc), Authorization (ﬁy quyén), Accounting (Kiém todn)

Giai thich: AAA 12 mot framework bdo mat: Authentication xdc minh danh tinh ngudi dung (ban 1a ai?),
Authorization xdc dinh quyén han ctia ngudi dung (ban dugc lam gi?), va Accounting ghi lai cic hanh dong
cua ngudi dung (ban da lam gi?).
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48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

Pap an: A. SSH (Secure Shell)
Giai thich: SSH cung cip mot kénh giao tiép dugc ma héa qua mot mang khong an toan, cho phép diing nhap
va thuc thi 1énh tit xa mot cach bao mat, khong gidng nhu Telnet truyén dit liéu dudi dang vin ban thuin.

Pap an: A. Denial-of-Service (DoS)
Giai thich: Muc tiéu ctia tin cong DoS 1a 1am can kiét tai nguyén ctia mot hé thdng (nhu CPU, bd nhd, bing
thong), khién n6 khong thé phuc vu cc yéu ciu hop 1é tir ngudi ding, giy gian doan dich vu.

Pap an: A. Chii yéu & Tang 3 (Network) va Tang 4 (Transport).

Giai thich: Tudng Itia packet-filtering va stateful hoat dong & ting 3 va 4, kiém tra cac dia chi IP ngudn/dich
va s6 cong ngudn/dich. Cac tudng Iita thé hé méi (Next-Gen) c6 thé kiém tra sau hon & ting ting dung (Tang
7).

Pap an: A. Tai xudng cic ban cip nhit bao mat va va 16i cho cac hé diéu hanh.
Giai thich: Worm thudng khai thc cic 16 hdng da biét trong hé diéu hanh hoic phan mém. Viéc dp dung cic

ban v bao mat mdi nhét sé déng cac 16 hdng niy, ngin chin worm lay lan hiéu qua.

Dap an: A. Brute-force attack
Giai thich: TAn cong brute-force 1a mot phuong phap thii-va-sai, st dung cic cong cu ti dong dé thit moi t&
hop ky tu ¢6 thé cho dén khi tim ra mat khau diing.

Pap an: A. Kha ning md rong (Modularity/Expandability)

Giai thich: V6i du bdo ting trudng 16n, viéc chon cac thiét bi c6 thé md rong (vi du: switch modular c6 thé
thém c6ng, router c6 thé thém module) 1a rit quan trong d€ mang c6 thé phat trién cting doanh nghiép ma
khong can thay thé toan bo phan ciing.

DPiap an: A. D€ ¢c6 mot diém tham chiéu cho hiéu suit binh thudng, gidp xdc dinh cic vn dé trong tuong lai.
Giai thich: Mot baseline ghi lai cic chi sd hiéu suit ctia mang (nhu do tré, bing thong sit dung) trong diéu
kién hoat dong binh thudng. Khi c6 su cb, quan tri vién c6 thé so sanh cic chi sd hién tai v6i baseline dé
nhanh chéng xac dinh sy bat thudng.

Pap an: A. show cdp neighbors

Giai thich: Giao thic Kham pha ctia Cisco (CDP) hoat dong & Ldp 2 va cho phép céc thiét bi Cisco trao ddi
thong tin vé minh véi céc thiét bi dugc két ndi truc tiép. Lénh ‘show cdp neighbors® hién thi thong tin vé cac
thiét bi lang giéng nay.

Pap an: A. 169.254.0.0/16 (APIPA)

Giai thich: Automatic Private IP Addressing (APIPA) la mot tinh néng ciia Windows. Khi mot mdy tinh
dugc cAu hinh dé€ nhan IP tu dong nhung khong tim thdy may chi DHCP, n6 sé tu gan mot dia chi trong dai
169.254.0.0 dén 169.254.255.254.

Dap an: A. Redundancy (Du phong)

Giai thich: Du phong 1 viéc trién khai cdc thanh phan (thiét bi, lién két) du phong d€ néu mot thanh phan
chinh bi 16i, thanh phan du phong c6 thé tiép quan, ddm béo tinh lién tuc ctia hoat dong mang va loai bd cic
diém 16i don.

Pap an: A. Xdc dinh vén d.

Giai thich: Theo cic phuong phap khic phuc su ¢ c6 ciu tric, bude dau tién ludn 1a thu thap thong tin va
xéc dinh 16 rang van dé 1a gi (vi du: "Ngudi dung X khong thé truy cip mdy chi Y", thay vi "mang cham").
Diéu nay dinh huéng toan bo qud trinh xit 1y sau do.
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59. Pap an: A. terminal monitor
Giai thich: Theo miic dinh, cic thong diép hé théng nhu debug chi hién thi trén phién console. D€ xem chiing
trén mot phién két ndi tir xa (Telnet/SSH), ban phéi st dung 1énh ‘terminal monitor® & ché do privileged
EXEC.
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Phu luc C

Bai kiém tra tong hop

Cau hoi

1. Mang mdy tinh mang lai 1di ich nao? c) 128
a) Lién lac va chia sé thong tin d) 256
b) Lam viéc va hoc tap tif xa 6. Giao thiic nao diing d€ phan giai tén mién?
¢) Giai tri truc tuyén a) DHCP
d) Tét ca cac ddp 4n trén b) FTP

2. Diém khéc biét chinh giita mang gia dinh va mang c) DNS

doanh nghiép 1a gi? d) SSH

a) Quy mo va sb luong ngudi ding 7. Giao thic nao cép phat dia chi IP dong?

b) Miic do bao mat va do tin cay a) SMTP

¢) Dich vu mang trién khai b) DHCP

d) Loai card mang st dung ¢) POP3
d) IMAP

3. Internet la gi?

8. Giao thiic nao dung dé gtii email di?
a) Mot mang LAN

b) Tap hop nhiéu mang con két ndi toan cau a) SMTP
¢) Mot loai két nbi khong day b) POP3
IMAP
d) Chi la mang doanh nghiép 16n ©)
d) FTP

4. Dia chi IPv4 c6 do dai bao nhiéu bit? B .
9. Giao thifc nao ho trg truyen tép tin?

a) 16
a) HTTP
b) 32
b) FTP
© o4 ¢) IMAP
d) 128 d) DNS
5. Dia chi IPv6 c d6 dai bao nhiéu bit? 10. Trong md hinh OSI, ting nao chiu trach nhiém
a) 32 dinh tuyén géi tin?
b) 64 a) Tang Vat ly
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Ngé Hdi Anh

11.

13.

14.

15.

16.

17.

b) Tang Lién két di lieu
¢) Ting Mang
d) Tang Ung dung
Tang nao cung cip dich vu dau cubi-dén-dau cudi?
a) Tang Van chuyén
b) Tang Mang
c) Tang Lién két dit liéu
d) Tang Vatly

. TCP la gi?

a) Giao thic khong két n6i
b) Giao thifc huéng két ndi, tin cay
¢) Giao thiic tang ting dung

d) Giao thic vat ly
UDP thudng dudc dung trong ing dung nao?

a) Email
b) Truyén video truc tuyén
c) FTP
d) HTTPS
Dia chi MAC ¢6 d6 dai bao nhiéu bit?
a) 32
b) 48
c) 64
d) 128
Giao thiic ndo ding dé phan giai IPv4 sang MAC?
a) DNS
b) ARP
c) ICMP
d) DHCP

IPv6 thay thé ARP bing co ché nao?

a) ICMPv4

b) DNS

¢) NDP (Neighbor Discovery)
d) SLAAC

Lénh ping dung dé lam gi?

a) Hién thi bAng MAC
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18.

19.

20.

21.

22.

23.

24.

b) Kiém tra két ndi giiia hai thiét bi

¢) Céu hinh dia chi IP

d) Sao chép ciu hinh
Lénh show ip interface brief trén router
dung dé?

a) Kiém tra trang théi cdc giao dién

b) Hién thi bang dinh tuyén

¢) Hién thi bang MAC

d) Hién thi ARP cache
Quy trinh bat tay ba budc (3-way handshake)
thudc vé giao thiic nao?

a) UDP

b) TCP

¢) ICMP

d) HTTP

Dia chi broadcast trong IPv4 1a gi?

a) Dia chi diu tién trong subnet
b) Dia chi cubi cung trong subnet
¢) bia chi mac dinh cta router
d) Dia chi DNS
Céc dai dia chi IPv4 riéng la gi1?
a) 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16
b) 128.0.0.0/8

c) 169.254.0.0/16
d) 224.0.0.0/4

bia chi loopback cta IPv4 1a gi?

a) 0.0.0.0
b) 127.0.0.1

¢) 255.255.255.255
d) 169.254.1.1

SLAAC trong IPv6 c6 chiic nang gi?

a) Tu dong cAu hinh dia chi IPv6 cho host
b) Phan gii tén mién

¢) Gan dia chi MAC

d) Thiét 1ap VPN

ICMP dung cho muc dich gi?
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25.

26.

27.

28.

29.

30.

a) Ma hoa dit liéu

b) Bdo 15i va chian doan két nbi

¢) Cép phat IP dong

d) Truyén email
ICMPv6 hd trg chic ning gi ma ICMPv4 khong
c6?

a) Echo Request/Reply

b) Neighbor Discovery

¢) Time Exceeded

d) Destination Unreachable
ACL dung d€ lam gi?

a) Sao chép ciu hinh
b) Loc va kiém sodt luu lugng mang
¢) Chia subnet
d) Ting tbc d6 mang
Giao thic nao truyén dit liéu dang ma héa, thay
thé cho Telnet?
a) FTP
b) SSH
c) HTTP
d) SMTP
Tuong 1Ga (firewall) ¢6 chiic ning gi?
a) Ting toc do truyén di licu
b) Ngan chan va loc truy cép trai phép
¢) Sao luu di liéu
d) Quan ly dia chi MAC
Mot subnet /26 cung cip bao nhiéu dia chi host
kha dung?
a) 62
b) 126
c) 254
d) 512

Dia chi IPv6 link-local ludn bat dau bing?

a) FE80::/10
b) FF00::/8
c) 2000::/3
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d) =1

31. Router c6 chiic ning chinh la gi?

32

33

34

35

36

37

a) Két ndi cac mang khéc nhau va dinh tuyén
gai tin
b) Loc khung dit 1iéu trong LAN
¢) Cép phat dia chi IP
d) Chuyén d6i tin hiéu
. Switch xay dung bang MAC bang cich nao?

a) Dung ARP
b) Hoc dia chi MAC ngudn ti khung di vao
¢) Dua vao DNS
d) Nho router cung cp
. VLAN dung dé?
a) Tang bang thong vat ly
b) Tach biét logic luu lugng trong mang LAN
¢) M4 héa dit lidu dau cudi
d) Tu dong cip phat IP
. Mot dia chi IPv6 ::1 ¢6 y nghia gi?
a) Dia chi link-local
b) Dia chi loopback
¢) Dia chi multicast
d) Dia chi anycast
. Giao thiic nao hoat dong & ting Lién két di liéu?
a) IP
b) Ethernet

¢) HTTP
d) ICMP

. CRC trong khung dit liéu ding dé?
a) M héa dif liu
b) Phat hién 15i khi truyén
¢) Pinh tuyén géi tin
d) Phan gidi tén mién

. L6p nao trong md hinh OSI dam béo dit liéu c6
thé doc dudc cho ngudi ding?

a) Trinh bay (Presentation)

b) Ung dung (Application)
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38.

39.

40.

41.

42.

43.

44.

¢) Van chuyén (Transport)
d) Phién (Session)

Cic cSng well-known ndm trong pham vi nao?

a) 0-1023
b) 102449151
¢) 49152-65535
d) 0-65535

Port méc dinh cia HTTPS la gi?

a) 21
b) 25
c) 80
d) 443

Port mac dinh ctia DNS 1a gi?

a) 20
b) 21
c) 53
d) 110

Port mac dinh ctia FTP (control) 1a gi?

a) 20
b) 21
c) 22
d) 23
Port mac dinh ciia SSH 1a gi?
a) 20
b) 21
c) 22
d) 23
Port méc dinh cia Telnet la gi?
a) 22
b) 23
c) 25
d) 110
Port mac dinh ctia SMTP la gi?

a) 25
b) 53
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45.

46.

47.

48.

49.

50.

51.

c) 80
d) 143

Port méc dinh cia POP3 1a gi?

a) 25
b) 53
¢) 110
d) 143

Port mac dinh ctia IMAP la gi?

a) 25

b) 53

c) 110

d) 143
Mot khung broadcast trong Ethernet dudc gui
dén?

a) Mot host cu thé

b) Mot nhém host

c) Tit c4 host trong LAN

d) Router gan nhét
Dii dia chi multicast IPv4 nam trong pham vi nao?

a) 169.254.0.0/16

b) 224.0.0.0 —239.255.255.255

c) 240.0.0.0/4

d) 10.0.0.0/8
Thiét bi ndo 1am viéc chii yéu & ting Lién két dit
liéu?

a) Router

b) Switch

¢) Hub

d) Firewall

Thiét bi ndo 1am viéc chd yéu & tang Mang?

a) Router

b) Switch

¢) Hub

d) Access Point

ICMP thong diép “Destination Unreachable” c6 y
nghia gi?

a) Host dich khong phan hoi
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Ngé Hdi Anh

b) Khong thé dinh tuyén dén dich
¢) Router bi tit

d) Kétndi da hét TTL

52. TTL trong g6i IPv4 c6 y nghia gi?

53.

54.

55.

56.

a) Toc do truyén tai
b) Thoi gian ton tai géi tin, gidm dan khi qua
router

¢) Téng sb hop cb dinh

d) Thai gian dap ting
Giao thic nao cung cip do tin cdy véi co ché
ACK?

a) UDP

b) TCP

¢) ICMP

d) ARP
Cong cu nao dung dé phan tich géi tin chi tiét?

a) Telnet

b) Wireshark

c) FTP

d) SSH
Mbt mang nhd thudng ding dich vu nao dé cip
phat dia chi IP?

a) DNS

b) DHCP

c) FTP

d) ICMP

WPA2/WPA3 dugc dung trong?
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57.

58.

59.

60.

a) Mang LAN c¢ day

b) Mang khong day Wi-Fi

c¢) VPN

d) VLAN
Mot trong céc bién phdp bio mat co ban cho thiét
bi Cisco 1a?

a) Céu hinh mat khau console va VTY

b) B qua banner canh bao

¢) St dung Telnet thay SSH

d) Khong can enable secret
Dia chi APIPA (Automatic Private IP Addressing)
thudc dai nao?

a) 10.0.0.0/8

b) 169.254.0.0/16

c) 172.16.0.0/12

d) 192.168.0.0/16

Dia chi IPv6 ::/0 bi€u thi gi?
a) Default route
b) Loopback

¢) Link-local
d) Multicast

Budc dau tién trong xit 1y su c6 két nbi 1a gi?

a) Kiém tra16p vat ly (cdp, ngudn dién, két ndi)
b) Céu hinh lai DNS
¢) Thay router

d) X6a toan bo cu hinh
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Huéng dan tra 16i

1.

10.
11.

12.
13.
14.
15.
16.
17.
18.

19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.

d. Tt ca 1gi ich déu ding (lién lac, hoc/lam tur xa,
giai tri)
a,b,c. Khac biét vé quy md, bao mat/do tin cay,

dich vu trién khai

b. Internet = tip hop nhiéu mang con két nbi toan

ciu
b. IPv4 dai 32 bit

c. IPv6 dai 128 bit

c. DNS phan gidi tén mién

b .DHCP cép phit IP dong

a .SMTP gti email di

b .FTP truyén tép tin

c. Pinh tuyén nim & tang Mang (Network)

a. Dich vu dau cuoi-dén-dau cuodi 1a tang Van

chuyén (Transport)

b. TCP la giao thic huéng két nbi, tin cay

b. UDP hay dung cho streaming/thdi gian thuc
b. MAC dia chi 48 bit

b. ARP phan gidi IPv4 -> MAC

c. IPv6 dung NDP thay ARP

b. ping dé kiém tra két nbi

a. show ip interface brief: xem nhanh trang thai
giao dién

b. 3-way handshake thudc TCP

b. bia chi broadcast = dia chi cudi ciia subnet

a. Dai IPv4 private: 10/8, 172.16/12, 192.168/16
b. Loopback IPv4: 127.0.0.1

a. SLAAC tu ciu hinh IPv6 cho host

b. ICMP dung bdo 16i/chidn doan

b. ICMPv6 c6 Neighbor Discovery

b. ACL dung loc/kiém sodt Iuu lugng

b. SSH ma hoéa, thay Telnet

b. Firewall loc/ngan truy cip trai phép

a. /26 c6 62 host kha dung (64-2)
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30.
31.
32.
33.
34,
35.
36.
37.
38.
39.
40.
41,
42.
43,
44,
45,
46.
47,
48,
49,
50.
51.
52.
53.
54.
5.
56.
57.
58.
59.
60.

a. Link-local IPv6: FE80::/10

. Router két n6i mang va dinh tuyén

o

. Switch hoc MAC ngudn dé 1ap bang MAC
. VLAN tach biét logic luu lugng trong LAN
. 11 1a loopback IPv6

. Ethernet 12 giao thiic ting Lién két di liéu

o o o o o

. CRC phit hién 15i khi truyén

a. Presentation dinh dang/biéu dién dit liéu

a. Well-known ports: 0—1023

d. HTTPS dung c6ng 443

c. DNS dung c6ng 53

b. FTP control dung c6ng 21

c. SSH ding céng 22

b. Telnet ding cdng 23

a. SMTP ding céng 25

c. POP3 dung céng 110

d. IMAP dung cong 143

c. Broadcast Ethernet dén tét ca host trong LAN
b. IPv4 multicast: 224.0.0.0-239.255.255.255

b. Switch hoat dong chii yéu & Layer 2 (Data Link)
a. Router hoat dong chii yéu & Layer 3 (Network)
. Destination Unreachable: khong thé dén dich

. TTL: thdi gian ton tai, gidm qua mdi router

b
b
b. TCP cung cip do tin cdy véi ACK
b. Wireshark phan tich géi tin

b. DHCP thudng cip phat IP cho mang nhd

b. WPA2/WPA3 dung trong Wi-Fi

a. Bao mit co ban: dit mat khau console & VTY
b. APIPA: 169.254.0.0/16

a. ::/0 1a default route IPv6

a. Buéc diu: kiém tra 16p vat ly (cap/ngudn/két

ndi)
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